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THE FEDERAL GOVERNMENT’S FINANCIAL 
STATEMENT AND ACCOUNTABILITY OF TAX- 
PAYER DOLLARS AT THE DEPARTMENTS OF 
DEFENSE AND HOMELAND SECURITY 


THURSDAY, JULY 8, 2004 

United States Senate, 

Financial Management, the Budget, and 
International Security Subcommittee, 

OF THE Committee on Governmental Affairs, 

Washington, DC 

The Subcommittee met, pursuant to notice, at 10:32 a.m., in 
room SD-342, Dirksen Senate Office Building, Hon. Peter G. Fitz- 
gerald, Chairman of the Subcommittee, presiding. 

Present: Senators Fitzgerald and Akaka. 

OPENING STATEMENT OF SENATOR FITZGERALD 

Senator Fitzgerald. This Subcommittee hearing will come to 
order. I would like to welcome our witnesses for being here today. 

Today, the Subcommittee is conducting a hearing on the Finan- 
cial Report of the United States and the accompanying audit of the 
report conducted by what used to be known as the General Ac- 
counting Office, but which as of yesterday has officially been re- 
named the Government Accountability Office. But it still has the 
same acronym, GAO. We congratulate the GAO on their official 
name change. 

The hearing also will focus on the financial management of two 
departments: The Department of Defense, which was one of three 
Federal agencies to receive a disclaimer in fiscal year 2003, and the 
Department of Homeland Security, which the GAO listed on its 
high-risk list, citing a number of major management challenges 
and program risks. 

This administration and the Federal agencies are making signifi- 
cant strides to improve their financial management. In testimony 
before the House earlier this year. Comptroller General Walker in- 
dicated that agencies made laudable progress in expediting the 
preparation of their annual financial statements. Mr. Walker noted 
that eight agencies submitted their fiscal year 2003 financial state- 
ments in November, less than 2 months after the close of the fiscal 
year. 

In her House testimony, Ms. Springer indicated that the admin- 
istration’s goal of shortening the time for agencies to prepare au- 
dited financial statements from 5 months to 45 days after the end 

( 1 ) 
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of the fiscal year was achieved by a third of the major agencies a 
year in advance of the new deadline. 

Yet billions of American tax dollars are wasted by fiscal mis- 
management, fraud, and abuse. A review by the Congressional Re- 
search Service of selected estimates of Federal Government savings 
indicates that more than $55 billion could be lost each year from 
improper payments paid by the Federal Government, the lack of 
adequate financial and inventory controls at the Department of De- 
fense, and waste in other government agencies. This staggering 
amount is greater than the gross national product of over 80 coun- 
tries around the world. 

This is not a trickle of coins. It is a deluge of dollars that is cost- 
ing our government its fiscal integrity. Instead of disappearing into 
the abyss of government balance statements, this money should be 
equipping our troops in the war on terror, or securing our home- 
land from attacks, or being used for any other number of very wor- 
thy causes, or returned to the taxpayers, for that matter. 

For the seventh year in a row, the GAO was unable to audit the 
Federal Government’s fiscal year 2003 consolidated financial state- 
ment for three primary reasons. First, serious financial manage- 
ment problems continue to exist at the Department of Defense. Sec- 
ond, the Federal Government is unable to account for billions of 
dollars of transactions between Federal Government entities. And 
third, the Federal Government’s process for preparing the consoli- 
dated financial statements is ineffective. 

The government’s consolidated financial statement fails to ac- 
count for a $24.5 billion shift in net position. The amount of this 
so-called plug in their financial statements is up from a plug of $17 
billion in fiscal year 2002. Imagine they just come up with a num- 
ber, and plug in $24.5 billion to make the balance sheet match. In 
the private sector, a company with a big plug in its financial state- 
ments probably couldn’t get any credit from a bank, nor would the 
Securities and Exchange Commission ever allow such a company to 
sell its shares to the public. Yet we apparently tolerate this kind 
of plug, amounting to billions and billions of dollars every year, 
with our own Federal Government. 

In fiscal year 2003, 20 of the 23 Federal departments covered by 
the Chief Financial Officers Act received an unqualified or clean 
audit opinion on their financial statements. The Department of De- 
fense, the Small Business Administration, and NASA each received 
disclaimers. A disclaimer is given when an agency’s financial 
records are so unreliable that an audit simply cannot be conducted, 
and for that disclaimer of the DOD, we have put up a chart show- 
ing the inability to conduct an audit at the DOD because the books 
and records are in such disarray that heads or tails cannot be 
made of those statements. ^ 

I commend Secretary of Defense Donald Rumsfeld for placing fi- 
nancial management reform on his list of top ten priorities at DOD. 
In fact, I remember talking to him on the day he was sworn in. He 
is from my home State, and I thought, if anybody is tailor made 
to bang heads together and get this problem fixed, it is Secretary 
Rumsfeld. I know of no one tougher or more qualified for that task. 


^The chart referred to appears in the Appendix on page 304. 
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I shudder to think that if Secretary Rumsfeld is having a hard time 
getting it done, how are we ever going to get this done? It is such 
a monumental, daunting challenge. 

It is daunting because the Department has over 2,200 financial 
management systems, many of which are redundant or are not in- 
tegrated, and this has led the GAO to list DOD’s financial manage- 
ment and business system modernization on its high-risk list every 
year since 1995. 

Today, we will hear from the GAO about specific examples of 
wasteful programs that are linked to DOD’s financial management, 
and we have a second chart that should give you an idea of what 
these programs are. For example, the chart at the end of the dais — 
and there are two of them, one so that the audience can see over 
there and one so that Senators can see over here — the chart high- 
lights some of these examples. ^ 

Failed business systems — apparently, DOD spent $179 million on 
two financial accounting systems, and then decided that they didn’t 
work and just terminated the projects with no resultant benefit to 
the taxpayers or the government. One-hundred-and-fifteen million 
dollars on thousands of unused airline tickets valued at up to 
$9,800 each. One-hundred-million dollars for the failure to collect 
unpaid Federal taxes from DOD contractors. Many people with con- 
tracts or companies with contracts from the DOD were continuing 
to get payments on their contracts even though they weren’t paying 
taxes they owed to the Federal Government. And $34 million annu- 
ally required to reconcile contract payments. DOD does not have an 
integrated system, apparently, to reconcile contract payments with 
contracts. Therefore, it is a labor-intensive process to issue con- 
tracts and record then in the payment system. 

In all, those examples total over $400 million alone. 

In addition to lost dollars, inadequate financial and inventory 
management also undermines DOD’s operations and the security of 
our troops, and for that, we have another chart at the end of the 
dais. This chart reflects the GAO’s findings of pay problems in the 
Army Guard that impact morale and retention; the inability to lo- 
cate more than 250,000 defective chemical and biological safety 
suits; improper granting of security clearances; and the public sale 
of sensitive biotech equipment.^ 

And now, beneath that sheet, we have on display an actual 
chem-bio suit from the defective lot that the GAO found DOD had 
distributed to combat soldiers, possibly to soldiers in Iraq, as well 
as local law enforcement agencies. When the suits were found to 
be defective, DOD could not recall all of them due to insufficient 
inventory controls. Additionally, the next generation of this chem- 
bio suit was available for purchase on e-Bay for $3 when, at the 
same time, DOD was purchasing the same suit for more than $200. 
Not only is this wasteful spending, but this error places our sol- 
diers and local law enforcement officials at risk. 

During the hearing by our full Committee in May of last year, 
I asked Homeland Security Secretary Tom Ridge about his plans 
to ensure sound financial management of his new Department and 


^The chart referred to appears in the Appendix on page 307. 
2 The chart referred to appears in the Appendix on page 308. 
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he assured the Suhcommittee that this was a top priority. Since 
then, DHS has made significant progress in integrating its 22 com- 
ponent agencies and implementing its budget of $33 billion. We 
must, however, work to ensure that Homeland Security does not 
evolve into another DOD, where audit disclaimers are the norm 
and inventory controls are lacking. 

Unfortunately, the first warning flags are waving on the home- 
land security front. The Washington Post reported last November 
that State and local governments had used Federal homeland secu- 
rity dollars to fill perceived budget holes, including procurement of 
janitorial services, rather than to fund critical homeland security 
needs. 

The Department of Homeland Security is the only cabinet de- 
partment not yet subject to CFO Act requirements, but is required 
under the Accountability of Tax Dollars Act to prepare and have 
audited financial statements. Last year. Senator Akaka and I intro- 
duced S. 1567, legislation that would apply the CFO Act to the De- 
partment of Homeland Security. The Senate passed this legislation 
and the House is expected to pass its version in the near future. 
We look forward to hearing from our witnesses on their views re- 
garding the importance of applying the CFO Act to DHS. 

Publicly traded companies are held to the highest level of scru- 
tiny and financial accountability in order to ensure that accurate 
financial information is presented to shareholders. The Federal 
Government should be held to the same level of accountability and 
provide accurate financial information to its shareholders, the 
American taxpayers. 

This is not an idle exercise in arcane accounting procedure. 
Every dollar lost to waste, fraud, or abuse or mismanagement is a 
dollar that could have been used to fight terrorism at home and 
abroad. Inefficiency makes us all less safe. 

Before we hear from our first panel, I would like to recognize the 
Subcommittee’s Ranking Member, Senator Akaka, for an opening 
statement. Senator Akaka. 

OPENING STATEMENT OF SENATOR AKAKA 

Senator Akaka. Thank you very much, Mr. Chairman. I appre- 
ciate you holding today’s hearing to review the recent Federal fi- 
nancial audits of the Departments of Defense and Homeland Secu- 
rity. I also want to thank our distinguished witnesses for their tes- 
timony and for the efforts they are making in this regard. Mr. 
Chairman, I want to tell you that I admire you for moving into this 
area and I want you to know I am on your side. 

Just a little over 3 months ago, the Armed Services Readiness 
Subcommittee held a similar hearing. As that panel’s Ranking 
Member, I had the opportunity to discuss with Comptroller General 
Walker the shortcomings in the financial management systems at 
DOD. The General Accounting Office issued its fiscal year 2003 
audit of the government’s consolidated financial statement in Feb- 
ruary. Although noting progress with Federal financial manage- 
ment activities, GAO has also found continuing “significant mate- 
rial weaknesses or deficiencies,” in the government’s consolidated 
statement for the seventh consecutive year. Among the three top 
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factors contributing to these deficiencies are the serious financial 
management problems in DOD. 

Mr. Chairman, it is disturbing that little has changed at DOD. 
Since 1995, the Department’s financial management has been on 
GAO’s high-risk list and has failed to develop an enterprise archi- 
tecture blueprint for its business systems even though DOD said 
the blueprint would be in place by March 2003. 

To address these fundamental problems, the National Defense 
Authorization Act of 2003 required DOD to develop and implement 
a new financial management architecture and transition plan by 
early 2004. To date, DOD does not have a blueprint. I am hopeful 
that today’s hearing will help the Department of Homeland Secu- 
rity avoid the financial management problems and resistance to 
change that plagues the Department of Defense. 

Mr. Chairman, you and I have worked together to increase the 
transparency, timeliness, relevancy, and usefulness of financial in- 
formation in the mutual funds industry to protect investors. In a 
similar fashion, we understand that until the agencies get their fi- 
nancial houses in order, the government cannot manage effectively. 

Congress and the American taxpayers have the right to know 
how much Federal agencies spend on providing essential services, 
how an agency has spent its appropriated funds, and whether there 
are unspent monies left in the pipeline. 

Capturing accounting data is the easy part. What is hard is how 
to integrate financial data with management systems that are 
flexible enough to adapt to changing goals and priorities. You and 
I share the belief that our focus should be not only on what has 
gone wrong, but on how we can move forward in a constructive way 
to address the underlying problems. 

In fiscal year 2003, the authorization for both the Departments 
of Defense and Homeland Security totaled $487 billion, or 22 per- 
cent of the Federal budget. Given that fighting terrorism and the 
war in Iraq will continue to dominate other budget priorities, we 
must fully understand why DOD and DHS are encountering dif- 
ficulties in reconciling their annual statements. Failing to do so 
will limit our ability to make sound budgeting decisions in the fu- 
ture. Moreover, without improving financial management systems, 
there will be further incidents such as when the Bureau of Immi- 
gration and Customs Enforcement at DHS imposed a hiring freeze 
because its financial management system indicated current and 
projected spending would exceed its budget. 

We are faced with enormous financial challenges which demand 
timely and accurate financial data in order to instill accountability 
and ensure Federal programs are executed in the most effective 
manner. 

The establishment of DHS was the largest government reorga- 
nization since the late 1940’s. I commend DHS for meeting the 
challenges of starting a new Department. However, the consolida- 
tion of the legacy agencies into one Department has resulted in a 
non-integrated financial management system which puts the entire 
Department at risk. 

I support putting DHS under the Chief Financial Officers Act, 
which is why you and I introduced legislation last year to do that. 
Widening the scope of DHS’s financial regulations would improve 
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the agency’s ability to manage effectively and efficiently the inher- 
ited financial activities of its legacy agencies and those unique to 
its new organization. 

This is what we are looking at at this hearing. I want to thank 
our witnesses and look forward to their testimonies. I know you all 
will be helpful to us. And I want to thank you, Mr. Chairman, 
again for this hearing and for what you are doing. 

Senator Fitzgerald. Senator Akaka, thank you very much. 

I would now like to introduce our first panel of witnesses. Our 
first witness on this panel is the Hon. David M. Walker, Comp- 
troller General of the United States. Mr. Walker began his 15-year 
term as the Nation’s Chief Accountability Officer and was ap- 
pointed in 1998 as head of the U.S. General Accounting Office, now 
referred to as the Government Accountability Office. Through his 
role as Comptroller General, Mr. Walker oversees the GAO’s work 
to improve the performance and accountability of the Federal Gov- 
ernment, including measures to improve the efficient use of tax- 
payer dollars. 

Our second witness is the Hon. Linda M. Springer, Controller of 
the Office of Federal Financial Management at the Office of Man- 
agement and Budget, the 0MB. Ms. Springer was confirmed in this 
position on March 31, 2003, after having joined 0MB in September 
of 2002. In her role as Controller, Ms. Springer provides govern- 
mentwide leadership for strengthening the financial management 
of the Executive Branch, including the Improved Financial Per- 
formance Initiative of the President’s Management Agenda. 

Our third witness is Donald V. Hammond, Fiscal Assistant Sec- 
retary at the Department of the Treasury. Mr. Hammond has 
served in this capacity since September 27, 1998, after serving as 
the Deputy Fiscal Assistant Secretary since July 1996. In his cur- 
rent position, Mr. Hammond is responsible for management of the 
government’s cash flow and the operation of governmentwide finan- 
cial accounting and reporting systems, including the consolidated 
financial statements of the United States. 

Again, I would like to thank you all for being here today, and 
recognize, please, that your prepared statements will be submitted 
in the Subcommittee’s official record of this hearing, and please feel 
free to summarize your remarks off the top of your head if you feel 
able to do that. If you could try and keep your remarks to 5 min- 
utes, we would appreciate it. 

Comptroller General Walker, thank you. 

TESTIMONY OF HON. DAVID M. WALKER, i COMPTROLLER 
GENERAL, U.S. GOVERNMENT ACCOUNTABILITY OFFICE 

Mr. Walker. Thank you, Mr. Chairman and Senator Akaka. It 
is a pleasure to be back before you. I would like to thank both of 
you at the outset for your support of the Human Capital Reform 
Act of 2004 for GAO, which was signed by the President yesterday. 
It is really going to help us and I appreciate your support. 

I also would like to thank you for holding this oversight hearing. 
Candidly, there is not enough oversight being done in a number of 
areas. There is not enough attention being placed on the impor- 


^The prepared statement of Mr. Walker appears in the Appendix on page 45. 
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tance of sound Federal financial management practices, and I want 
to commend you and thank both of you for taking time out of your 
very busy schedules to conduct this hearing and be here today. 

As you mentioned, Mr. Chairman, as in the six previous years, 
or otherwise for the seventh year in a row, certain material weak- 
nesses in internal control and selected accounting and reporting 
practices resulted in conditions that did not allow the GAO to ex- 
press an opinion on the consolidated financial statements of the 
U.S. Government. We did perform a number of audit procedures, 
and fairly extensive audit procedures, in conjunction with the audi- 
tors of various departments and agencies, but certain impediments 
were there that have been there for a number of years that prohib- 
ited us from being able to express an opinion. 

While the Federal Government has not yet been able to prepare 
auditable financial statements, the requirement imposed by the 
CFO Act and others Acts for there to be annual audits has yielded 
important results to date. We have seen continuous improvement 
and significant progress with regard to the number of agencies that 
have been able to achieve clean opinions on their financial state- 
ments, but more importantly, we have seen a continuous improve- 
ment among most Federal agencies in their ability to generate 
timely, accurate, and useful financial information to make informed 
decisions on a day-to-day basis. 

In that regard, in fiscal 2003, as was the case in fiscal 2002, 20 
of the 23 CFO Act agencies were able to obtain an unqualified 
opinion on their financial statements. That is up from six agencies 
in 1996. However, only 3 of those 20 agencies met the more sub- 
stantive definition of success in financial management that has 
been agreed to by the Director of 0MB, the Secretary of the Treas- 
ury, and myself as Comptroller General of the LJnited States, 
namely that not only do you have a clean opinion on your financial 
statements, but you have no material control weaknesses, no major 
compliance problems, and systems that provide for timely, accu- 
rate, and useful information to make sound management decisions 
on a day-to-day basis. Only the Energy Department, the National 
Science Foundation, and the Social Security Administration met 
that more substantive test, and I would like to congratulate and ac- 
knowledge the efforts of all three of those agencies. 

As you mention, Mr. Chairman, there are three major impedi- 
ments to the ability of the GAO to express an opinion on the con- 
solidated financial statements of the U.S. Government. First and 
foremost, serious financial management problems at the Depart- 
ment of Defense, which is the largest agency in the Federal Gov- 
ernment. 

Second, the Federal Government’s inability to fully account for 
and reconcile transactions between various Federal Government 
entities. And third, the Federal Government’s process for preparing 
the consolidated financial statements, which can result in the plug 
that you referred to. 

The fact of the matter is, significant progress is being made on 
No. 2 and No. 3. Some progress is being made on No. 1. But that 
is the big challenge and we are not going to be in a position to ex- 
press an opinion on consolidated financial statements until the 
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DOD issue is dealt with, and that is hy far the most complex chal- 
lenge that remains before us. 

Mr. Chairman, irrespective of where we stand on financial man- 
agement with regard to current and past activity engaged by the 
Federal Government with taxpayer money, I think it is also impor- 
tant that we start looking from a more strategic perspective. There 
is a problem with regard to how the Federal Government currently 
keeps score, both for accounting and reporting standpoint and also 
from a budgetary perspective. The simple fact of the matter is, if 
you look at the consolidated financial statements of the U.S. Gov- 
ernment as of September 30, 2003 — and this chart shows various 
related numbers. There are a lot of numbers up here, so I will try 
to hit the bottom line. 

It will show you that since the beginning of the Republic in 1789, 
we have run up about $7 trillion — that is a “T” as in trillion, 12 
zeros — in total debt, debt held by the public as well as debt held 
by the “trust funds,” like Social Security and Medicare. And yet 
what it doesn’t show adequately is that we have a number of sig- 
nificant commitments and contingencies that we have already 
made that are not shown as liabilities for various reasons but yet 
are very real, for example, the difference between the projected cost 
in discounted present value dollar terms of Social Security and 
Medicare and the amount of payroll taxes and other premiums that 
we expect to receive. 

If you look at how much money we would have to have today in- 
vested at Treasury rates to deliver on the promises that have al- 
ready been made, it is really not $7 trillion, it is more like $42 tril- 
lion. That is over three-and-a-half times the entire economy, about 
18 times the current Federal budget, over $140,000 for every man, 
woman, and child in the United States. 

Senator Fitzgerald. Isn’t it $32 trillion? 

Mr. Walker. Forty-two trillion plus. 

Senator Fitzgerald. Forty-two? 

Mr. Walker. That includes the $7 trillion. And of that $42 tril- 
lion, roughly $27 to $28 trillion is Medicare, and of that, roughly 
$8 trillion is the new prescription drug benefit. 

So the bottom line is, we have a number of commitments and 
contingencies that already exist that we are going to have to come 
to grips with, and the way that we look at things from a budgetary 
standpoint is problematic because 10-year horizons are simply not 
adequate given the demographic challenges that we face. This 
chart represents the result of the most recent long-range budget 
simulation by GAO, which shows that we face large and growing 
structural deficits due to a number of factors, including known de- 
mographic trends and rising health care costs. 

And in the final analysis, Mr. Chairman, the Congress is going 
to have to review and reform basic entitlement programs, look at 
the base of discretionary and other spending, and look at tax policy 
in order to close this gap. But that is going to take a concerted ef- 
fort by a variety of parties over a number of years. 

So in summary, Mr. Chairman, progress clearly has been made, 
in large part due to the acts that Congress took in the 1990’s to 
legislative important management reforms, not just in the financial 
management area but other areas, to bring good management prac- 
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tices, if you will, to the Federal Government. Progress has heen 
made. It is continuing to he made. The big challenge is the Depart- 
ment of Defense. We are committed to doing our part to try to help, 
not only deal with financial management challenges, but also the 
imbalances that lie before us, and I look forward to working with 
you. Senator Akaka, and others to address these challenges. 

Thank you, Mr. Chairman. 

Senator Fitzgerald. Thank you, Mr. Walker. Ms. Springer. 

TESTIMONY OF LINDA M. SPRINGER, i CONTROLLER, OFFICE 

OF FEDERAL FINANCIAL MANAGEMENT, U.S. OFFICE OF 

MANAGEMENT AND BUDGET 

Ms. Springer. Thank you, Mr. Chairman and Senator Akaka. I 
am happy to be here today with you to discuss our Financial Re- 
port of the U.S. Government for Fiscal Year 2003 and other related 
financial management issues. I look forward to sharing with you 
some of the significant progress made by Federal agencies during 
the past year that underlies that report and positions it for the fu- 
ture. 

Financial management extends beyond receiving an unqualified 
audit opinion. Integrity and reliability, the things to which a clean 
audit attests, should be a given. First class financial management 
requires the integration of the financial impact of an agency’s ac- 
tivities into the operational, execution, and senior management de- 
cisionmaking at an agency, just like it does in the private sector. 
It is accompanied by accountability standard setting, performance 
tracking, and other analyses. These are among the characteristics 
we should seek in the Federal Government, every bit as much as 
we do in the private sector. 

Only a few short years ago, such a standard was not prevalent 
in the Federal Government. Through the President’s Management 
Agenda, the Office of Management and Budget has set what many 
view to be very aggressive goals to achieving respectability in the 
government’s financial management practices. It is not surprising 
that this results-focused approach, while acknowledged to be a 
positive influence, has forced significant and challenging process 
modifications at many agencies. The degree of transformation re- 
flects just how far we have had to go to catch up to accepted prac- 
tices of well-run financial management organizations in the private 
sector. 

So the question is, are these efforts that we describe paying off? 
Well, the answer is an indisputable yes. Where it took agencies 5 
months to prepare audited financial reports in the past, it now 
takes 45 days for many and only 2 V 2 months for most. Agencies are 
building on momentum from our fiscal year 2003 reporting accel- 
eration successes to achieve the mandatory November 15 reporting 
date for fiscal year 2004. Interim financial reports were unheard of 
before 2002 and they are now being completed by 21 days after the 
close of each calendar quarter. 

It is often said that these achievements are only achieved by — 
or these accomplishments are only achieved by heroic efforts, and 
hard work is always a factor, but these results are really a tribute 


^The prepared statement of Ms. Springer appears in the Appendix on page 89. 
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to detailed planning, to effective management, and excellent execu- 
tion. 

While the acceleration targets are critical, they are not our ulti- 
mate objective. Rather, the discipline and improved control needed 
to accelerate financial reporting is only the foundation for ensuring 
the availability of useful financial information. The incorporation of 
timely and accurate financial information into management deci- 
sionmaking and operational assessment continues to be our main 
goal. 

Progress toward this goal during fiscal 2003 was shown by the 
addition of two agencies, the Social Security Administration and 
Environmental Protection Agency, that achieved green status 
under the financial initiative of the President’s Management Agen- 
da. These agencies were later joined by the Department of Edu- 
cation in the first quarter of 2004. Today, not only do the managers 
in these agencies have timely and accurate information, but they 
are using it for their program assessment and for their planning. 

I wanted to say here that if you have accurate and timely finan- 
cial information, and you really need to have both, you are able to 
do those things. If you have accurate information but it is too late 
to use it, then it is worthless. If it is on time but it is inaccurate, 
you had better not be using it. So you really need to have both ac- 
curate and timely information. We believe that meeting timely re- 
porting standards and getting clean audits is evidence that the 
agencies will have that information for their management and their 
decisionmaking. 

The mandatory financial reporting date of November 15 will re- 
quire much work from the agencies this year. However, this accel- 
erated deadline is an attainable goal, shown by the large number 
of major agencies, over 75 percent, that were able to report their 
financial statements by the end of December last year. So they 
have made significant progress. They have a little bit further to go. 
In those cases, strong agency senior leadership, careful planning, 
innovative thinking, and focused efforts were all necessary ele- 
ments for success. 

This fiscal year, we are meeting regularly with each CEO of the 
agencies as well as their IGs to review plans for hitting their No- 
vember deadlines. Clearly, some agencies have more challenges 
and obstacles than others, but all agencies are expected to take 
necessary steps to meet the accelerated date. 

Some of the best practices that agencies are implementing in- 
clude disciplined processes and audit schedules, aggressive tracking 
and issue resolution in risk areas, reengineering of their financial 
reporting processes and their audit processes, early and frequent 
communication with their auditors from that opening conference on 
day one at the beginning of the year right on through, and focused 
financial management priorities. 

So we will continue to work and we meet with the high risk 
agencies on a monthly basis from now right up through November 
15. 

There are some emerging issues that I would like to share with 
the Subcommittee briefly. Internal control — the internal control en- 
vironment of any entity is an area of focus both for management 
and for the auditor, and the agencies of the Eederal Government 
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are no exception. There are several existing laws that govern agen- 
cies in assessing and representing the quality of their internal con- 
trol. However, not all agencies are able to provide the positive as- 
surance that goes with those requirements. But all continue to 
make progress in eliminating barriers to compliance. Many of these 
are longstanding system issues that will take a period of years to 
require full remediation. 

However, what you should know is that both 0MB and the CFO 
Council and the Inspectors General are working together today to 
review the internal control challenges and what the best way is to 
close the gap between where we stand today and a Sarbanes-Oxley 
type of management control environment. 

The other issue I would like to bring to your attention in the 
emerging category is related to unfunded liabilities and social in- 
surance scrutiny. As mentioned by Comptroller General Walker, 
this is an area of high concern and FASAB, the Federal Accounting 
Standards Advisory Board, has taken some steps already to in- 
crease audit scrutiny and the prominence of the social insurance 
statements within the Government’s Consolidated Financial Re- 
port. So in the future, you will see that in a more prominent posi- 
tion in the statement. It will become one of the basic statements 
and it will receive full audit scrutiny. So that is a step toward hav- 
ing information that is certified in a way that we can make the 
right policy decisions about funding. 

So our outlook for the future, to summarize, is that we have seen 
many achievements in the past year, but there remains a long way 
to go. We will continue to set and achieve higher standards of per- 
formance dealing with issues like asset management, elimination of 
improper payments, and many other areas that we believe to be 
fertile ground. It is our opinion that the Federal Government 
should be held to as high, if not a higher, standard than financial 
management in the private sector, and I was happy to hear you, 
Mr. Chairman, say the same thing. 

American citizens don’t have the option of taking their invest- 
ment elsewhere. They have to pay their taxes. So we owe them the 
highest level of scrutiny and management of the taxpayer dollars 
that they have entrusted with us. We believe it is incumbent on 
every financial professional in the government to execute their duty 
according to those standards of excellence, and that is what we are 
striving to do. We have made some progress and we are going to 
continue on that path. Thank you. 

Senator Fitzgerald. Ms. Springer, thank you very much. Mr. 
Hammond. 

TESTIMONY OF DONALD V. HAMMOND, i FISCAL ASSISTANT 
SECRETARY, U.S. DEPARTMENT OF THE TREASURY 

Mr. Hammond. Mr. Chairman, it is my pleasure today to rep- 
resent the Treasury Department to discuss the status of the Fed- 
eral Government’s financial reporting, and in particular the Finan- 
cial Report of the U.S. Government. We have come a long way in 
the 7 years that we have prepared this report, but we face some 
significant challenges, and as such, the financial report is indeed 


^The prepared statement of Mr. Hammond appears in the Appendix on page 95. 
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a work in progress. My written testimony today explains more fully 
the challenges we face. 

The Committee’s interest today, however, is very important be- 
cause this is an area, as the Comptroller General has pointed out, 
that needs continuing scrutiny. The Treasury Department has a 
longstanding responsibility and commitment to report accurate and 
useful information about the Nation’s finances. Our objective in 
preparing the consolidated financial statements is to provide the 
Congress and the public with a reliable, consistent, timely, and 
useful report about the costs of the government’s operations, the 
sources used to fund them, and the implications of its financial 
commitments. 

I am pleased that last year, we were able to release the report 
a month earlier than in prior years. That accomplishment is due 
in large measure to the progress that the agencies have made in 
accelerating their financial reporting. For the 2004 statements, as 
you have already heard, 0MB has requested that the agencies pre- 
pare statements by November 15 and the governmentwide state- 
ments will be issued by December 15, based on those agencies’ sub- 
missions. This more timely preparation of the Consolidated Report 
means that the financial information will be available prior to the 
release of the President’s budget and providing actual data on an 
accrual basis for reference in those discussions. 

The financial report is an important addition to Federal financial 
reporting. It provides an across-the-board look at the Federal Gov- 
ernment, computed in accordance with accrual accounting stand- 
ards established by independent Generally Accepted Accounting 
Principles, or GAAP. The report goes beyond simple reporting of re- 
sults, as it displays the effects of all significant assets, liaMlities, 
stewardship responsibilities, and other commitments and respon- 
sibilities. The considerable financial implications of the govern- 
ment’s social insurance programs — Social Security and Medicare in 
particular — are reported in the stewardship accounting. 

The report is subject to audit by the GAO, and although the re- 
port has improved over the years as we have strived to make it 
more useful, the GAO has been unable to render an opinion on the 
financial statements. For the 2003 report, as has been noted today, 
GAO cited three principal reasons for the disclaimer. As the next 
panel will no doubt discuss, the DOD has displayed a strong com- 
mitment to correct its extensive financial management problems 
through a comprehensive financial management modernization pro- 
gram. Therefore, I will focus my remarks on the two other material 
weaknesses. 

We have a number of initiatives underway to resolve the mate- 
rial weaknesses and to improve the government’s management and 
accountability. The Financial Management Service, Treasury’s bu- 
reau responsible for governmentwide accounting operations, is 
making real progress. We have been focusing on the problem of 
intergovernmental activity and balances and are devoting much at- 
tention to help agencies fully reconcile these areas through the de- 
velopment of a new analytical tool and increased reporting fre- 
quency. I am optimistic that the reporting for the quarter ended 
June 30 will show significant further improvement. 
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However, I must note, there is not a single centralized system so- 
lution to the problem of intergovernmental balances. Each agency’s 
management must make it a priority to improve the agency’s data 
quality, reconcile amounts with their trading partners, and adhere 
to the standard business rules issued by 0MB for processing inter- 
governmental transactions. This is basic to accurate and consistent 
financial reporting. 

With regard to the report preparation weakness, we are address- 
ing each of the three aspects. For the unexplained transactions 
that affect the change in net position and that require us to use 
a reconciling entry, or plug, in the financial statements, we believe 
the larger problem has its roots in the intergovernmental balances, 
but we are also employing other analytical techniques because we 
believe that there may be some activity related to custodial reve- 
nues reported by the agencies. 

As a result, we are taking those various components apart and 
hoping to be able to understand more fully the causes of that issue 
as we understand the intergovernmental balances, as well as how 
certain custodial revenue may be reported. 

As to the need to directly link agencies’ audited financial state- 
ments with the data used for compiling the governmentwide re- 
ports, FMS is completing the implementation of a new closing 
package system. This new system will provide a clear audit trail 
that will facilitate the audit of the financial report and dem- 
onstrate that it is consistent with the underlying information in 
agencies’ audited financial statements. We are also addressing the 
process to ensure that the notes or disclosures in our report are in 
compliance with GAAP. 

In summary, I look forward to meeting the new due dates this 
year, but I recognize the difficulties involved. We are dealing with 
a new central reporting process and are working with agencies 
whose financial reporting is not yet where it needs to be to meet 
these dates. That being said, I visualize the day when we have 
fully achieved more timely reporting and can obtain the full value 
of financial reporting by having reports that are truly useful. Use- 
fulness is the final element of effective financial reporting. Finan- 
cial reports should provide relevant financial and performance in- 
formation that not only supports management decisionmaking, but 
also informs the public. Herein lies the greatest challenge and po- 
tentially the greatest benefit from our financial reporting. 

We have come a long way. Our upcoming challenges are signifi- 
cant, but manageable, and I am confident that we will continue to 
see real progress. Thank you, Mr. Chairman, and that concludes 
my remarks. 

Senator Fitzgerald. Thank you. I want to start with a question 
that takes a little bit of heat off of the Executive Branch of Govern- 
ment. Mr. Walker, right now, there are no audits of the Legislative 
or Judicial Branches of Government, are there? 

Mr. Walker. Well, there are audits of many Legislative Branch 
entities. For example, GAO has an audit. Several of the other Leg- 
islative Branch agencies also have audits. 

Senator Fitzgerald. Does the Senate or the House have an 
audit? 
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Mr. Walker. It is my understanding that the House does have 
an audit. The Senate does not have an audit. However, the Senate 
is trying to take steps right now to explore the possibility of volun- 
tarily doing an audit, even though they are not required to by law. 

Senator Fitzgerald. How about the court system? 

Mr. Walker. No. They are not required, and I think the Admin- 
istrative Conference of the Courts is obviously the entity that is the 
most logical one to take a look at, if Congress decides to pursue 
such a requirement. 

Senator Fitzgerald. Since nobody is auditing that co-equal 
branch of government called the Judicial Branch, it is just not 
being audited? 

Mr. Walker. That is my understanding, Mr. Chairman. 

Senator Fitzgerald. And the Senate and the House, the House 
is maybe auditing itself? Do you get to review those audits or com- 
ment on those? 

Mr. Walker. They are not material to the consolidated financial 
statements. I mean, we have the ability to do it. We do not perform 
that audit ourself, and for a variety of reasons, I don’t think it 
would be appropriate for us to do that. 

Senator Fitzgerald. Maybe because we control you. [Laughter.] 

Mr. Walker. It would be challenging to audit individual offices 
of Senators and Members of Congress. Let us just say that would 
be something we would prefer not to have to do directly ourselves. 

Senator Fitzgerald. I understand. Let me ask you this about 
the consolidated financial statements of the U.S. Government. Do 
you put figures in there representing the Legislative and Judicial 
Branches of Government? 

Mr. Walker. That is correct. We do, Mr. Chairman. 

Senator Fitzgerald. And where do you get those figures? 

Mr. Walker. We get them based on information that they report. 
I mean, many entities will report information, but that information 
may not be audited. 

Senator Fitzgerald. OK. 

Mr. Walker. And Don may want to comment, since he is respon- 
sible for the consolidated financial statements. 

Mr. Hammond. What we use is primarily the budgetary informa- 
tion for those three entities, combined with the audited financial 
reports for the components of the Legislative Branch that do pre- 
pare statements, such as the General Accounting Office, or, I am 
sorry, the Government Accountability Office — it will take me a lit- 
tle while to get used to that one — as well as the Library of Con- 
gress. 

The Administrative Office of the U.S. Courts for the Judicial 
Branch is a particular challenge, because even there, the extent of 
the budgetary information is even more limited than what we re- 
ceive from the Legislative Branch. We don’t believe that those are 
particularly material balances. That being said, we would like the 
report to be complete and we would also like to be able to establish 
the significance of those amounts. 

Senator Fitzgerald. At future hearings, perhaps, this Sub- 
committee, I hope, will take up that issue. 
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Are you putting accrual figures in this consolidated report for un- 
funded liabilities? Is it appropriate to say that this report is pre- 
pared in conformity with accrual accounting? 

Mr. Walker. It is based upon accrual concepts, and I think it is 
important to note that substantial progress has been made over the 
last several years to enhance the transparency and also the ac- 
countability associated with some big numbers, for example. Social 
Security and Medicare commitments. I am pleased to say that sev- 
eral years ago, the Federal Accounting Standards Advisory Board 
created a separate statement that included discounted present 
value numbers for these programs for the first time. They subse- 
quently made it a primary financial statement, or basic financial 
statement, and it is now going to be subject to audit. So that is tre- 
mendous progress, if you will, and it is using accrual concepts, 
which I think is important. 

Senator Fitzgerald. And are you looking at the assumptions 
used in coming up with those accrual numbers and checking them 
to make sure that they are reasonable? 

Mr. Walker. We look at the methodology that is employed, 
whether or not that methodology is generally accepted. We look at 
the reasonableness of the assumptions. And as you know, Mr. 
Chairman, in the case of Social Security, Social Security Adminis- 
tration is audited, I believe, by PriceWaterhouseCoopers, and in 
the case of CMS, which is responsible for Medicare, I believe they 
are also audited by PriceWaterhouseCoopers. 

Senator Fitzgerald. That is where those unfunded liabilities 
are — it is PriceWaterhouseCoopers for the Social Security unfunded 
liability. Are they coming up with that number? 

Mr. Walker. They are working with the actuaries for the Social 
Security Administration as well as the actuaries for the Center for 
Medicare and Medicaid Services. 

Senator Fitzgerald. OK. 

Mr. Walker. They need to satisfy themselves, and we obviously 
have to satisfy ourselves to the extent that we are going to be in 
a position to express an opinion. But as I mentioned before, unless 
and until the Department of Defense gets its act together, and they 
are working hard to try to do that, we are not going to be in a posi- 
tion to express an opinion on the consolidated financial statements. 

Senator Fitzgerald. OK, and I will get to the Department of De- 
fense in a moment, but in your consolidated financial statement, I 
think there is some point at which you discuss the explicit debt per 
American, our national debt per American, and I think it is some 
$7,000. But then when you factor in the unfunded liabilities, the 
debt per American citizen is really closer to $100,000. 

Mr. Walker. Well, it depends on how you look at it, Mr. Chair- 
man. Using the most up-to-date numbers, if you look at the per 
capita burden, if you will, and that is what I would call it, a bur- 
den, per American based upon the total debt, which is around $7 
trillion as of this point in time, that is about $24,000 for every 
man, woman, and child in the United States. If you add on top of 
that not just the results of historical activity but also what the dif- 
ference is between how much we have promised and the revenues 
that we have dedicated to meet those promises for things like So- 
cial Security and Medicare and you calculate the gap today, the 
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burden goes from about $24,000 per person to over $140,000 per 
person. 

Senator Fitzgerald. Over $140,000? 

Mr. Walker. That is correct. 

Senator Fitzgerald. OK. And you are not talking per family, 
you are talking per person? 

Mr. Walker. Including the newest newborn. 

Senator Fitzgerald. So that is a big number. Now, with respect 
to the DOD, what are we going to do about the DOD? This is ap- 
parently just a humongous problem that we are having a hard time 
getting our arms around. I remember Secretary Rumsfeld when he 
first inquired about this issue when he first took over, even before 
he was sworn in. I think he had talked to the accounting people 
at DOD, and they had told him that their accounting system was 
designed not really to do financial accounting, but it was more de- 
signed so that they could tell Members of Congress what projects 
they were doing in each of their districts. It was a whole mess, and 
the whole system needs to be revamped. 

Ms. Springer, in your judgment, are we making progress there, 
and how long will it take? This has been going on a very long time 
now, since the requirement of audited financials was put in place. 
Was that 1995? 

Ms. Springer. Ninety-six. 

Senator Fitzgerald. Ninety-six. So we are talking 8 years or so. 
We still can’t get it right. When do you think we will be able to 
get it right at DOD? 

Ms. Springer. I don’t know what the date is, and I would be in- 
terested in what your next panel tells you the date is, and I hope 
you ask them that same question 

Senator Fitzgerald. They are going to be asked, yes. 

Ms. Springer. But what I believe is going on there at DOD and 
where I think they should head next is the following. There is a 
huge effort, their overall business modernization program that I 
am sure they will tell you more about. But what doesn’t get much 
publicity is some of the smaller issues and efforts that deal with 
specific line items, for example, on their balance sheet. 

One area — 88 percent of their liabilities, I believe, or somewhere 
in that range — deals with post-retirement benefit liabilities. They 
have gotten, I think, roughly half of that to the point where it 
would get a clean opinion, if it were subject to an audit today. That 
kind of thing doesn’t make the headlines, post-retirement benefit li- 
abilities and the opinion on that. But they are working through 
various line items on their balance sheet at the same time that 
they are doing this huge, mammoth, overall reengineering process. 

We believe that filling the under secretary position, CFO posi- 
tion, comptroller position at the Department of Defense is critical 
for that effort to get back on track, in my view, and continue to 
make progress. 

Senator Fitzgerald. That position is vacant now? 

Ms. Springer. There is a nominee that has not been confirmed, 
and we believe there is a leadership issue. They can have all the 
project managers in the world on this project 

Senator Fitzgerald. How long have they had that situation? 
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Ms. Springer. Since Dr. Zakheim left, I think, roughly in the 
spring. And I don’t know what the prospects are, but I believe that 
when you have a leadership void, if you will, or an empty slot in 
a very key position, and Dr. Zakheim gave very significant motiva- 
tion and leadership there, forcefulness, I think that the project suf- 
fers, frankly. 

Senator Fitzgerald. So right now, they are without a general in 
their war on cleaning up their accounting mess. 

Ms. Springer. You can ask them if they feel that way 

Senator Fitzgerald. OK. 

Ms. Springer [continuing]. But I believe that it has an impact. 

Senator Fitzgerald. OK. 

Ms. Springer. I also believe that the Department needs to take 
a step back and carve out some pieces of that effort, maybe certain 
components or certain projects or certain issues to work at in a 
more concentrated way with their auditor and their Inspector Gen- 
eral to try and make progress on those smaller pieces. It is a huge 
mountain to move and I think that is why it is difficult to show 
progress. I think it would be helpful to pick certain components 
where you can maybe get some hits. 

Senator Fitzgerald. Does 0MB lean on the DOD in this area? 

Ms. Springer. I am working right now with other parts of 0MB, 
the “B” side of the house, if you will, to come up with some rec- 
ommendations and we plan to meet with DOD shortly. This would 
be news to your second panel that we are starting to think this 
way. 

Senator Fitzgerald. OK. 

Ms. Springer. It is not to take any emphasis off their existing 
project, but we believe that maybe some sub-segments of that 
might be helpful to address. 

Senator Fitzgerald. Now, Mr. Walker, if DOD were at least able 
to get a qualified opinion, would that enable you to do a consoli- 
dated financial statement that would be auditable? 

Mr. Walker. Depending upon the nature of the qualification. If 
they could get to a qualified opinion and we could get comfortable 
as to the basis for that qualified opinion, that could put us in a po- 
sition to issue a qualified opinion on the financial statements as a 
whole. I doubt very seriously that if they have got a qualified opin- 
ion that we would get to the point of being able to issue an un- 
qualified opinion on the overall financial statements. 

I would say, if I can, Mr. Chairman, I think this is very impor- 
tant, since DOD is really the biggest challenge that we face, several 
comments for your consideration and Senator Akaka’s. I think it is 
going to take several things to get them to where they need to be. 

First, they have to have commitment from the top and it has got 
to be a priority 

Senator Fitzgerald. Do you think that commitment is there at 
the Secretary’s level? 

Mr. Walker. Yes. I do believe it is there and I want to note that 
for the record. I do believe the Secretary is committed. I do believe 
that the key players who are in place are committed. There are, 
however, some critically vacant positions right now. For example, 
the Under Secretary and Comptroller position is vacant. Without 
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the person who is on the point, responsible and accountable, you 
are not going to make much progress, quite frankly. 

Second, I think they are going to need some additional resources. 
They are going to need some new talent within DOD. They are also 
going to need some contractor assistance to be able to get this done. 
They also need to complete a plan for how they are going to get 
from where they are today 

Senator Fitzgerald. Couldn’t they have just contracted out this 
whole thing to fix this? 

Mr. Walker. Well, in theory, you could, but there are a number 
of major challenges there. There are independence issues. There 
are so many of the major firms that have done work in the Depart- 
ment of Defense in the financial management area that they may 
not be deemed to be independent under Generally Accepted Gov- 
ernment Auditing Standards, and we are working in a constructive 
way with the Inspector General, who is assuming responsibility for 
this audit and who will have significant contractor assistance, to 
help sort through those issues. 

There is no way that the IG can do it by themselves, and quite 
frankly, it would be difficult for any one firm to do it by themselves 
because the DOD is one of the largest and most complex entities 
on the face of the earth, if you looked at it as a separate enterprise 
by itself But they have to have a plan, and on that plan to recog- 
nize that they are going to go from no opinion to a qualified opinion 
to an unqualified opinion. In that regard, they should do it in a ma- 
trix fashion. By that I mean, recognize that they need to look at 
various entities or units, and try to get clean opinions on certain 
units, and then they need to look horizontally on functional activi- 
ties and line items, as was mentioned, to try to get them to where 
they need to be. 

Senator Fitzgerald. Would you be able to suggest what parts of 
DOD are particular problems in this regard, or do you have an 
idea? 

Mr. Walker. Well, frankly, their problems are pervasive. They 
have problems from the standpoint of the asset side. They have 
problems from the standpoint of the liability side. Controller 
Springer just noted the fact that they are making progress with re- 
gard to post-employment obligations. That is a huge number on the 
balance sheet. But we need to make some progress on the asset 
side. 

Two other things real quickly, Mr. Chairman, and that is they 
have to have the resources. Congress is working to provide those 
resources, but they have got to have the plan to effectively use 
those resources to make sure there is not waste and that they get 
real results. They need to modify their performance management 
systems to link the ratings of the key people with the results that 
we are trying to achieve. 

And lastly, there needs to be ongoing and effective oversight. 
Frankly, this, until recently, has not been a priority for the Depart- 
ment but it is now. As you know, DOD has 9 of GAO’s 25 high risk 
areas. 

And the last thing I want to mention on this, I believe very 
strongly if we are going to solve the basic management problems 
at DOD, we need a Chief Management Officer at DOD who is a 
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level two official, who is a pro, who has a proven track record for 
success, a term appointment, a performance contract, who will take 
a more strategic integrated and innovative approach not just to fi- 
nancial management but to the enterprise architecture, the logis- 
tics systems and things of that nature. The absence of having a pro 
who has got a proven track record, who is going to be there long 
enough to get it done, at the right level, has been a huge impedi- 
ment and I question whether we are going to be successful without 
it. 

Senator Fitzgerald. And maybe we need to pay that person an 
extraordinary amount — I am thinking, why is somebody who is 
qualified to do that actually going to want to come in and take over 
that headache? 

Mr. Walker. I actually believe that there are persons who would 
do it for their country because it would be a huge challenge. And 
it may be somebody, for example, that retired early out of the pri- 
vate sector, hopefully with some prior public sector experience, who 
has made money and wants to do something for their country. 

The problem is that without that person who is responsible and 
accountable, who has got a proven track record, who is going to be 
there long enough and is at the right level to get the job done, I 
question whether we are ultimately going to effectively address not 
just this area, but frankly, a whole range of high risk areas within 
DOD. 

Senator Fitzgerald. Thank you. Senator Akaka. 

Senator Akaka. Thank you, Mr. Chairman. 

Mr. Walker, as always, I have enjoyed working with you and 
talking with you. 

Over the years, you have made an impressive case for financial 
transparency and accountability in the Federal Government and 
you have just ^ven us some idea as to what needs to be considered 
to begin this kind of change which should start from the top level. 
Unless we do that, then we can’t begin to make changes. 

You have long stated that the key to breaking down parochial in- 
terests and stovepipe approaches would be establishing mecha- 
nisms to reward organizations and individuals for behaviors that 
comply with DOD-wide and Congressional goals. Unfortunately, we 
continue to see a lack of progress in this area. 

Let me follow up on Senator Fitzgerald’s question. Has the De- 
partment set up the necessary mechanisms to reward organizations 
and individuals for working toward overall financial management 
goals in a coordinated manner, and if not, what can we do to move 
DOD in that direction? 

Mr. Walker. Well, Senator, first, they have taken some steps, 
but they need to take many more. As you know, DOD achieved en- 
actment of the National Security Personnel System Reform Act, 
which will give DOD the ability to modernize and design new 
human capital policies and performance management systems in 
ways that they have not been able to in the past. 

I think it is important that we recognize that this is a challenge 
not only at the senior executive level, not just for the political ap- 
pointees, but also for the career civil servants and that key changes 
need to be cascaded down through all levels of the organization. We 
need to define what we are trying to achieve, what are the meas- 



20 


ures of success, what are the key milestones, and then to he able 
to link institutional, unit, and individual performance measure- 
ment reward systems with those desired outcomes and key mile- 
stones. 

If you do that, it will have a powerful impact. But in order to be 
able to do it, you also have to have not only the plan and the infra- 
structure in place, you have got to have the leader who is going to 
be there long enough to get the job done. And from a practical 
standpoint, historically, there is frequent turnover in key leader- 
ship positions and this is a multi-year task, there is no doubt about 
it. 

Senator Akaka. Ms. Springer, let me follow up on my question 
to Mr. Walker. Since linking goals and performance measures are 
key components of the President’s Management Agenda, would you 
please comment on Mr. Walker’s response and discuss how 0MB 
is working with the DOD on this problem. 

Ms. Springer. From a general standpoint of linking performance 
and results to budget, for example, we have, as you know, our 
PART process at 0MB that now is working through — has been gen- 
erally accepted, I think, by all of the agencies to align our budget 
requests and the strategies of the agencies to performance of pro- 
grams so that the demonstration of results has really become the 
ultimate test in whether or not taxpayer dollars should be rein- 
vested in programs. Are they succeeding? Are they getting the ben- 
efits that were expected and promised? 

To the extent that we are talking about human capital issues, 
which I think was your specific question, I believe that also comes 
within that scope of the PART and also is a part of the President’s 
initiative with respect to human capital, one of the five initiatives 
under his management agenda. But there is an overall support by 
the administration for results-based compensation. The Human 
Capital Performance Fund, I think, was an initiative of the admin- 
istration, certainly in that area, and we remain committed to that. 

Senator Akaka. Mr. Walker. 

Mr. Walker. As you probably know, the Office of Personnel 
Management has the lead on human capital issues under the Presi- 
dent’s Management Agenda. In that regard, they just hired one of 
our senior executives to try to help work with DOD on some of 
these issues and we at GAO are trying to work in a constructive 
fashion with Navy Secretary England, who Secretary Rumsfeld has 
designated as a point person on the NSPS design and implementa- 
tion, to try to share knowledge and best practices in a constructive 
way without compromising our independence. 

Senator Akaka. Thank you, Mr. Walker. Mr. Hammond, I would 
like to thank you for your attention to improving the financial re- 
porting of Federal agencies. I am also interested in the govern- 
mentwide Accounting Modernization Project, which is, I under- 
stand, now underway. I understand that GWA enables agencies to 
process certain transfers and transactions without having to com- 
plete burdensome paperwork. 

My question to you is, since GAO has identified intra-agency 
transfers as one of three impediments to consolidated financial 
statements, what safeguards are built into GWA to ensure that the 
convenience of this project does not compromise the security of fi- 
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nancial information and become a mechanism for waste, fraud, and 
abuse? 

Mr. Hammond. The GWA project is really an exciting oppor- 
tunity to totally change the way we are going to do budgetary ac- 
counting. It is the capability and the long-term vision to build a 
web-based system so that agency financial information from the 
budgetary operations will flow automatically into the central ac- 
counting systems. It is the primary way of solving a number of the 
issues that today we are trying to clean up after the fact as they 
deal with budget authority, budget transfers, and that level of 
intergovernmental activity. 

What it is going to do is, and certainly the phases that have been 
implemented already have effectively done, is allow an agency to 
enter a transaction once, not only complete the transaction but 
carry out the accounting related to that transaction at the same 
time, thereby posting the balance consistent with the transaction 
itself, eliminating the need for clean-up activity after the fact, re- 
moving the potential for mispostings or misclassification after the 
fact as someone is trying to do the accounting subsequent to the 
transaction. 

It really will, once fully enforced, provide us with an opportunity 
to get rid of amazing numbers of reconciliation activities across the 
agencies. It is, though, however, that level of fundamental change 
that is going to take some time, because the agencies, in fact, have 
to be prepared to provide the feeder data into the system at the 
same time. 

As for the security of the system, we have built it around a fairly 
robust Internet IP platform. Because these are not actual financial 
transactions in the traditional sense — there is not money leaving 
the government — the level of security is consistent with the risk in- 
volved. This doesn’t trigger spending. This is reporting on moving 
budget authority from pocket A to pocket B, for example, with re- 
gard to transfer activity. 

Senator Akaka. Mr. Walker, as you know, the Department of 
Homeland Security is not subject to the Chief Financial Officers 
Act and, therefore, is not required to implement and to maintain 
financial management systems that comply with the government- 
wide standards. Also, its Chief Financial Officer is not confirmed 
by the Senate. As an original cosponsor of the 1990 CFO Act, I be- 
lieve this law continues to offer a firm foundation on which agen- 
cies should build their financial management practices. 

My question to you is, what impact do you believe the exemption 
from the CFO Act has had on the financial situation at DHS? 

Mr. Walker. Well, as you know, while they are not covered by 
the CFO Act, they are covered by certain other acts which require 
them to have audited financial statements. 

I think to a great extent, this is a philosophical issue. The De- 
partment of Homeland Security is one of the largest Department 
in the Federal Government. It is on our high-risk list as it relates 
to the integration and transformation of that Department. It has 
significant responsibilities that are of importance to all Americans, 
and it has a tremendous amount of financial resources. From an 
intellectual standpoint, it is hard to see why the Department of 
Homeland Security would not be covered under the CFO Act. 
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With regard to the confirmation issue, if I might add, Senator 
Akaka, GAO and I myself as Comptroller General have testified, 
are there certain agencies that I believe could benefit from this 
chief management official — chief operating officer, whatever you 
want to refer to the title — and I think to the extent that position 
is in place. Congress needs to consider whether and to what extent 
the positions that would support to this chief management official 
should be Senate confirmed. 

I think it is very important that there be statutory qualification 
requirements for these persons and that they be presidential ap- 
pointees, but I think that if we can get the right type of person at 
the level two level, as the chief management official with a term 
appointment and a performance contract, with a proven track 
record, you might want to reconsider which positions below that 
level should have Senate confirmation. That doesn’t mean they 
wouldn’t have visibility. That doesn’t mean they wouldn’t be presi- 
dential appointments. That doesn’t mean they wouldn’t have statu- 
tory qualification requirements. Those things, I think, are impor- 
tant. But you have a lot of work to do on confirmations and I think 
you should always be looking at how many positions should be con- 
firmed versus not. 

Senator Akaka. Thank you for your response. 

Senator Fitzgerald. Would Ms. Springer have a response on 
that 

Senator Akaka. Yes. 

Senator Fitzgerald [continuing]. What she thinks about apply- 
ing the CFO Act to DHS? It is the only cabinet agency that doesn’t 
have that requirement. 

Senator Akaka. I certainly would like to hear from Ms. Springer. 

Ms. Springer. Thank you, Mr. Chairman. I share some of Mr. 
Walker’s comments from the standpoint that I believe that DHS 
has acted and carried out its duties very much as it would if it 
were a CFO Act agency. I don’t think you would see much dif- 
ference in the sense that they have embraced the audit require- 
ment. They didn’t seek the waiver that they could have under the 
Accountability for Tax Dollars Act. And they have worked very dili- 
gently to do all the things that a CFO Act agency would do. So in 
our minds, there is no distinction. 

I would like to comment in particular on the confirmation aspect, 
the requirement. Certainly, the administration has put forward a 
model at DHS for management, the management structure, and it 
is a little different than what was envisioned under the CFO Act. 
The thing that I think concerns me, though, particularly about put- 
ting DHS under the CFO Act would be that the CFO would be re- 
quired to go through that confirmation process, which has cost the 
administration, just this administration, somewhere in the neigh- 
borhood of 5 to 6 years of lost time of nominees in that waiting po- 
sition where they have been — this is after the — in addition to, I 
should say, all of the clearance that the White House Personnel Of- 
fice does. 

So from the time when that person is first identified, all of the 
White House clearance, FBI checks and all of that, and then the 
Senate confirmation process, just from that point has been about 
6 years of lost time. With CFOs that have already served, even just 
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as recently as within this administration moving to other depart- 
ments, in one case, 6 months for that one individual that already 
had a track record, who was already confirmed by this Senate. 

So it becomes very frustrating for me to try and get them to 
make these management improvements that we are all interested 
in when they are in that holding pattern. So that is the thing that 
I have the strongest reservation about personally. But to answer 
your question, I think that the agency has acted in every respect 
as it would if it were under the CFO Act. 

Senator Akaka. Mr. Walker. 

Mr. Walker. If I can. Senator, and I have never said this before, 
I am just thinking out loud here, if the Congress were to move in 
selected departments and agencies, such as DOD, DHS, to the 
model that I talked about, where you have a level two, that means 
deputy secretary level or principal under secretary level, a person 
focused on management issues which are inherently good govern- 
ment, and nonpartisan issues, with a proven track record, statutory 
qualification requirements, performance contract, term appoint- 
ment, if you did that, I think you should consider whether or not 
the CFO, the CIO, and some of these other positions should be Sen- 
ate confirmation. But there may be another way to make sure that 
you are getting qualified people. 

For example, there could be a notification requirement and a pe- 
riod of time before the appointment would take effect such that if 
there was concern in the Senate or elsewhere with regard to 
whether or not the person met the statutory qualification require- 
ments, those concerns could be expressed. I think we need to look 
for ways that, for the good government positions, they can be filled 
by qualified people at an appropriate level in a timely manner with 
Congress having appropriate input, but yet not having undue 
delays. Just a thought. 

Senator Akaka. Thank you. Thank you for giving me all the time 
I need, Mr. Chairman. I thank our witnesses so much for their re- 
sponses. For me, it has been helpful. Thank you. 

Senator Fitzgerald. You have been a terrific panel, and I want 
to thank you very much for your time. 

I just want to say on the CFO Act for the Department of Home- 
land Security, I think the current administration, at the 0MB, you 
guys are doing a great job and I love your performance manage- 
ment requirements. I have talked to Clay Johnson extensively 
about 0MB doing a great job. My concern, though, is about future 
administrations that may not have the same financial account- 
ability concerns that this administration has demonstrated. So I 
think that is something we need to consider, whether we want to 
allow Homeland Security out there to just be exempt from an act 
that other cabinet departments have to follow. 

But you are certainly right about the Senate confirmation proc- 
ess. We are hearing the other branch of government’s feelings on 
that issue. 

But thank you all. You have been terrific witnesses and we 
thank you. We will try and keep up our oversight in this area. 
Keep up the good work. Thank you all very much. 

I would invite the second panel to please come up. Now I would 
like to introduce the witnesses on the second panel. 



24 


Our first witness on this panel is Lawrence J. Lanzillotta. Mr. 
Lanzillotta is the Acting Under Secretary of Defense (Comptroller) 
at the DOD. We were just wondering what sort of person would un- 
dertake that kind of a job. Mr. Lanzillotta is responsible for the ini- 
tiation of reforms within the Office of the Department of Defense 
Comptroller. 

Our second witness is Francis E. Reardon, Deputy Inspector 
General for Auditing at the Department of Defense. Mr. Reardon 
has served as Deputy Inspector General since 2003, after serving 
since 1992 as Auditor General of the Army. In his current position, 
he is responsible for all financial and performance audits of the 
DOD, defense agencies, and joint commands. 

Third on this panel is Gregory D. Kutz, Director of Financial 
Management and Assurance at the Government Accountability Of- 
fice. In his role as Director, Mr. Kutz is responsible for financial 
management issues relating to the Departments of Defense and 
State, as well as NASA and the Agency for International Develop- 
ment. 

Our fourth witness on this panel is Andrew B. Maner, the Chief 
Financial Officer for the Department of Homeland Security. Mr. 
Maner has served in this capacity since January of this year, when 
he was appointed by President Bush. In his role as CFO, Mr. 
Maner is responsible for department-wide financial management, 
including all budget, finance and accounting, and strategic plan- 
ning and evaluation systems. You spent the past 8 years in Illinois 
before you came out here, is that correct? 

Mr. Maner. Indeed. 

Senator Fitzgerald. Well, welcome. Our next witness is the 
Hon. Clark Kent Ervin, Inspector General for the Department of 
Homeland Security. Mr. Ervin began his service at the Department 
in January 2003 as Acting Inspector General and has subsequently 
served as Inspector General since December 2003. In this position, 
Mr. Ervin is responsible for independent and objective audits, in- 
spections, and investigations of the Department’s operations, in- 
cluding its efforts to consolidate legacy components. 

Our sixth and final witness is McCoy Williams, Director of Fi- 
nancial Management and Assurance at the Government Account- 
ability Office. In this position, he is responsible for the GAO’s fi- 
nancial management work at eight CFO Act agencies, as well as 
the Department of Homeland Security. He is also responsible for 
GAO’s work regarding governmentwide improper payments, inter- 
nal control standards, and single audit reviews. 

Again, I would like to thank all of you for being here today. In 
the interest of time, I would ask that you not read your prepared 
statements. Those will all be submitted and made part of the per- 
manent record of this hearing. I would ask that you limit your 
opening remarks to no more than 5 minutes. If you can be briefer 
than that, we would welcome it because this is a very large panel, 
with six witnesses. 

With that, we will begin with Mr. Lanzillotta. You may begin. 
Thank you. 
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TESTIMONY OF LAWRENCE J. LANZILLOTTA,i ACTING UNDER 
SECRETARY OF DEFENSE (CONPTROLLER) 

Mr. Lanzillotta. Thank you, Mr. Chairman and Members of the 
Committee. I want to thank you for this opportunity to discuss the 
Department of Defense business management. This will be one of 
my last hearings before leaving the Department and so I want to 
give you my observations from three-plus years of working on DOD 
management challenges. 

My message today is the Department has undertaken an unprec- 
edented comprehensive and visionary transformation to achieve 
this aim. We are making progress to correct weaknesses and con- 
trol business system investment. Strong and consistent Congres- 
sional support of this transformation is vital to sustaining our 
progress. 

To transform DOD’s management, the Department must succeed 
with three interdependent pillars of its strategy: Overhaul and in- 
tegration of DOD business processes and systems throughout the 
Department’s Business Management Modernization Program; re- 
fine and advance financial management improvement plans of the 
military services and defense agencies to enable them to produce 
auditable financial statements, resulting in a clean, auditable opin- 
ion; and audit items on the financial statements as they become 
ready for audit by developing the capability to do so. This trans- 
formation not only will be dramatically improved, DOD’s business 
and financial management, but it will also enable DOD leaders to 
make resource decisions based on the best management informa- 
tion available. And it will enable the Department to meet the Chief 
Financial Officers Act and other legal requirements, including sat- 
isfactory statements. 

Briefly, over the last 3 years, we have been able to establish a 
comprehensive inventory of business management systems. We 
began to build a blueprint or architecture to guide our trans- 
formation efforts. We designed an incremental strategy to achieve 
our transformational goals. We developed a governance process to 
provide strategic direction and oversee our transformation of busi- 
ness processes and systems. We have organized all major DOD 
business activities into six areas or domains and designated an 
Under Secretary of Defense as a domain owner to oversee each 
business area. We established a portfolio management process, an 
industry standard for managing IT systems. We established the 
DOD Audit Committee to provide concerted senior leadership focus 
and produce an auditable financial statement resulting in clean 
opinions. We developed individual reporting entity improvement 
plans that show planned improvements and milestones. And we 
implemented additional discipline to our quarterly reporting proc- 
ess, accelerating our preparation of financial reports and elevated 
our commitment to quality. 

It is important to note that domain owners are responsible for 
overseeing the transformation of business activities managed by 
the military services and other DOD components. This governance 
plan has already demonstrated that it can work. We are continuing 


^The prepared statement of Mr. Lanzillotta with attachments appears in the Appendix on 
page 102. 
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to strengthen and expand it. Some observers do not believe we are 
moving fast enough, yet acknowledging that DOD is one of the 
world’s largest and most complex organization, with a huge busi- 
ness transformational challenge. 

The Department of Defense is in the business transformation for 
the long term. It will take years to fix our systematic problems, 
which evolved over several decades. 

The last observation I would like to make, we set out on a course 
of transformation, outlining this course with domains and our gov- 
ernance process to control our IT investment and the direction for 
the Department. I would ask that the Congress not change our di- 
rection. Both bills of the National Defense Authorization bill sig- 
nificantly cut the funding for this effort and dramatically change 
the direction of this effort. Changing course right now would delay 
an untold number of years in our effort to correct this problem. 

In closing, I urge you and other Congressional leaders to con- 
tinue to support the Department of Defense in its efforts to trans- 
form DOD’s business management. Congress and the Department 
must continue to partner in this unprecedented undertaking. Our 
business transformation progress is consistent with U.S. industry 
standards and it is all the more remarkable that our accomplish- 
ments have occurred while we are fighting the global war on ter- 
rorism, advancing bold initiatives to transform America’s military 
capability. 

This is a critical time for us to ensure that DOD’s management 
and business systems become just as superlative as the military 
forces they support. We, in the Department of Defense, appreciate 
and continue to need the Congressional support to achieve this 
vital priority. Thank you, Mr. Chairman. 

Senator Fitzgerald. Thank you. Mr. Reardon. 

TESTIMONY OF FRANCIS E. REARDON/ DEPUTY INSPECTOR 

GENERAL FOR AUDITING, U.S. DEPARTMENT OF DEFENSE 

Mr. Reardon. Mr. Chairman and Members of the Committee, 
the Department of Defense Inspector General, Hon. Joseph 
Schmitz, regrets that he is unable to attend this hearing. 

In addition, I would like to thank you for the opportunity to dis- 
cuss first the status and progress in achieving an unqualified audit 
opinion for the Department of Defense, and second, other areas of 
financial management within the Department. 

The Department’s financial statements are the most extensive, 
complex, and diverse in the government. The Department faces fi- 
nancial management problems that are longstanding, pervasive, 
and deeply rooted. These problems have impeded the Department’s 
ability to provide reliable, timely, and useful financial and manage- 
rial data to support operating, budgeting, and policy decisions. 

To address these issues, the Department has undertaken the am- 
bitious task of overhauling its financial management systems and 
business processes, and we are encouraged by the many current 
initiatives led by the Office of the Under Secretary of Defense/ 
Comptroller and senior financial managers within the DOD compo- 
nents to correct longstanding problems. Given these initiatives, we 
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believe there is a chance of the Department of Defense reaching the 
goal of a favorable audit opinion for fiscal year 2007. However, 
what is most encouraging is the effort being expended to correct 
the Department’s problems. 

In order to adequately support the Department’s goals of a clean 
fiscal year 2007 audit opinion, we in the Office of the Inspector 
General are putting in place plans and actions to increase our fi- 
nancial auditing capability during the next 3 years. Our efforts are 
directly related to the Department of Defense plan to assert that 
its financial data is reliable and ready for audit between now and 
2007. During this time period, there could be more than 100 asser- 
tions on financial statements, systems, or line items. As those as- 
sertions occur, we must be ready to audit as required by the CFO 
Act. 

We also strongly support Section 1008 of the fiscal year 2002 Na- 
tional Defense Authorization Act, which directs us to perform only 
minimal audit procedures required by auditing standards until 
management asserts that the financial statements are reliable. 

We are, therefore, working with the Department to ensure that 
we do not expend taxpayer dollars for extensive audit work until 
we believe that favorable opinions are probable. However, if the 
funding for our planned build-up and contracting efforts is delayed 
until the Department asserts that all DOD-wide financial state- 
ments are reliable and ready for audit, it will be impossible to com- 
plete the necessary audit work in a timely manner, thus further 
delaying a favorable audit opinion on the U.S. Government Annual 
Financial Report. 

The Department has readily acknowledged that many of its fi- 
nancial management and feeder systems do not produce adequate 
data to support various material amounts on the financial state- 
ments. The Department of Defense established the Business Man- 
agement Modernization Plan to transform and modernize the De- 
partment’s business and financial processes and systems to opti- 
mize efficiency and effectiveness. We are monitoring progress in 
achieving the plan’s goals and have made recommendations for im- 
provements in the business enterprise architecture as part of the 
overall modernization plan. However, our efforts on the Business 
Management Modernization Plan have been primarily limited to 
coordination with the Government Accountability Office, which is 
doing extensive work in this area, as evidenced by their recent re- 
ports being discussed during this hearing. 

The weaknesses that affect the auditability of the financial state- 
ment also impact other DOD programs and operations and con- 
tribute to waste, mismanagement, and inefficient use of DOD re- 
sources. For example, we testified before the Senate Committee on 
Governmental Affairs on April 28, 2004, and reported that pur- 
chase cards accounted for 25 percent of the purchase actions made 
in the Department in fiscal year 2003. We presented the results of 
three recent OIG-DOD audit reports that identified management 
control problems with the use of purchase cards. 

Subsequent to that hearing, our office issued an additional report 
on purchase cards which discussed further internal control weak- 
nesses. We are working with both the Purchase and Travel Card 
Program Management Offices to improve these programs by reduc- 
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ing financial risk to the government and offering recommendations 
to improve the Federal Managers Financial Integrity Act Controls. 

Thank you for considering the views of the Office of the Inspector 
General. We have provided additional details on our efforts in the 
written testimony provided to you for this hearing and I would be 
happy to address further questions as we go along. This concludes 
my testimony. 

Senator Fitzgerald. Thank you, Mr. Reardon. Mr. Kutz. 

TESTIMONY OF GREGORY D. KUTZ,i DIRECTOR, FINANCIAL 

MANAGEMENT AND ASSURANCE, U.S. GOVERNMENT AC- 
COUNTABILITY OFFICE 

Mr. Kutz. Mr. Chairman, thank you for the opportunity to dis- 
cuss financial management at the Department of Defense. 

The following two examples show the importance of successful fi- 
nancial management and business reform at DOD. First, 94 per- 
cent of mobilized Army National Guard soldiers that we inves- 
tigated had pay problems. These problems distracted these special 
forces and military police from their missions, imposed financial 
hardships on their families, and has had a negative impact on re- 
tention. Our soldiers deserve better. 

Second, DOD was unable to effectively recall 250,000 defective 
chemical and biological protective suits from its inventory. As a re- 
sult, many Congressional Members were concerned that our forces 
in Iraq were issued these defective suits. Thousands of these defec- 
tive suits were sold to the public on the Internet, including 379 
that we purchased in an undercover operation, and you showed one 
of those 379 in your opening statement. It is the exhibit to my left. 
And thousands of these suits were improperly issued, as you men- 
tioned, to local law enforcement officials. 

DOD’s stovepiped, duplicative systems contribute to these and 
many other problems and will cost taxpayers $19 billion in 2004. 
That is $52 million a day. Attempts to modernize DOD’s business 
systems routinely cost more than planned, miss their schedules by 
years, and deliver only marginal improvements or are terminated 
with no benefits at all. 

DOD’s superior warfighting capabilities were clearly dem- 
onstrated in Iraq and Afghanistan. However, that excellence is 
often achieved despite the enormous problems with DOD’s business 
systems and processes. 

DOD’s senior leadership is committed to transform the Depart- 
ment’s business operations and financial management. With waste 
and inefficiency costing $20 billion or more a year, the success of 
their efforts is critical. 

Mr. Chairman, this ends my statement. I would be happy to an- 
swer your questions. 

Senator Fitzgerald. Thank you very much, Mr. Kutz. Mr. 
Maner. 


^The prepared statement of Mr. Kutz appears in the Appendix on page 195. 
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TESTIMONY OF ANDREW B. MANER ,2 CHIEF FINANCIAL 
OFFICER, U.S. DEPARTMENT OF HOMELAND SECURITY 

Mr. Maner. Thank you, Mr. Chairman, for the opportunity to he 
here and discuss progress that DHS has made in the area of finan- 
cial management and thank you for your personal support that you 
have provided DHS since our creation. 

All of us at the Department are proud of the progress we have 
made since the Department’s inception in March 2003 while deal- 
ing with the enormous challenges involved in starting up the third 
largest department in the Federal Government. With Secretary 
Ridge’s support, we have made tremendous headway in unifying 
and strengthening the Department’s financial management, ac- 
counting, b^udgeting, strategic planning, and performance measure- 
ment process and systems. We have vastly streamlined the number 
of financial management service providers. We have consolidated 
bank card programs. 

Two months after our creation, we subjected ourselves to the rig- 
ors of a consolidated financial statement audit and obtained a 
qualified opinion on our September 30 balance sheet. We submitted 
our first strategic plan and continue to perfect our investment re- 
view process. We completed and will soon submit our first future 
years’ Homeland Security program, known as the FYHSP. We have 
made great strides in building an integrated financial system for 
the Department and have begun developing department-wide 
standard operating procedures for financial management. 

With these accomplishments under our belt, we continue to forge 
ahead towards our goal of making DHS the model of 21st Century 
financial management excellence. 

Progress in our endeavor to further define and consolidate these 
functions within the Department is made every day. We continue 
to look at the most efficient and effective way to deliver financial 
management services to the Department long-term. We continue to 
utilize best practice capabilities within the Department and work 
diligently on the weaknesses that exist. 

Essential to consolidated management functions is an integrated 
department-wide resource management system. E-Merge^ is the 
Department’s initiative that will consolidate and integrate our 
budget, accounting, cost management, acquisition, grants, and 
asset management functions. As e-Merge^ is implemented over the 
next few years, not only will it enable consolidation of these func- 
tions, but it will greatly enhance our visibility, oversight, and ac- 
countability of component operations and financial management. 

Financial management excellence also requires accountability, 
oversight, and significant attention to developing a strong internal 
control environment, which I remain committed to. For example, in 
order to correct the material weaknesses identified in our 2003 
audit, corrective action plans have been developed by each organi- 
zation and I hold monthly meetings with these organizations to en- 
sure progress is being made on these weaknesses. We are also ad- 
dressing other important issues, such as elimination of improper 
payments and ensuring that the funds made available to State and 
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local governments and other non-Federal recipients are awarded in 
a timely and proper manner. 

In closing, I would like to thank the Subcommittee again for the 
opportunity to be here. DHS has accomplished much under chal- 
lenging circumstances and I am confident we will realize even 
greater progress in the coming years. Thank you, Mr. Chairman. 

Senator Fitzgerald. Thank you, Mr. Maner. Mr. Ervin. 

TESTIMONY OF CLARK KENT ERVIN, i INSPECTOR GENERAL, 
U.S. DEPARTMENT OF HOMELAND SECURITY 

Mr. Ervin. Thank you, Mr. Chairman. As you noted, I have sub- 
mitted a longer statement for the record, and in the interest of 
time, I will truncate my oral remarks, as well. 

The Office of Inspector General engaged KPMG to complete an 
audit of DHS’s financial statements as of September 30, 2003, and 
for the 7 months then ended as required by the Accountability of 
Tax Dollars of 2002. KPMG gave a qualified opinion on the consoli- 
dated balance sheet and the statement of custodial activity, mean- 
ing that except for three areas, these statements were presented 
fairly and free of material misstatements. 

The three areas were, one, a lack of documentation related to the 
Coast Guard’s property, plant, and equipment, valued at $2.9 bil- 
lion; two, KPMG’s inability to observe a sufficient number of the 
physical counts of operating materials and supplies at the Coast 
Guard, or otherwise to verify $497 million of such assets; and 
three, the lack of sufficient actuarial documentation provided prior 
to the completion of KPMG’s audit procedures to support retire- 
ment benefits recorded at $3.3 billion at the Secret Service and 
post-employment benefits reported at $201 million at the Coast 
Guard. 

This was not unexpected in a first-year audit. The Coast Guard’s 
financial statements had never been audited at the level of detail 
required at DHS, where the Coast Guard became a larger bureau 
relative to its parent Department. Since the audit, the Secret Serv- 
ice has obtained an actuarial report on its retirement benefits li- 
ability and believes it has recorded the correct amount. And like- 
wise, the Coast Guard has done the same with regard to the post- 
employment benefits liability issue. 

KPMG was unable to provide an opinion on the other state- 
ments, which we collectively call the cost activity statements, and 
I will be happy to explain the reasons if there are questions about 
that. 

Let me turn now to just a word about the audit challenges for 
2004. As you know, the reporting deadline has been accelerated to 
November 15, 21/2 months earlier than last year’s deadline. Meet- 
ing that date will be a considerable challenge for DHS. 

As well, one of the greatest challenges that the Department has 
faced this year is the realignment of back office functions at the 
ICE Bureau, Immigration and Customs Enforce, Customs and Bor- 
der Protection Bureau, and the Citizenship and Immigration Serv- 
ices Bureau that took place at the start of fiscal year 2004. Nine 
months into the fiscal year, many agreements regarding intra-bu- 


^The prepared statement of Mr. Ervin appears in the Appendix on page 229. 
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reau services that are being provided between and among the bu- 
reaus are not in place, leaving many accounting issues open. The 
CFO has recently reported progress in this area, and we are 
pleased to hear that, but time is short to clear up any accounting 
issues that remain this year. 

Because the performance and accountability report was issued in 
February, DHS has had little time to take corrective action on the 
material weaknesses and reportable conditions, about which I can 
speak in greater detail later, reported last year before they entered 
into this year’s audit cycle. To the extent that these weaknesses re- 
main, they, too, will continue to make the preparation of the finan- 
cial statements and the auditing of them more difficult. 

That concludes my short statement, and again, I will be happy 
to answer questions. Thank you very much. 

Senator Fitzgerald. Thank you, Mr. Ervin. Mr. Williams. 

TESTIMONY OF McCOY WILLIAMS,! DIRECTOR, FINANCIAL 

MANAGEMENT AND ASSURANCE, U.S. GOVERNMENT AC- 
COUNTABILITY OFFICE 

Mr. Williams. Thank you, Mr. Chairman. I am pleased to be 
here today to discuss financial management challenges facing the 
Department of Homeland Security. 

First, DHS faces the challenge of obtaining an unqualified finan- 
cial statement audit opinion and fixing the previously identified in- 
ternal control weaknesses it inherited from its component agencies. 
As of September 30, 2003, DHS had 14 reportable conditions, seven 
of which are material weaknesses. 

Like other Federal agencies, DHS has a stewardship obligation 
to prevent fraud, waste, and abuse, to use taxpayers’ dollars appro- 
priately, and to ensure financial accountability. DHS management 
must establish effective internal controls to safeguard assets, pro- 
tect revenue, and make authorized payments. Improper payments, 
which are a governmentwide problem, occur for many reasons, but 
the root cause can typically be traced to a breakdown in internal 
control. 

While DHS was not required to report improper payments for 
2003, several of its inherited control weaknesses suggest risk of im- 
proper payments and loss of revenue. As it addresses inherited con- 
trol weaknesses and integrates its business management functions, 
DHS should pay close attention to implementing strong internal 
controls. 

Mr. Chairman, another significant challenge for DHS is devel- 
oping a financial management architecture with integrated systems 
and business processes. According to DHS officials, the Department 
is in the early stages of acquiring a financial enterprise solution to 
consolidate and integrate its financial accounting and reporting 
systems. Similar projects have proven challenging and costly for 
other Federal agencies. For example, efforts at NASA failed to 
meet the needs of users and key stakeholders. To avoid similar 
problems, DHS must ensure commitment and extensive involve- 
ment from top management and users in the financial system de- 
velopment and integration. 


^The prepared statement of Mr. Williams appears in the Appendix on page 245. 
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Mr. Chairman, DHS is the only cabinet-level department in the 
Federal Government today that is not subject to the CFO Act. With 
a fiscal year 2004 budget of nearly $40 billion and more than 
180,000 employees, the Department does not have a presidentially- 
appointed CFO subject to Senate confirmation and is not required 
to comply with FFMIA. DHS should not be the only cabinet-level 
department not covered by what is the cornerstone for pursuing 
and achieving the requisite financial management systems and ca- 
pabilities in the Federal Government. We believe enactment of S. 
1567 will increase the likelihood that financial management chal- 
lenges at DHS will be overcome. 

In closing, Mr. Chairman, I want to emphasize that the Amer- 
ican people have increasingly demanded accountability from gov- 
ernment and the private sector. We know that many of the larger 
agencies transferred to DHS have a history of poor financial man- 
agement systems and significant internal control weaknesses, pro- 
viding further evidence that DHS should be subject to the CFO Act 
and thus FFMIA. 

Mr. Chairman, this concludes my statement. I would be happy 
to answer any questions that you may have. 

Senator Fitzgerald. Thank you. I want to hone in on this issue 
about DHS not being subject to the CFO Act. We do have a CFO, 
Mr. Maner, who is here today, but he is not presidentially ap- 
pointed. He is not confirmed by the Senate. As a practical matter, 
other than Mr. Maner is not confirmed by the Senate and ap- 
pointed by the President technically, what are the other things spe- 
cifically — you mentioned that the Department is not subject to the 
FFMIA. What requirements do we impose on other departments 
that aren’t being imposed on the Department of Homeland Secu- 
rity? Maybe Mr. Williams would like to go into that. 

Mr. Williams. Well, within the requirements of FFMIA, that 
would be a report that would talk about the various systems, 
whether they are in compliance with JFMIP requirements. I think 
the bottom line is that you hit on a key point on the first panel, 
and that is that while this administration has demonstrated strong 
support for the intent of the legislation, the issue — when this par- 
ticular act was passed, I was involved in working with this Sub- 
committee’s counterpart on the House side, and the concern then 
and the concern that you raised this morning that still exists is 
that you want to make sure that you have a structure in place that 
will make sure that whether it is this administration or the next 
administration or ten administrations from now, that you have in- 
dividuals in this position that are qualified to carry out the various 
financial management functions, that you have policies or laws in 
place that will make sure that agencies are striving to have sys- 
tems that can produce information in a timely manner, because it 
is not just a matter of producing the information once a year in 
which you get a clean opinion and then the next day you have got 
to start back over again. You want to have that information 
throughout the year. 

So I think these requirements for having good systems in place, 
making sure that the individual in the position is qualified and 
that the structure is in place, not just for one administration but 
for any administration that is in office. 
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Senator Fitzgerald. Mr. Maner, I don’t know that it is your role 
to comment on whether your Department should be subject to the 
CFO Act. Do you have any thoughts you want to offer? 

Mr. Maner. Well, just two quick thoughts, just for the record, 
just to make sure that it is stated correctly. I am presidentially ap- 
pointed and not Senate confirmed, just so we are all on the same 
page there. 

Senator Fitzgerald. OK. 

Mr. Maner. Again, my thoughts are that the Homeland Security 
Act set up DHS less than 2 years ago. My broad thought is that 
the structure that was put in place in the Homeland Security Act 
should be given a chance to work. 

In terms of the CFO Act and FFMIA, certainly those, and for ev- 
eryone in the government, those are beacons of how to manage. 
And so we certainly use those to manage. One example of that is 
as we 

Senator Fitzgerald. Even though they don’t apply to you? 

Mr. Maner. That is right. One example of that is as we went out 
for our 

Senator Fitzgerald. But wouldn’t you agree that we have no as- 
surance that some successor of yours in a future administration 
would voluntarily decide to comply with those acts? 

Mr. Maner. Yes. It would be hard to dispute that. 

Senator Fitzgerald. OK. 

Mr. Maner. But one point I would want to make is in the spirit 
of FFMIA, for example, when we go out, or when we went out with 
our e-Merge^ solicitation, in that RFP was the requirement that 
the provider be compliant with those standards. So we have tried 
to integrate it as best we can. And also, other parts of the CFO Act, 
slightly less known, such as being a member of the 0MB CFO 
Council, those things we are doing today, so I would leave it at 
that. 

Senator Fitzgerald. OK. Now, I mentioned in my opening re- 
marks that several news reports, particularly in the Washington 
Post, have criticized homeland security spending by State and local 
governments, citing the use of Federal homeland security funds to 
plug perceived budget holes or to fund purchases that do not ap- 
pear critical to homeland security needs. I think there was one 
news report that cited spending on janitorial services by some local 
unit of government. 

While such reports may be due in part to the lack of Federal 
guidelines or restrictions on the use of Federal funds, they raise 
concerns regarding the Department’s efforts to ensure that tax- 
payer dollars are being spent wisely. Mr. Maner, how are you 
working with State and local officials to ensure the proper use of 
Homeland Security funds? 

Mr. Maner. I will talk for a second a bit about structure and 
then a bit about systems, because I think they are both important. 
One of the items that the Department has done is to consolidate 
this year. Secretary Ridge has consolidated all the grants manage- 
ment functions, or the policy for grants management, in one office 
in Homeland Security. That is taking effect this next fiscal year. 
So part of it is to get all of the grants in one location, which I think 
will prove to be effective. 
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The second is to create a systems environment that allows for in- 
formation visibility, allows for perfect visibility into the grants 
management process and such. And one of the things that I have 
found very important and am very committed to is including grants 
management in our e-Merge^ project so that we are, as part of our 
financial system rollout, including grants management, because at 
the end of the day, I do believe very strongly that having visibility, 
a wide swath of visibility to all the money that is put out to State 
and locals 

Senator Fitzgerald. Do you know how much money we are talk- 
ing about that is issued in grants? Would you know roughly? 

Mr. Maner. I know that in, really in the last three grant cycles, 
we have put out about $8 billion, but if you don’t mind, I will get 
back to you with specifics for the record. 

INFORMATION PROVIDED FOR THE RECORD 

In FY 2003, the Department awarded $8.0 billion in non-disaster grants and $5.9 
billion in disaster grants. 

Senator Fitzgerald. OK. Mr. Ervin. 

Mr. Ervin. Yes. If I could just add something on that, Mr. Chair- 
man, a couple of things. First of all, the Washington Post article 
that you are referring to, we ourselves were asked about that by 
Congressman Sensenbrenner and it turns out that particular arti- 
cle was based on a Justice Department grant as opposed to a De- 
partment of Homeland Security one. 

Having said that, certainly this kind of thing could be happening 
in the Department of Homeland Security, and that being so, we are 
going to start auditing the expenditure of these first responder 
funds. We will be doing that later this year. As you may know, we 
have issued a report already about the flow of funds from the De- 
partment to State and local governments and first responders, and 
actually that was a good news story for the Department. But we 
haven’t, as I said, begun to look at exactly how those funds were 
being spent at the State and local and first responder level. We will 
do that. 

If I could talk more generally just for a second about grants. As 
Mr. Maner says, the Department is to be applauded for moving to- 
ward consolidating the grant process in the Department, and also 
e-Merge^ will include, we are told, a grants component, and that 
is to be applauded, as well. 

There are certain structural issues, as well, that are important 
here, and that is true for the Office of CFO and for the Office of 
the Chief Information Officer, as well, and that is with regard to 
the Chief Procurement Officer. Right now, there are only seven 
procurement shops that came into the Department of Homeland 
Security to date. Fifteen other components of the Department are 
still being serviced by entities outside the Department, and you can 
see the problem there in terms of consistency and control. 

Further, with regard to the seven procurement shops that are in 
the Department of Homeland Security, the Chief Procurement Offi- 
cer does not have operational control over those shops and cannot 
impose consistency among those shops. So there are certain struc- 
tural issues that must be attended to. 
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Senator Fitzgerald. Does the Government Purchasing Act — the 
traditional government procurement laws apply to all those pro- 
curements? 

Mr. Ervin. I believe, so, yes. That is right. 

Senator Fitzgerald. OK. Once a grant leaves Homeland Secu- 
rity and goes to a unit of local government, does your office have 
the ability to go audit that unit of local government to see how it 
is spending the money? I hope all local governments are concerned 
that somebody may come in and audit how they use this money. 

Mr. Ervin. Yes, sir, the answer is yes, and we do that. For exam- 
ple, since the Department has been operational, March 1, 2003, we 
audited 121 FEMA disaster grants to State and local communities 
and questioned $68 million in costs. One of the things that we 
found during the course of those audits were recurring problems, 
and this is another issue. More attention on the Department’s part 
to working with State and local governments to make sure that 
these recurring problems don’t occur is called for. 

For example, with regard to the $68 million, we frequently found 
that the State and local governments did not, as they are required 
to do, seek FEMA’s written permission to either continue the 
project past the expiration of the time allotted for it or to continue 
to run up costs after the ceiling had been reached. And then at the 
conclusion, FEMA would give a retroactive waiver or permission for 
that having been done. Obviously, that conduces to waste, fraud, 
and abuse. So there needs to be attention paid on FEMA’s part and 
the part of other components to making sure that the terms of 
these grants are complied with, and when they are not, there need 
to be consequences to the State and local awardees or sub-grantees. 

Senator Fitzgerald. Mr. Lanzillotta, you mentioned that bills 
moving through Congress may cut funding for the effort that in- 
cludes the accountability or the accounting at the DOD. Could you 
elaborate on that? What bills are you referring to? 

Mr. Lanzillotta. I am referring to, Mr. Chairman, the House 
and Senate version of the authorization bill that is in conference 
right now. Each bill took reductions to each part of our strategy, 
to the IG, to our audit ability. 

Senator Fitzgerald. How about the actual DOD appropriations 
bill that passed the Senate? 

Mr. Lanzillotta. Both of those bills also took reductions. 

Senator Fitzgerald. How big were the reductions? 

Mr. Lanzillotta. Ranging from $45 million to $150 million. 

Senator Fitzgerald. Out of how much total is spent 

Mr. Lanzillotta. Against these three programs where they took 
the reduction, of about $500 million. 

Senator Fitzgerald. So that is an enormous percentage if you 
are looking at the $140 million reduction. 

Mr. Lanzillotta. Correct. 

Senator Fitzgerald. OK. That is something I am glad you — if 
your office could work with my staff on that, it might not be too 
late to write a letter to Senator Warner or somebody on that con- 
ference committee to talk about the importance of continuing the 
efforts to improve the financial accounting in DOD. 

Mr. Lanzillotta. We would be happy to, Mr. Chairman. 
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Senator Fitzgerald. I hope the Armed Services Committee is 
aware of the importance of this issue and it is not just the Govern- 
mental Affairs Committee. 

Mr. Lanzillotta. They are my next stop right after this hearing. 

Senator Fitzgerald. OK. I am glad you are making your views 
known. 

Mr. Reardon, you believe that by fiscal year 2007, there is a 
chance that DOD could be in a position to merit a qualified opin- 
ion, but only a chance, I guess you said. I know Mr. Lanzillotta 
mentioned that he is leaving, is that correct? You are leaving the 
DOD? 

Mr. Lanzillotta. Yes, Mr. Chairman. This will be, hopefully, my 
last hearing. [Laughter.] 

Senator Fitzgerald. This will be your last hearing? Oh, gosh. 
[Laughter.] 

And it has probably been a very difficult and frustrating job. I 
kind of wondered out loud why anybody would want to take up this 
task. It is like Hercules trying to clean up the Agean stables. That 
is what it sounds like to me. It is kind of a thankless task. 

We are now missing a — we don’t have a Comptroller position 
filled. That is pending for appointment right now. How much do 
you think, Mr. Reardon, we are being held back by turnover in per- 
sonnel and just the lack of appeal that positions such as Mr. 
Lanzillotta has in trying to clean up this mess at DOD? How big 
of a factor is that? 

Mr. Reardon. Obviously, it is a factor and leadership does chart 
the way. I don’t know how to put a percentage on it, but with turn- 
over, there is the factor of lost leadership and direction. 

But what I have seen in the Department in the year that I have 
been there is that there are a number of career civil servants that 
are working these issues, working the committees, working the var- 
ious sort of audit committees that we attend, as well as the Comp- 
troller’s shop. People like Joanne Boutelle and Terry McKay are 
trying to work with each of the components of each of the services 
to get improvements done. 

And when I said “chance,” I mean, it is a limited chance to get 
a qualified opinion. But every year we see coming up, based on the 
progress that has been made, improvements. 

Ms. Springer talked about focusing on certain segments. We see 
for fiscal year 2005 that the fund balance at Treasury may, in fact, 
be able to have us do audit work on it and attest to whether it is 
reliable or not. The Air Force is working on its statement of budg- 
etary resources, again, with the idea that in 2005, that they will 
assert that they are ready. The Corps of Engineers is doing the 
same sort of thing. 

So I think there is some delay, some halting, going back and 
forth, but what I do see underneath it is a number of people work- 
ing to try in the different departments to at least show improve- 
ment, and we are seeing improvement with the systems, some of 
the legacy systems, and we are seeing improvement in the proc- 
esses and stuff. I think that is important, and having an overall 
leader there for a sustained period of time is good. I)r. Zakheim 
was there just 3 years and made some good progress. I just think 
it helps. 
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Senator Fitzgerald. Mr. Lanzillotta. 

Mr. Lanzillotta. Mr. Chairman, if you don’t mind, could I make 
an observation from my 3 years of working on this? 

Senator Fitzgerald. Yes. 

Mr. Lanzillotta. For the Department to continue to make 
progress, I would like to emphasize Mr. Reardon’s comment, it is 
a culture that has to be created for change. And once this culture 
is created, the political leadership that comes and goes is impor- 
tant, and I don’t want to belittle that. But if the change in the cul- 
ture is there, then progress will be continually made and it won’t 
be based on one individual, because if we base any of this on one 
individual, whether it was Dr. Zakheim, myself, or the future 
Comptroller, this initiative will fail. 

I think that some of the examples that Mr. Reardon talked about 
from the career side is a change in culture as to where we are mak- 
ing progress on how this should go. I would like to make a plea 
that part of this culture change is Congressional. We need the Con- 
gressional support, and since I am leaving, we need the Congres- 
sional pressure to continue this program. We need chairmen like 
yourself to call us up here and make us accountable for how this 
works, because that is part of the change in the culture. We have 
that. 

When I first started this 3 years ago, 3-plus year ago, I would 
try to come over here, because I did work on the Senate staff side, 
and try to brief as to what we were doing, and that worked for a 
while because some of my friends would take briefings. Now, no- 
body takes briefings. I need to go to the Defense committees. I 
know the Government Reform Committee. I need to be able to get 
Congressional support because that all adds to it. 

And it is the culture, because once the Department changes its 
culture, which I believe they have, but if we can maintain that, you 
see the things that the Department has done in Iraq and Desert 
Storm and Afghanistan. I mean, we can make remarkable progress. 
Two-thousand-seven is achievable, aggressive, heroic to get there. 
It is achievable as long as we can maintain the momentum. 

Senator Fitzgerald. When you say the culture needs to change 
there, are you talking about the rank-and-file civilian employees? 
Career employees who, when a political appointee who may be in 
charge of their work comes in, they look at this person and say, 
well, we have always done things this way, and we are used to 
doing it this way. They are resistant to the change, and they look 
at their politically-appointed superiors as only here temporarily 
and we are just going to continue doing things the way we have 
always been doing them, or 

Mr. Lanzillotta. It has to start — they know — I don’t say that 
they do this — that a political appointee stays about 18 months, 
maybe 2 years, and they know that the political leadership 
changes. They know that as the leadership changes, sometimes 
they change direction. They know that you could wait out political 
leadership. But what is more important, not that they will because 
I think some of the examples that Mr. Reardon talked about, these 
are all advances that were made by the career force. 

And what has got to change and what has changed is when we 
have 4,000 business systems of some type, which is a remarkable 
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number, we have 42 or 43 — I forget the number now exactly — trav- 
el systems that do exactly the same thing. That started with the 
culture that everybody stovepiped. Everybody was worried about 
their problem. Everybody said, this is how I am going to fix my 
problem, by getting this system to do this for me. Nobody worried 
as to how that fit into the overall financial systems, the inventory 
systems, the asset visibility systems. Nobody worried about the 
end-to-end process. 

What we have done in the Department is at the lowest levels at 
every staff agency, we have decided to build the architecture, and 
the architecture to outline and map out what our activities and 
processes are. Now, there were two values to that. The first value 
is we needed to find out how many systems we had and we needed 
to put down on a piece of paper on how we do business, and we 
needed everybody to see it. So when we say we need to design an 
end-to-end system, it wasn’t up to Larry Lanzillotta to decide what 
that end-to-end system was. It was in the architecture that it went 
from this point to this point as to what that end-to-end system was. 

The reason why some of our systems have failed in the past is 
the same reason why they fail in private industry. They haven’t 
mapped it out, they haven’t done the planning, and they don’t 
know what it affects. They don’t know where the interfaces are, so 
when they put their new system on, it doesn’t work, or a system 
that was depending on it all of a sudden doesn’t work. 

We are changing that culture now. We have outlined our busi- 
ness systems. We have divided up our business areas. We put our 
business systems underneath these business areas. We have made 
people responsible for looking at investment in these business sys- 
tems, approving investment in these business systems, and more 
importantly, when we field the new system, instead of just fielding 
a new system as to what systems get turned off to make it work. 

So back to the example of the defense travel, the defense travel 
system has had a checkered past. The one thing that defense travel 
did, it reengineered the business process. It checked with all the 
interfaces to the financial systems and it goes from the traveler all 
the way through his trip, through the financial statements, all the 
way up and back down to pay him his check. It is untouched by 
human hands. 

The examples you had, or the IG or Mr. Kutz talked about the 
JSLIST suits, it all goes back to the same problem. It is asset visi- 
bility, and the asset visibility, you don’t get until you do an end- 
to-end process which shows the interfaces between these systems, 
and that is the course we are on. 

Now, it is kind of like, in my fleeting moments here in the De- 
partment, I am just imploring the Congress to stay the course. I 
just feel in my heart of hearts that we are at the point where we 
are going to make great progress, and it has been slow. It has been 
slow and it has been tedious. When we went out and mapped out 
for the architecture, there are 180,000 statutory or regulatory re- 
quirements that had to be considered, 180,000. In the finance and 
accounting systems alone, I had 5,000 statutory or regulatory rules 
that had to be verified and checked or challenged. At the end of the 
day, we are going to come back to the Congress with a package of, 
“these rules don’t make sense.” 
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Senator Fitzgerald. You are still working on that, aren’t you? 
I think I have asked the Secretary to give us a list. I know he cited 
some 750 reports, or maybe it was less than that, for example, that 
DOD had to submit every year to Congress. Many of these were ob- 
solete reports, and you just have people complying with these an- 
cient laws of Congress forever and ever producing reports that no- 
body is even reading. That was just one example that the Secretary 
gave us. 

Mr. Lanzillotta. We can provide you, Mr. Chairman, a binder. 
Last time we took this effort, we put in a six-inch binder a one- 
page description of every report that the Department was required 
to do. I need to update that because that binder is about 2 years 
old, and every year we add about 500, 600 reports to it.^ 

Senator Fitzgerald. OK. Well, please give that list to us and we 
will see what we can do before I leave Congress. I didn’t tell you, 
I am retiring in January, too. But there will be others like Senator 
Akaka here to keep supporting the DOD in changing their account- 
ing system. 

Mr. Kutz, I want to get to you. You talked about the suits and 
you mentioned, I think, a figure of $19 billion a year lost through 
waste, mismanagement, and you said that came out to $55 million 
a day. 

Mr. Kutz. The $19 billion is the amount they spent on business 
systems annually, including modernization and legacy systems. 

Senator Fitzgerald. On business systems alone? 

Mr. Kutz. That would be on logistics, on finance systems, acqui- 
sition systems. It would be the business side, excluding intel- 
ligence-related and weapons systems. The total Department budget 
may be $30 billion or a little bit more. That would be maintaining 
and operating the current, what Mr. Lanzillotta testified yesterday 
and just mentioned, the current inventory of about 4,000-plus busi- 
ness systems. So that is the cost of having the stovepiped, non-inte- 
grated systems that don’t work. 

Senator Fitzgerald. Unbelievable. 

Mr. Kutz. So it is an enormous amount of money, and that is one 
of the places where when I mentioned the $20 billion or more that 
could be saved through improvements in accounting 

Senator Fitzgerald. Are they all custom-made business systems, 
too? 

Mr. Kutz. Some are, some aren’t. I mean, they have evolved over 
time. There was no plan that Mr. Lanzillotta is talking about now 
that they are trying to develop so there is an architecture. They 
were developed in stovepipes because each service had their own 
money. They decided they wanted to do their own type of system. 
And now you have hundreds of logistics systems, dozens of travel 
systems, hundreds of personnel systems, etc. 

I want to go back to the culture issue, because 

Senator Fitzgerald. Who is responsible for cleaning that up, for 
example, the business system? Mr. Lanzillotta, is there somebody 
in the DOD who is responsible for getting common business sys- 
tems, where we are not spending $19 billion a year, $55 million a 
day, just on maintaining the existing business systems? 


^The list of active CMRs submitted for the record appears in the Appendix on page 105. 
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Mr. Lanzillotta. Mr. Chairman, to go back to one of your ear- 
lier comments about the CFO Act, yes. I am. And we have done 
several things to do away with that. I disagree with Greg as to 
what that number is, but it doesn’t do away with the point that 
Greg is trying to make, that we have a lot of money in these 
stovepiped systems. 

The two examples that you have here that you mentioned earlier 
in your statement about the two failed systems, we had to play the 
cards of where we were at. When we came in 3 years ago and said, 
this is what we are going to do. We are going to develop a common 
architecture. We were going to see where everything fit. We were 
going to know our interfaces and what we needed to do the end- 
to-end process. 

We stopped or slowed investment into legacy, what we call legacy 
systems, and the systems that you mentioned, the reason we killed 
them is that they weren’t ever going to meet our needs. They were 
COD systems, in some cases, that we had so many bolt-ons that 
they didn’t work right and they were never going to be financially 
compliant or give us the type of information or do the end-to-end 
process that we wanted to have. 

Business systems in the private sector fail because the ERPs fail. 
In fact, a majority of ERPs fail in the private sector and they fail 
because they haven’t done the proper planning. What we have done 
with these systems, we had another example — I will give you two 
examples. These are two failed systems. They didn’t work. We 
didn’t have our requirements right. When we came in and we start- 
ed building our architecture, we looked at these systems and we 
said they were never going to fit in and it was better to terminate 
these systems now than try to go through the life-cycle cost of 
these systems and go 10 years from now and say they don’t work. 

I have a problem with my pay systems. My pay systems, military 
pay systems are written in a language called COBALT, and when 
I was in college, that is a language that I studied. I can’t find a 
COBALT programmer right now. They are very hard to find. I 
haven’t been able to make a change to this program since 1997. I 
maintain 500 people to hand-jam pay changes into my military pay 
systems since 1997. That is all they do. 

We went to PeopleSoft — that is part of Deimer’s — and I said, I 
have a problem. I can’t continue to do this. My military pay sys- 
tems are going to fail. If I don’t do something now, I run the risk 
of not being able to make a payroll, and that would be disastrous. 
Can you help me? And I got, umm, get out of the way. Let me get 
the next vendor in here. They said, I think we can help you if you 
work with us. 

I wouldn’t let the people change one business practice that 
wasn’t already in that system, and in 6 months, it ran the Army 
payroll in 2 hours. When I compared it to my current payroll sys- 
tem that takes me a week to run the military payroll — I believe it 
is a week, I will have to correct that for the record if it is wrong — 
the PeopleSoft system for compatible pay was more accurate in 
every case. 

So I was able to buy it. We already had the license. I didn’t have 
to buy it. I was able to use an existing license for COD software, 
change our business practices to match the leading industry busi- 
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ness practices in the software. I had to work with PeopleSoft to get 
the tax package in it, because it wasn’t ready to go. And in 6 
months, I was able to do a proof of concept and run the military 
payroll in 2 hours more correctly than I can do it right now. 

I will pay for this system after I fully field it in 18 months. But 
that is the type of progress we can make if we stay the course. 

Senator Fitzgerald. So you are making progress in discrete 
areas like that. What about like on inventory control, which was 
the problem that gave rise to the defective suits not being recall- 
able? 

Mr. Kutz. We issued a report yesterday on a system that De- 
fense Logistics Agency developed, and again, it was a stovepiped 
solution. It was represented at hearings over the last several years 
before the National Security Subcommittee on the House side that 
this BSM systems project would fix the JSLIST suit problem. So 
if we had defective suits again, we would be able to recall them, 
or if there was an emergency and suits needed to be identified to 
be shipped to a certain part of the world, that they would be able 
to be done. 

That system is being implemented. It is going to cost probably 
$1 billion or more and it doesn’t fix that problem. It is a stovepiped 
solution. It will fix issues within DLA, but it does not provide the 
end-to-end visibility of the JSLIST suits from the time that they 
are shipped from a DLA warehouse to the Army, Navy, or whoever 
else gets them so that, again, if you wanted to find them, you 
couldn’t. You would have to do a data call. So that is an example 
of today, a system that is being developed right now that isn’t 
going to solve corporate problems. 

I think, when Mr. Lanzillotta was talking about the culture, they 
are in the infancy stages of dealing with the culture. They are 
going right now from uncontrolled proliferation of business systems 
to trying to develop some semblance of control and management 
oversight over the enormous amount of money being spent on these 
business systems and I think they are at the very early stages of 
getting control of this and making it work the right way. 

Senator Fitzgerald. Mr. Kutz, what should Congress be doing 
about it? 

Mr. Kutz. Well, I think one of the reasons, if you go back to Mr. 
Lanzillotta talking about the budget cut, and I can only speculate 
here, but the armed services put in a provision last year that said 
all systems that have obligations over $1 million should go through 
a certain procedure and be approved by the Comptroller before the 
obligation is made. 

I have testified several times now that we identified $863 million 
of systems that were obligated that did not go through that proc- 
ess. I think, quite honestly, they are a bit disturbed that they 
passed a law and the Defense Department did not follow it. And 
that gets back to the culture, because some of the people that have 
even called us have said they don’t even know what the business 
enterprise architecture is, and these are people working at the 
Chief Information Officers of some of the services. They may be 
being clever in saying that, but it may also be true that they don’t 
know what it is. But whatever the point is, there is probably bil- 
lions of dollars of these systems that are still being invested in that 
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aren’t necessarily corporate solutions or consistent with the plan 
that Mr. Lanzillotta is talking about for the architecture for the 
Department. 

Senator Fitzgerald. Is DOD just too big to ever get our arms 
around it? 

Mr. Kutz. No, I don’t think so, and again, Mr. Walker talked 
about something like the Chief Management Official that we be- 
lieve is an important aspect of this. And again, I would agree that 
person alone cannot solve the problem, but that is going to be 
someone who is a high-caliber person coming in to lead an effort. 
It is a monumental challenge, but the level of complexity is so 
much more difficult than anything you would see in the Federal 
Government or private sector. If it was easy, it would have been 
done decades alone. 

Senator Fitzgerald. Mr. Lanzillotta. 

Mr. Lanzillotta. Mr. Chairman, I agree with Mr. Kutz. I some- 
times disagree with the way he would implement it, different rec- 
ommendations. He is correct when we were legislated to certify 
every system over $1 million. 

Legislative change alone doesn’t always make it possible for us 
to get our arms around it. We had to develop databases. We had 
to develop an inventory. We had to develop, to know what those 
million-dollar systems are. We are in the process of doing that. 

We went out to industry, brought in a leading practice or port- 
folio management, but one of the culture changes that had to occur 
is we had to teach our domains. We had to teach the people what 
portfolio management was. We had to go through. We had to bring 
in people and say, this is how you do portfolio management. We 
had to run everybody through on concepts on how to develop port- 
folio management. And this year when they deliver the POMS, the 
future year’s program in the budgets in August, we are set for ev- 
erybody to go through and certify their systems. 

Now, one thing that we found out when we developed these sys- 
tems, and we are in the process of developing a database, in the 
finance and accounting arena, I only have about — how many sys- 
tems is it, I think about, like, 20 systems that account for about 
85 percent of my dollars. 

The first time, it is going to be ugly. We are going to go through 
and we are going to look at this, but each year we are going to get 
better at doing this. I don’t believe we are at the infancy stage — 
I would say maybe the adolescent stage of doing this — but we have 
some maturing to go and I don’t want to miss Mr. Kutz’s point. We 
still have some maturing to go on how we do this. 

But that is why I say, a legislative provision that says you are 
going to certify 4,000 systems and review 4,000 systems right now, 
we are trying. But I told the writers of that legislation, fine, do 
that. We need you to do that. We need you to give us the power 
to do that. But you also understand that the first year, we are not 
going to be able to get it done. There isn’t enough staffing in the 
world, enough IT people in the world that I could get to make this 
work. 

Mr. Kutz. But one of the points I would make with that is that 
Mr. Lanzillotta and the Comptroller sent out a policy memo that 
said you are supposed to submit these systems to the Comptroller, 
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and the fact of the matter is, people did not submit them. So there 
was a policy and a memo in place that directed the services and 
everyone with the systems to do it. They just didn’t follow it. So 
it wasn’t like the guidance wasn’t out there and people didn’t know. 
And it is a separate issue, is if those systems had all come in for 
approval, whether they had the infrastructure to actually review 
them all in a substantive way, but they didn’t even come in. 

Senator Fitzgerald. OK. We are getting close to one o’clock and 
we are going to have to terminate this hearing. It has been a won- 
derful hearing. I have one final question. I know, Mr. Kutz, your 
office did a lot of research into the situation with the unused plane 
tickets, for example, at DOD. I have a somewhat related question. 

I bumped into someone who owns a charter private jet service, 
and he told me one of his biggest customers was the Department 
of Defense and he was under the impression — he asked me how he 
could get in and fly Senators around. I told him, well. Senators fly 
commercial. And he said, “They do?” He said, “The officers at the 
Pentagon, they take private jets.” And I said, well, like where? And 
he said, “Well, between Washington and St. Louis and other big cit- 
ies.” 

Is it true that officers fly private jets and charter private jets at 
enormous expense to the taxpayers instead of flying commercially? 

Mr. Kutz. We have not investigated that issue before. 

Senator Fitzgerald. Mr. Lanzillotta. 

Mr. Lanzillotta. Mr. Chairman, I am going to have to say you 
have got me. I know we own aircraft that we use for certain levels 
of officers. They are usually four-star officers, combat and com- 
manders, service chiefs, to fly. We own those aircraft, and those 
aircraft, we own them because of security needs, because of com- 
munications gear that has to go in there, and normal aircraft 
would not make that work. We also have certain VIP aircraft and 
we use the VIP for several VIPs and different types of VIPs to 
make trips. This is true. I was unaware that we chartered. I will 
have to go back and investigate 

Senator Fitzgerald. Would you look into that and let me know? 
I would be interested. Maybe it is that a jet wasn’t available, a 
military jet wasn’t available for generals, and then they chartered 
one. I would be interested, and I hope you are able to get that in- 
formation. I would appreciate that. 

Mr. Lanzillotta. Mr. Chairman, for troop movements, we char- 
ter aircraft all the time. 

Senator Fitzgerald. Oh, I understand that. This guy rents pri- 
vate jets for corporate executives, typically, and said some of his 
best business was with the DOD and that kind of shocked me. I 
just wanted to check into that. 

All of you, thank you very much. You have been terrific wit- 
nesses. I appreciate your time. 

Mr. Lanzillotta, thank you for your service to the government. I 
know it is a thankless job. I certainly would never want to under- 
take cleaning up all of those systems over at the Pentagon, and so 
thank you for your service. I thank all of you for your service to 
the public. Thank you. 
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The record will remain open for additional statements until the 
close of business next Wednesday, July 14. We appreciate your 
being here. 

This hearing is adjourned. 

[Whereupon, at 1:01 p.m., the Subcommittee was adjourned.] 
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Mr. Chairman and Members of the Subcommittee: 

I am pleased to be here today to discuss our report on the U.S. 
government’s consolidated financial statements for fiscal years 2003 and 
2CK)2.‘ Both the consolidated financial statements and our report are 
included in the fiscal year 2003 Financial Report of the United States 
Government, which was issued by the Department of the 'Deasury 
(Treasury) on February 27, 2004, and is available through GAO’s Internet 
site, at www.gao.gov, and Treasury's Internet site, at 
www.fms.treas.gov/fr/mdex.html. 

As in the 6 previous fiscal years, certain material weaknesses- in intemal 
control and in selected accounting and reporting practices resulted in 
conditions that continued to prevent us from being able to provide the 
Con^“^ and American citizens an opinion as to whether the consolidated 
financial statements of the U.S. government are fairly stated in conformity 
with U.S. generally accepted accounting principles (GAAP). Until the 
problems discussed in our report are adequately addressed, they will 
continue to (1) hamper the federal government’s ability to accurately report 
a significant portion of its assets, liabilities, and costs; (2) affect the federal 
government’s ^ility to accurately measure the full cost as weU as the 
financial and nonfinancial performance of certain programs while 
effectively managing related operations; and (3) significantly impair the 
federal government’s ability to adequately safeguard certain significant 
assets and properly record various transactions. 

While the federal government has not yet been able to prepare auditable 
financial statements, the requirement to do so at the consolidated level as 
well as at the agency level has already yielded important results. We see 
continuous movement toward the ultimate goals of annual accountability 


'In addition, GAO is providing separate statements today on problems related to Rnanciai 
and business management systems and processes at the Department of Defense and the 
Depjirtment of Homeland Security. See U.S. General Accounting Office, Department qf' 
Defense: Financial and Business Managerneru Thznsformation Hindered by Long- 
standing Problems, OAO-04-941T (Washington, D.C.: July 8, 2004), and Department of 
Homeland Security: Firiancial Management Challenges, GAO-04-045T (Washington, D.C.; 
July 8, 2004). 

®A material weakness is a condition that precludes the entity’s internal control from 
providit^ reasonable assurance that misstatements, losses, or noncompliance material in 
rei^on to the financial statements or to stewardship information would be prevented or 
detected on a timely basis. 
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and, more importantly, of development of the day-to-day financial 
information that I3ie federal government will need to best address today’s 
budgetary challenges and the looming longer-term fiscal imbalance driven 
by demographic trends, rising health care costs, and new homeland 
security and defense commitments. Across government, financial 
management improvement initiatives are under way that, if effectively 
implemented, have the potential to ^preciably improve the quality of the 
federal government's financial management and reporting. Federal 
agencies continue to make progress in their efforts to modernize their 
financial man^ement systems and improve financial management 
performance as called for in the President’s Management Agenda.^ 

The Principals of the Joint Financial Management Improvement Progrmn 
(JFMIP)‘‘ agreed with the Office of Management and Budget's (0MB) 
initiative to accelerate the agency financial statements reporting date to 
November 15 for fiscal year 2004. For fiscal year 2003, 0MB required the 
Chief Financial Officers (CFO) Act agencies^ to deliver their Performance 
and Accountability Reports, including their audited financial statements, to 
0MB by January 30, 2004. However, to prepare for meeting the required 
November 15 accelerated reporting date for fiscal year 2004, 0MB 
encouraged the CFO Act agencies to accelerate the issuance of their fiscal 
year 2003 audited financial statements to November 15, 2003, or as close to 
that dace as possible. OMB reported that 8 CFO Act agencies — the 
Department of Education, the Environmental Protection Agency, the 
Department of Health and Human Services, the National Science 
Foundation, the Social Security Administration, the Department of the 


The President’s Management Agenda is the Bush administration’s strategy for Improving 
the management ami performance of the federal government. Its purpose is to identify and 
address the most significant problems facing the federal government. It contains five 
govemmentwide and nine agency-specific goais to improve federal management and deliver 
results to the American people. 

•■JFMIP is a joint and cooperative undertaking of the Depaitraent of the Treasury, GAO, the 
Office of Management and Budget (OMB), and the Office of Personnel Management working 
in cooperation with each other and othw federal agencies to improve financial management 
practices in the federal government Leadership and program guideince are provided by the 
four Principals of the JFMIP — the Comptioller Genei^ of the United States, the Secretary of 
the 'lireasury. and the Directors of OMB and the Office of Personnel Management. 

U.S.C. § 901(b)- One of the 24 CPO Act agencies, the Federal Emergency Management 
Agency, was transferred to the new Department of Homeland Security effective March i, 
2003. With this transfer, the Federal Emergency Management Agency will no longer be 
requu'ed to prepare and have audited stand-alone financial st^ements under the CFO Act, 
leaving 23 CPO Act agencies. 
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Treasury, the Agency for International Development, and the Department 
of Veterans Affairs — were able to issue their fiscal year 2003 financial 
statements with unqualified audit opinions by mid-November 2003. 
Another 10 CFO Act agencies issued their financial statements by 
December 31, 20(^, and the remaining 5 CFO Act agencies issued by the 
end of January 2004. A 24th m^or agency, the Department of Homeland 
Security (DHS),® issued its financial statements on February 13, 2004. DHS 
faced a herculean challenge with respect to issuing audited financial 
statements, since the department had been in operation only for the last 7 
months of the fiscal year and involved a transfer of operations from a 
number of diverse entities, some with known financial management 
problerr^. 

While these results represent a significant improvement over previous 
years in the timeliness of CFO Act agencies’ issuance of audited financial 
statements, they also demonstrate the significant challenges that the 
federal government will face in meeting the November 15 accelerated 
reporting date for fiscal year 2004. Auditors at several of the CFO Act 
agencies reported that the agencies may not be able to produce auditable 
financial statements within the accelerated time frame for fiscal year 2004 
without making fundamental changes to improve a number of their 
financial management practices. For example, certain federal agency 
auditors reported that major improvements are needed in (1) management 
controls to monitor established policies and procedures for conducting 
financial analyses and reconciliations throughout the year, (2) fully 
integrating financial management systems, and (3) providing adequate and 
skilled staff to support efficient, effective preparation of federal agency 
consolidated financial statements. Our experience as the auditor of the 
financial statements of the Internal Revenue Service, which successfully 
accelerated its reporting to November 15 beginning with its fiscal year 2002 
financial statements, showed that significant changes had to be made to 
improve routine financial man^ement procedures in order to be able to 
accelerate reporting. 


''DHS Is not a CFO Act agency and is therefore not subject to CFO Act requirements. 
However, along with most other executive branch agencies not covered by the CFO Act, 
DHS is required to prepare and have audited financial statements under the AccounUbOity 
of Tax DoUars Act of2002, Pub. L No. 107-288, 116 Stat. 2049 (Nov. 7, 2002). For fiscal year 
2003, the act provided that 0MB could grant executive branch agencies’ requests for 
waivers from havmg audited financial statements for fiscal year 2003. However, DHS and 
certain other agencies chose to prepare and have their fiscal year 2003 financial statements 
audited. 
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For fiscal year 2003, as in fiscal year 2002, 20 of 23 CFO Act agencies were 
ai)le to attain unqualified audit opinions on their financial statements (see 
table 1 and app- 1),’^ up from 6 agencies for fiscal year 1996. This is the same 
number of unqualified opinions received by these CFO Act agencies for 
fiscal year 2(K)2. However, 2 agencies' fiscal year 2003 opinions were 
different from those they received for fiscal year 2002. The Agency for 
International Development received an unqualified opinion on all of its 
fiscal year 2003 financial statements for the first time, while the National 
Aeronautics and Space Administration (NASA), which for fiscal year 2002 
received an unqualified opinion on its financial statements, received a 
disclaimer of opinion for fiscal year 2003. DHS, which as I mentioned 
before prepared consolidated financial statements for fiscal year 2003 
covering its first 7 months of operations, received a qualified opinion on 
two of the six required financial statements.® 

In identifying improved financial performance as one of its five 
govemmeniwide initiatives, the President’s Management Agenda 
recognized that a clean (unqualified) financial audit opinion is a basic 
prescription for any well-managed organization. At the same time, it 
recognized that “most federal agencies that obtain clean audits only do so 
after making extraordinary, labor-intensive assaults on financial records” at 
or after year-end. The President’s Management Agenda further recognized 
that without sound internal control and accurate and timely financial 
information, it is not possible to accomplish the agenda and secure the best 
performance and highest measure of accountability for the American 
people. The JFMIP Principals have defined certain measures, in addition to 
receiving an unqualified financial statement opinion, for achieving financial 


^At least 4 CFO Act agencies restated certain of their audited fiscal year 2002 financial 
statements to correct misstatements in such financial statements. M 4 of the agencies had 
received unqualified opinions on their fiscal year 2002 financial statements. These 
restatements were not material to the consolidated financial statements. 

"DHS began operations as an agency 5 months after the start of the fiscal year, on March 1, 
2003. Transfers of funds, assets, liabilities, and obligations from 22 existing federal agencies 
to DHS began on March 1. 2003. DBS’s auditors issued a qualified opinion on the 
consolidated balance sheet and statement of custodial activity as of September 30, 2003, and 
disclaimed on the consolidated statement of net cost, consolidated statement of changes in 
net position, combined statement of budgetary resources, and consolidated statement of 
financing for the 7 months ended September 30, 2003. In accordance with Federal 
Accounting Standards Advisory Board Technical Bulletin 2003-1, Certain Questions and 
Anstoers Related to the Homeland Security Act of 2002, the fiscal year 2003 activities that 
occurred prior to the transfer of operations to DHS were to be reflected in the transferring 
agencies’ financial statements. 
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management succ^s. These addition^ measures include being able to 
routinely provide timely, accurate, and useful financial and performance 
information and having no materia! internal control weaknesses or material 
noncompliance with laws and regulations and the requirements of the 
Federal Financial Man^ement Improvement Act of 1996 (FFMIA).® As 
shown in table 1, while the severity and magnitude of the problems 
identified vary greatly, reports of Inspectors general and their contract 
auditors indicated that for fiscal year 2003 only 3 of the 23 CFO Act 
agencies had neither a material weakness in internal control, an issue 
involving compliance with applicable laws and regulations, nor an instance 
of lack of substantial compliance with the requirements of FFMIA. 



Table 1 : Fiscal Year 2003 CFO Act Agency Results Reported by Auditors 

Agencies with unqualified opinions 

Agencies with unqualified opinions and 
no material weaknesses or 
noncompliances 

20* 

30 


SwtCB: GAO. 

‘Agriculture, Commerce. Education. Energy. Health and Human Services, Housing and Urdan 
Development. Interior, Justice. Labc^, State. Transportation. Treasury, Veterans Affairs, Agency for 
International Development, Environmental Protection Agertcy, General Services Administration, 
National Sdence Foundation, Nuclear Regulatory Commission, Office of Personnel Management, and 
Social Security Administration. 

Energy. Nationaf Science Foundation, and Social Security Administration. 

In this testimony, I will highlight the major issues relating to the 
consolidated financial statements for fiscal years 2003 and 2002, discuss 
systems problems that continue to hinder federal agency accountabUity, 
and describe progress tliat has been made toward addressing msyor 
impediments to an opinion on the consolidated financial statements. I will 
also discuss why sound financial management today and in the future is 
critical to meetrng tomorrow’s fiscal needs and the need for “truth and 
transparency” in connection with our nation’s financial condition and fiscal 
outlook. 


TFMIA, Pub. L. No. 104-208, div. A, § I01<f). title Vni, llOStat. 3009, 3009-389 (Sept, 30, 
1996). 
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Highlights of Major 
Issues Related to the 
U.S. Government’s 
Consolidated Financial 
Statements for Fiscal 
Years 2003 and 2002 


As I mentioned earlier, as has been the case for the previous 6 fiscal years, 
the federal government continues to have a significant number of material 
weakness^ related to financi^ systems, fundamentol recordkeeping and 
financial reporting, and incomplete documentation. Several of these 
material weaknesses (referred to hereafter as material deficiencies) 
resulted in conditions that continued to prevent us from forming and 
expre^ing an opinion on the U.S. government’s consolidated financial 
statements for the fiscal years ended September 30, 2003 and 2002.'° There 
may also be additional issues that could affect the consolidated financial 
statements th^ have not been identified. 


M^or challenges include the federal government’s inability to 

• properly account for and report property, plant, and equipment and 
inventories and related property, primarily at the Department of Defense 
(DOD); 

• reasonably estimate or adequately support amounts reported for certain 
liabilities, such as environmental and disposal liabilities and related 
costs at DOD, and ensure complete and proper reporting for 
commitments and contingencies; 

• support m^or portions of the total net cost of government operations, 
most notably related to DOD, and ensure that all disbursements are 
properly recorded; 

• fully account for and reconeCe intragovemmental activity and balances; 

• demonstrate how net outlay amounts reported in the consolidated 
financial statements were related to net outlay amounts reported in the 
underlying federal agencies’ financial statements; and 

• effectively prepare the federal government’s financial statements, 
including ensuring thjU; the consolidated financial statements are 
consistent with the underlying audited agency financial statements, 
balanced, and in conformity with GAAP. 


'®We previously reported that material deficiencies prevented us from expressing an opinion 
on the fiscal years 1997, 1998, 1999, 2000, 2001, and 2002 consolidated financial statements 
of the Ij.S. government. 
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In addition to tliese material deficiencies, we identified four other material 
weaknesses in internal control related to loans receivable and loan 
guarantee liabilities, improper payments, information security, and tax 
collection activities. 

The material weaknesses identified by our work are discussed in more 
detail in appendix 11, and their primary effects are described In appendix 

m. 


Recurring Systems 
Problems Hinder 
Accountability 


The ability to produce the needed to efficiently and effectively manage 

the day-to-day operations of the federal government and provide 
accountability to taxpayers and the Congress has been a long-standing 
challenge at most federal agencies. The results of the fiscal year 2003 
assessments performed by agency inspectors general or their contract 
auditors under FFMIA show that these problems continue to plague the 
financial management systems used by most of the CFO Act agencies. 
While the problems are much more severe at some agencies than at others, 
their nature and sevens indicate that overall, management at most CFO 
Act agencies lacks the full range of information needed for accountability, 
performance reporting, and decision making. These problems include 
nonintegrated financial sj^tems, lack of accurate and timely recording of 
data, inadequate reconciliation procedures, and noncompliance with 
accounting standards and the U.S. Government Standard General Ledger 
(SGL). 

Agencies’ inability to meet the federal financial management systems 
requirements continues to be the m^or barrier to achieving compliance 
with FFMIA. Under FFMIA, CFO Act agency auditors are required to 
report, as part of the agencies’ financial statement audits, whether 
agencies’ financial man^ement systems substantially comply with (1) 
federal financial management systems requirements, (2) applicable federal 
accounting standards, and (3) the SGL at the transaction level. As shown in 
figure 1, auditors most frequently reported instances of noncompliance 
with federal financial management systems requirements. These instances 
of noncompliance involved not only core financial systems, but also 
administrative and programmatic systems. 
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Figure 1; Auditors’ FFM1A Assessments for Fiscal Years 2000, 2001, 2002, and 2003 
Cf O Act asancMB not in compTianc* 



I I SysiBrn requirements 

I j Accounting slandaids 

SOL 


Souice. i.ideMroeM auonois'iwtt 'orflecai years 2000, 2001, 2C03. and 2003, prepared Oy agency inspeciors generj^and 
OMtraet auditors. 


For fiscal year 2003, auditors for 17 of the 23 CFO Act agencies reported 
tliat the agencies’ financial management systems did not comply 
substantially with one or more of FFMIA’s three requirements. For the 
remaining 6 CFO Act agencies, auditors provided negative assurance, 
meaning that nothing came to their attention indicating that the agencies’ 
financial management systems did not substantially meet FFMIA 
requirements. The auditors for these 6 agencies did not definitively state 
whether the agencies’ systems substantially complied with FFMIA 
requirements, as is required under the statute. DHS is not subject to the 
requirements of the CFO Act and, consequently, is not required to comply 
with FFMIA. Accordingly, DHS’s auditors did not report on DHS’s 
compliance with FFMIA. However, the auditors identified and reported 
deficiencies that related to the aforementioned three requirements of 
FFMIA. 

Federal agencies have recognized the seriousness of their financial systems 
weaknesses and have efforts under way to implement or upgrade their 
financial systems to alleviate long-standing problems, but some of these 
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efforts face significant challenges. For example, as we testified in May 
2004,“ we have identified several issues related to NASA’s financial 
management s^rstems modernization effort: (1) NASA did not involve key 
stakeholder in the design and implementation of the agency’s new 
financial management system’s core financial module; (2) NASA did not 
follow key best practices for acquiring and implementing this system; and 
(3) the new ^stem lacks key external reporting capabilities for property 
and budgetary data. In addition, as I will discuss later in this testimony, 
DOD faces m^or challenges in its efforts to develop a business enterprise 
architecture. We recognize th^ it will take time, investment, and sustained 
emphasis to improve agencies’ underlying financial management systems. 


Addressing Major 
Impediments to an 
Opinion on 

Consolidated Financial 
Statements 


As I mentioned earlier, for the past 7 fiscal years, the federal government 
has been required to prepare, and have audited, consolidated financial 
statements. Successfully meeting this requirement is tightly linked to the 
requirements for the CFO Act agencies to also have audited financial 
statements. This has stimulated extensive cooperative efforts and 
considerable attention by agency chief financial officers, inspectors 
general, TVeasury and 0MB officials, and GAO. With the benefit of the past 
7 years’ experience by the federal government in having the required 
financial statements subjected to audit, more intensified attention will be 
needed on the most serious obstacles to achieving an opinion on the U.S. 
government’s consolidated financial statements. Three major impediments 
to an opinion on the consolidated financial statements are (1) serious 
financial msmagement problems at DOD, (2) the federal government’s 
inability to fully account for and reconcile transactions between federal 
government entities, and (3) the federal government’s ineffective process 
for preparing the consolidated financial statements. 


Financial Management at Essential to achieving an opinion on the consolidated financial statements 
j)Qj) is resolution of the serious financial management problems at DOD, which 


“U.S. General Accounting Office, National Aeronautics and Space Administration: 
Significant Actions Needed to Address Long-standing Financial Management Problems, 
GAO-04-754T (Washington, D.C.; May 19, 2004). 
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we have designated as high risk‘d since 1995. In accordance with section 
1008 of the National Defense Authorization Act for Fiscal Year 2002,^^ DOD 
reported that for fiscal year 2003, it was not able to provide adequate 
evidence supporting material amounts in its financial statements. DOD 
stated that it fe unable to comply with applicable financial reporting 
requirements for (1) property, plant, and equipment (PP&E); (2) inventory 
and operating materials and supplies; (3) environmental liabilities; (4) 
intragovemmental eliminations and related accounting adjustments; (5) 
disbursement activity; and (6) cost accounting by responsibility segment. 
Although DOD represented that the military retirement health care liability 
data had improved for fiscal year 2003, the cost of direct health care 
provided by DOD-managed military treatment facilities was a significant 
amount of DOD’s total recorded health care liability and was based on 
estimates for which adequate support was not available. 

DOD continues to confront pervasive decades-old financial management 
and business problems related to its systems, processes (including internal 
controls), and people (human capital). These problems preclude the 
department from producing accurate, reliable, and timely information to 
make sound decisions and to accurately report on its billions of dollars of 
assets. DOD’s long-standing business management systems problems 
adversely affect the economy, effectiveness, and efficiency of its operations 
and have resulted in a lack of adequate accountability across all m^or 
business areas. To date, none of the military services or msyor DOD 
components has passed the test of an independent financial audit” because 
of pervasive weaknesses in financial management systems, operations, and 
controls. 

Additionally, the department’s stovepiped, duplicative, and nonintegrated 
systems contribute to its vulnerability to fraud, waste, ai\d abuse. In this 


‘^AO identifies areas at high risk due to either their greater vulnerabilities to waste, fraud, 
abuse, and mismanagement or m^or challenges associated with their economy, efficiency, 
or effectiveness. 

‘^ub. L. No. 107-107, § 1008, 1 15 StaL 1012, 1204 (Dec. 28, 2001). 

'■’Although not major DOD components, the Military Retirement Fund received an 
unqualified opinion on its fiscal year 2003 financial statements, and die DOD Medicare- 
Eligible Retiree Health Care Fund received a qualified opinion on its fiscal year 2003 
financial statements. 


Page 10 


GAO-04-886T 


57 


regard, we have recently testified on problems related to military pay‘^ and 
unused airline tickets.*® Vulnerability to fraud, waste, and abuse continues 
despite substantial systems investment. For fiscal year 2004, DOD 
requested approximately $19 billion to operate, maintain, and modernize its 
reported 2,274 business systems. The duplicative and stovepiped nature of 
DOD’s systems environment is illustrated by the numerous systems it has in 
the same functional areas. For example, DOD reported that it has 565 
systems to support logistics functions. These systems are not integrated 
and thus have multiple points of data entry, which can result in significant 
data integrity problems. 

Further, DOD continues to lack effective management oversight and 
control over business systems modernization investments. The actual 
funding continues to be distributed among the military services and 
defense agencies, thereby enabling the numerous DOD components to 
continue to develop stovepiped, parochial solutions to the department’s 
long-standing financial management and business operation challenges. 
Lacking a departmentwide focus and effective management oversight and 
control of business systems investment, DOD continues to invest billions of 
dollars in systems that to provide integrated corporate solutions to its 
long-standing business operations problems. 

Over the past 14 years, DOD has initiated several broad-based reform 
efforts intended to fundamentally reform its business operations and 
improve the reliability of information used in the decision-making process. 
While these initiatives produced some incremental improvements, they did 
not result in the fimdamental reform necessary to resolve the department’s 
long-standing management challenges. Secretary Rumsfeld has made 
business transformation a priority. For example, through its Business 
Management Modernization Program, DOD is continuing its efforts to 
develop and implement a business enterprise architecture and establish 
effective management and control over its business system modernization 
investments. 


'*U.S. General Accounting Office, Military Pay: Army National Guard Personnel 
Mobilized to Active Duty Expenmeed Significant Pay Problems, GAO-04413T 
(Washin^on, D.C.: Jan. 28, 2004). 

'*U.S. General Accounting Office, DOD Travel Cards: Control Weaknesses Led to Millions 
in Fraud, Waste, and Improper Payments, GAO-04-825T (Washington, D.C.: June 9, 2004). 


Page 11 


GAO-04-886T 



58 


However, we recentty reported^’ that after about 3 years of effort and over 
$203 million in obligations, we have not seen significant change in the 
content of DOD’s architecture or in DOD’s approach to investing billions of 
dollars annually in existing and new systems. Few actions have been taken 
to address the recommendations we made in our previous reports,'® which 
were aimed at improving DOD’s plans for developing the next version of 
the architecture and implementing the institutional means for selecting and 
controlling both planned and ongoing business systems investments. To 
date, DOD has not addressed 22 of our 24 recommendations. 

Currently, DOD has various initiatives under way to support its efforts to 
obtain an unqualified audit opinion on its fiscal year 2007 financial 
statements. Because there are not yet detailed plans guiding these 
activities, however, it is unclear whether and how they support each other 
and whether they support this goal. Therefore, the feasibility of meeting 
this goal is as yet unknown. 

The seriousness of DOD’s business management weaknesses underscores 
the importance of no longer condoning “status quo" business operations at 
DOD. Cultural resistance to change, military service parochialism, and 
stovepiped operations have £dl contributed significantly to the failure of 
previous attempts to implement broad-based management reforms at DOD. 
The department has acknowledged that it confronts decades-old problems 
deeply grounded in the bureaucratic history arid operating practices of a 
complex, multifaceted organization and that many of these practices were 
developed piecemeal and evolved to accommodate different organizations, 
each with its own policies and procedures. 


'’U S. General Accounting Office, DOD Business Systems Modernization: Limited 
Progress in Development of Business Enterprise Architecture and Oversight of 
Information Technology Investments, GAO-04-731R (Washington, D.C.: May 17, 2004). 

'*U.S. General Accounting Office, DOD Business Systems Modernizations: Improvements 
to Enterprise Architecture Development and Implementation Efforts Needed, GAO-03-458 
(Washhigtwi, D.C.: Feb. 28, 2003), and DOD Business Systems Modernizations: Important 
Progress Made to Develop Business Enterprise Architecture, but Much Work Remains, 
GAO-03-1018 (Washington, D.C.: SepL 19, 2003). 
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To improve the likelihood that tlie department’s current business 
transformation efforts will be successful, we have previously suggested^'^ 
that a chief management official^ position be created. Previous failed 
attempts to improve DOD’s business operations illustrate the need for 
sustained involvement of DOD leadership in helping to assure that DOD’s 
financial and overall business process transformation efforts remain a 
priority. While die Secretary and other key DOD leaders have demonstrated 
their commitment to the current business transformation efforts, the long- 
term nature of these efforts requires the development of an executive 
position capable of providing strong and sustained executive leadership 
over a number of years and various administrations. 

This position would provide the sustained attention essential for 
addressing key stewardship responsibilities such as strategic planning, 
performance and financial management, and business systems 
modernization in an integrated manner. This position could be filled by an 
individual, appointed by the President and confirmed by the Senate, for a 
set term of 7 years with the potential for reappointment. Such an individual 
should have a proven track record as a business process change agent in 
large, complex, and diverse organizations — experience necessary to 
spearhead business process transformation across the department, and 
potentially administrations, and serve as an integrator for the needed 
business transformation efforts. 

Further, in a recent report^* we also suggest that to improve management 
oversight, accountability, and control of the department’s business systems 
funding, Congress may wish to consider providing the funds to operate, 
maintain, and modernize DOD’s business systems to the functional areas. 


’*U.S. General Accounting Office, Department of Defense: Further Actions Needed to 
Establi^ and Implement a Framework for Successhil Financial and Business Management 
Transformation, GAO-04-551T (Washington, D.C.: Mar. 23, 2004), and Department of 
Defense: Further Actions Needed to Establisli and Implement a Framework for Successful 
Business TVansformation, GAO-04-C26T (Washington, D.C.; Mar. 31, 2004). 

“On September 9, 2002, GAO convened a roundtable of executive branch leaders and 
management experts to discuss the Chief Operating Officer concept. For more information, 
see U.S. General Accounting Office, Highlights of a GAO Roundtable: The Chief Operating 
Officer Concept: A Potential Strategy to Address Federal Governance Challenges, G AO-OJ^ 
I92SP (Washington, D.C.: Oct. 4, 2002). 

*'U.S. General Accounting Office, DOD Business Systems Modernization; Billions Continue 
to Be Invested with Inadequate Management Oversight and Accountability, GAO-04-615 
(Washin^on, D.C.; May 27, 2004). 
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known as domains, ralJier than the military services and the defense 
agencies. Cunrentty, each military service and defense agency receives its 
own funding and is largely autonomous in deciding how to spend these 
ftinds, thereby hindering the development of broad-based, integrated 
corporate system solutions to common DOD-wide problems. We believe it 
is critical that funds for DOD business systems be appropriated to the 
domain owners in order to provide for accountability and the ability to 
prevent the continued parochial approach to systems investment that 
exists today. The domains would establish a hierarchy of investment review 
boards with DOD-wide representation, including the military services and 
defense agencies. These boards would be responsible for reviewing and 
approving investments to develop, operate, maintain, and modernize 
business systems for the domain portfolio, including ensuring that 
invesdnents were consistent with DOD’s business enterprise architecture. 

DOD still has a long way to go, and top leadership must continue to stress 
the importance of achieving lasting improvement that truly transforms the 
department’s business systems and operations. Only through mzgor 
transformation, which will take time and sustained leadership from top 
management, will DOD be able to meet the mandate of the CFO Act and 
achieve the President’s Management Agenda goal of improved financial 
performance. 


Intragovemmental OMB and Treasury require the CFOs of 35 executive departments and 

TVansactions agencies, including the 23 CFO Act agencies, to reconcile selected 

intragovemmental activity and balances with their “trading partners"^ and 
to report to 'IVeasuiy, the agency’s inspector general, and GAO on the 
extent and results of intragovemmental activity and balances 
reconciliation efforts. A substantial number of the agencies continue to be 
unable to fully perform reconciliations of intragovemmental activity and 
balances with their trading partners, citing reasons such as (i) trading 
partners not providing needed data; (2) limitations and incompatibility of 
agency and trading partner information systems; and (3) lack of human 
resources. Amounts reported for federal agency trading partners for 
certain intr^ovemmentai accounts were significantly out of balance in the 
aggregate for both fiscal years 2003 and 2002. 


“TYading partners are U.S. government agencies, departments, or other components 
included in the consolidated financial :^atements that do business with each other. 
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We reported in previous years that the heart of the intragovemmental 
transactions issue was that the federal government lacked clearly 
articulated business rules for these transactions so that they would be 
handled consistently by ^encies. In this regard, at the start of fiscal year 
2003, 0MB issued business rules to transform and standardize 
intragovemmental ordering and billing. To address long-standing problems 
with intr^ovenunental exchange transactions between federal agencies, 
TYeasury provided federal agencies with quarterly detailed trading partner 
information during fiscal year 2003 to help them better perform their 
trading partner reconciliations. In addition, the federal government began a 
three-phase Intragovemmental Transactions e-gov project to define a 
govemmentwide data architecture and provide a single source of detailed 
trading partner data. On April 20, 2004, however, 0MB announced that it 
was appropriate to pause and evaluate the results of the project to date. 
0MB estimated that the evaluation will take 120 days and will be followed 
by a phased deployment. Resolving the intragovemmental transactions 
problem remains a difficult challenge and will require a commitment by the 
CFO Act agencies and continued strong leadership by 0MB. 


Preparing the Consolidated The federal government did not have adequate systems, controls, and 
Financial Statements procedures to ensure that the consolidated financial statements are 

consistent with the underlying audited agency financial statements, 
balanced, and in conformity with GAAP. In this regard, Treasury is 
developing a new system and procedures to prepare the consolidated 
financial statements beginning with the statements for fiscal year 2004. 
Treasury officials have stated that these actions are intended to, among 
other things, directly link information from federal agencies’ audited 
financial statements to amounts reported in the consolidated financial 
statements and resolve many of the issues we identified in the process for 
preparing the consolidated financial statements. As part of our fiscal year 
2004 audit, we will evaluate the new system and procedures as they are 
fully developed and implemented and determine the extent of linkage 
accomplished for the fiscal year 2004 financial statements, Resolving issues 
surrounding preparing the consolidated financial statements has been a 
significant challenge and will require continued strong leadership by 
Treasury manjigement. 
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Truth and 

Transparency in the 
Fiscal Outlook 


Our nation’s large and growing long-term fiscal imbalance, which is driven 
largely by known demogr^hic trends and rising health care costs — coupled 
with new homeland security and defense commitments — serves to sharpen 
the need to fundamentally review and re-examine basic federal 
entitlements, as well as other mandatory and discretionary spending, and 
tax poUci^. As we look ahead, our nation faces an unprecedented 
demographic challenge with significant implications, among them 
budgetary and economic. Between now and 2035, the number of people 
who axe 65 yeans old or over will double, driving federal spending on the 
elderly to a larger and ultimately unsustainable share of the federal budget. 
As a result, tough choices will be required to address the resulting 
structural imbalance. 

GAO prepares long-term budget simulations that seek to illustrate the likely 
fiscal consequences of the coming demographics and rising health care 
costs. Our latest long-term budget simulations reinforce the need for 
change in the mqjor cost drivers — Social Security and health care 
programs. As shown in figure 2, by 2040, absent reform of these entitlement 
programs, projected federal revenues may be adequate to pay little beyond 
interest on the debt. 
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Figure 2: Composition of Spending as a Share of GDP Assuming Discretionary 
Spending Grows wKh GDP after 2004 and Ail Expiring Tax Provisions Are Extended 

i^rcentofGDP 

50 



I I All other spentJifig 

{ I Medicare & Medicaid 

Social Security 
Net interest 

Source. OAO's March 200* analysis. 


Note; Although expiring (ax provisions are extended, revenue as a share of gross domestic product 
(GDP) irKreases through 2014 due to (1) real bracket creep, (2) more taxpayers becoming subject to 
the alternabve minimum tax. and (3) increased revenue from tax-deferred retirement accounts. After 
2014, revenue as a share of GOP is held constant. 


Current financial reporting does not clearly and transparently show the 
wide range of responsibUities, programs, and activities that may either 
obligate the federal government to future spending or create an 
expectation for such spending and provides an unrealistic and even 
misleading picture of the federal government’s overall performance and 
financial condition. Few agencies adequately show the results they are 
getting with the taxpayer dollars they spend. In addition, too many 
significant federal government commitments and obligations, such as 
Social Seciuity and Medicare, are not fully and consistently disclosed in the 
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federal government’s consolidated financial statements and budget, and 
current federal &iancial reporting standards do not require such 
disclosure.® Figure 3 shows some selected fiscal exposures. The spectnnn 
of these exposures ranges from covering only the explicit liabilities that are 
shown on the consolidated financial statements to implicit promises 
embedded in current policy or public expectations. These habiiities, 
commitments, and promises have created a fiscal imbalance that will put 
unprecedented strains on the nation’s spending and tax policies. Although 
economic growth can help, the projected fiscal gap is now so large that the 
federal government will not be able to simply grow its way out of the 
problem. Tough choices are inevitable. 


- Tlio Federal Accounting Standards Advisory Board has a project under way to consider 
reco^don, measurement, and display of social insurance obligations. 
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Figure 3: Selected Fiscal Exposures: Sources and Exampies* 


Type 

Example (dollars in billions) 

Explicit liabilities 

Pubtely held debt ($3,913) 

Military and civirian p^ision and post-retirement health ($2,657) 

Veterans benefits payable ($9^) 

EnviixHirrtental and disposed tiabilfties ($250) 

Loan guarantees ($35) 

Explicit financial commitmertts 

Undelivered ordeis ($596) 

Long-tenn teases ($47) 

Explicit finaricial contingencies 

Unadjudicated claims ($9) 

Pension Bertefil Guaranty Corporation ($86) 

Other national majrarwe programs ($7) 

Government corporations, e.g., Ginnie Mae 

Implicit exposures implied by 
current policies or the public's 
expectations about the role of 
government 

Debt held by government accounts ($2,859)^ 

Future Social Security benefit payments ($3,699)® 

Future Medicare Part A benefit payments ($8,236)® 

Future Medicare Part B benefit payments ($11,416)® 

Future Medicare Part 0 benefit payments ($8,119)® 


Life-cycle cost, indudirtg deferred and future maintenance and 
operating costs (amount unknown) 

Government-Sponsored Enterprises, e.g.. Fannie Mae and Freddie Mac 


Sourc«: GAO analysis ol data from me Deparurtent of me Treasury; me Office ol me Chief Actuary. Social Security Administration; and 
the Office ol the Actuary, Centers tor Mectcaro and Medicaid Services. 

*AII figures are as ol the end of fiscal year 2003, except Social Security and Medicare estimates, which 
are as of the end of calendar year 2003. 

“This amount includes $774 Wllion held by military and civilian pension funds that would offset the 
explicit liabilities reported by those funds. 

‘Figures for Social Security and Medicare are net of debt held by the trust funds ($1 ,531 billion for 
Social Security. $256 biHion for Medicare Part A, and $24 billion for Medicare Part B) and represent net 
present value estimates over a 75-year period. Over an infinite horizon, the estimate for Social Security 
would be $10.4 trillion, $21.8 trillion for Medicare Part A, $23.2 trillion for Medicare Part B, and $16.5 
trillion for Medicare Part 0. 

Particularly troubling are the many big-ticket items that taxpayers will 
eventually have to deal with. The federal government has pledged its 
support to a long list of programs and activities, including pension and 
health care benefits for senior citizens, medical care for veterans, and 
contingencies associated with various government-sponsored entities, 
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whose claims on future spending total trillions of dollars. Despite their 
serious implications for future budgets, tax burdens, and spending 
flexibilities, these unfunded commitments get short shrift in the federal 
government’s current financial statements and in budgetary deliberations. 

The federal government’s gross debt as of September 2003 was about $7 
trillion, or ^out $24,000 for every man, woman, and child in this country 
today. But that number excludes many big-ticket items, including the gap 
between promised and ftmded Social Security and Medicare benefits, 
veterans’ health care, and a range of other commitments and contingencies. 
If these items are factored in, the total burden in current dollars is at least 
$42 trillion. Tb put that number into perspective, $42 trillion is 18 times the 
current federal budget, or 3.5 times our current annual gross domestic 
product. One of the biggest contributors to this total bill will be the new 
Medicare prescription drug benefit, whose estimated current-doilar cost 
over the next 75 years is more than $8 trillion. Stated differently, the 
current total burden for every American is more than $140,000 — and every 
day that burden is growing larger. GAO’s long-term budget simulatioi^ 
show that by 2040, the federal government may have to cut federal 
spending by 60 percent or raise taxes to about 2.5 times today’s level to pay 
for the mounting cost of the federal government’s current unfiinded 
commitments. Either would be devastating. 

Proper accounting and reporting practices are essential in the public 
sector. After all, the U.S. government is the largest, most diverse, most 
complex, and arguably the most important entity on earth today. Its 
services — homeland security, national defense. Social Security, mail 
delivery, and food inspection, to name a few — directly affect the weU-being 
of almost every American. But sound decisions on the future direction of 
vital federal government programs and policies are made more difficult 
without timely, accurate, and useful financial and performance 
information. 

Fortunately, we are starting to see efforts to address the shortcomings in 
federal financial reporting. 'The President’s Management Agenda, which 
closely reflects GAO’s list of high-risk government programs, is bringing 
attention to troubled areas across the federal government and is taking 
steps to better assess the results that programs are getting with the 
resources they are given. The Federal Accounting Standards Advisory 
Board is also making progress on many key financial reporting issues. 
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In addition to these efforts, we have published frameworks for analyzing 
various Social Security reform proposals^*' and for analyzing health care 
reform proposals.® We have also helped to create a consortium of “good 
government* oi^anizations to stimulate the development of a set of key 
national indicators to assess the United States’ overall position and 
progress over time and in comparison to those of other industrialized 
nations. 

Budget experts at the Congressional Budget Office (CBO) and GAO 
continue to encourage reforms to the federal budget process to better 
reflect the federal government’s commitments and signal emerging 
problems. Among other things, we have recommended that the federal 
government issue an annual report on m^or fiscal exposures. The 
President’s fiscal year 2005 budget also proposes that fiiture President’s 
budgets report on any enacted legislation in the past year that worsens the 
unftmded obligations of programs with long-term actuarial projections, 
with CBO to make a similar report Such reporting could be a good starting 
point 

Although these are positive initial steps, much more must be done given the 
magnitude of the federal government’s fiscal challenge. A top-to-bottom 
review of government activities to ensure their relevance and fit for the 
21st century and their relative priority is long overdue. As I have spoken 
about in the past, the federal government needs a three-pronged approach 
to (1) restructure existing entitlement programs, (2) reexamine the base of 
discretionary and other spending, and (3) review and revise the federal 
government’s tax policy, including m^or tax preferences, and enforcement 
programs. New accounting and reporting approaches, budget control 
mechanisms, and metrics are needed for considering and measuring the 
impact of spending and tax policies and decisions over the long term. 


^U.S. General Accounting Office, Sodai Security Refonn: Analysis oj Reform. Models 
Developed by the President’s Commission to Strengthen Social Securtty, GAO-03-310 
(Washington, D.C.; Jan. 15, 2003). 

®GAO’s health care framework can be found at www.gao.gov/cghome/hccrisis/health.pdf. 
See also Complrolier General’s Forum on Health Care: Unsustainable Trends Necessitate 
Comprehensive and Fundamental Reforms to Control Spending and Improve Value, GAO- 
04-793SP (Wadiin^on, D.C.; 1, 2004). 
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Closing CommOntS report on the U.S. government’s consolidated financial statements for 

fiscal years 2(K)3 and 2002 hi^Iights the need to continue addressing the 
federal government’s serious financial management weaknesses. With the 
significantly accelerated financial reporting time frame for fiscal year 2004 
and beyond, it is essential that the federal government move away from the 
extraordinary efforts many federal agencies continue to make to prepare 
financial statements and toward giving prominence to strengthening the 
federal government’s financial systems, reporting, and controls. This is the 
only way the federal government can meet the end goal of making timely, 
accurate, and useful financial and performance information routinely 
available to the Congress, other policymakers, and the American public. 
The requirement for timely, accurate, and useful financial and performance 
management information is greater than ever as our nation faces major 
long-tenn fiscal challenges that will require tough choices in setting 
priorities and linking resources to results. 

The Congress and the President face the challenge of sorting out the many 
claims on the federal budget without the budget enforcement mechanisms 
or fiscal benchmarks that guided the federal government through the 
previous years of deficit reduction into the brief period of surplus. While a 
number of steps will be necessary to address this challenge, truth and 
transparency in federal government reporting are essential elements of any 
attempt to address the nation’s long-term fiscal challenges. The fecal risks 
I mentioned earlier can be managed only if they are properly accounted for 
and publicly disclosed. A crucial first step will be to face facts and identify 
the significant commitments facing the federal government. If citizens and 
federal government officials come to understand various fecal exposures 
and their potential claims on future budgets, they are more likely to insist 
on prudent policy choices today and sensible levels of fiscal risk in the 
future. In addition, new budget control mechanisms will be required, along 
with effective approaches to successfully engage in a fundamental review, 
reassessment, and reprioritizadon of the base of federal government 
programs and policies that I have recommended previously. 

Public officials will have more incentive to make difficult but necessary 
choices if the public has the facts and comes to support serious and 
sustained action to address the nation’s fiscal challenges. Without 
meaningful public debate, however, real and lasting change is unlikely. 
Clearly, the sooner action is taken, the easier it will be to turn thmgs 
around. 
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I believe that nothing less than a national education campaign and outreach 
effort is needed to help the public understand the nature and magnitude of 
the long-term financial challenge facing this nation. An informed electorate 
is essential for a healthy democracy. Members of Generations X and Y 
especially need to become active in this discussion because they and their 
children will bear the heaviest burden if policymakers fail to act in a timely 
and responsible manner. 

We at GAO are committed to doing our part, but othem also need to step up 
to the plate. By working together, I believe we can make a meaningful 
difference for our nation, fellow citizens, and future generations of 
Americans. 


In closing, Mr. Chairman, I want to reiterate the value of sustained 
congressional interest In these issues, as demonstrated by the Congress’s 
annual hearings on the results of our audit of the consolidated financial 
statements and of audits of certain federal agencies’ financial statements. It 
will also be key that the appropriations, budget, authorizing, and oversight 
committees hold agency top leadership accountable for resolving these 
problems and that they support improvement efforts. 


ContB-CtS information regarding this testimony, please contact Jeffrey C. 

Steinhoff, Managing Director, or Gary T. Engel, Director, Financial 
Management and Assurance, at (202) 512-2600. 
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Appendix I 

Selected Major Federal Agencies: Fiscal Year 
2003 Audit Results, Principal Auditors, and 
Number of Other Audit Contractors 


23 CFO Act agencies 


Audit results 

Principal auditor 

Number of 
other audit 
contractors 

Agency for International Development 


Unqualified 

Inspector General 

1 

Agncuiture 


Unqualified 

Inspector General 

3 

Commerce 


Unqualified 

KPMG LLP 

0 

Defense 


Oisciaimer 

inspector General 

1 

Education 


Unqualified 

Ernst & Young LLP 

0 

Energy 


Unqualified 

KPMG LLP 

0 

Environmental Protection Agency 


Unqualified 

Insp^tor Genera! 

0 

General Services Administration 


Unqualified 

PricewatertfouseCoopers LLP 

0 

Health and Human Services 


Unqualified 

Inspector General 

4 

Housing and Urban Development 


Unqualified 

Inspector General 

1 

interior 


Unqualified 

KPMG LLP 

0 

Justice 


Unqualified 

PricewaferhouseCoopers LLP 

2 

Labor 


Unqualified 

R. Navarro & Associates, Inc. 

2 

National Aeronautics and Space Administration 

Disclaimer 

PricewaterhouseCoopers LLP 

2 

National Science Foundation 


Unqualified 

KPMG LLP 

0 

Nuclear Regulatory Commission 


Unqualified 

R. Navarro & Associates. Inc. 

0 

Office of Personnel Management 


Unqualified 

KPMG LLP 

0 

Smaii Business Administration 


Disclaimer 

Cotton & Company LLP 

0 

Social Security Administration 


Unqualified 

PricewaterhouseCoopers LLP 

0 

State 


Unqualified 

Leonard G. Birnbaum and Company, LLP 

2 

TVansportatlon 


Unqualified 

Inspector General 

2 

Treasury 


Unqualified 

Inspector General 

6* 

Veterans Affairs 


Unqualified 

Deloitte & Touche LLP 

0 

Other major agency 

Homeland Security 


Oisctaimei^ 

KPMG LLP 

0 

Source: GAO. 


‘In addition, GAO audited the tntemal Revenue Service's financial statements and the Schedules of 
Federal Debt Managed by the Bureau of the Public Debt. 

‘DNS began operations as an agency 5 months after the start of the fiscal year, on March 1 , 2003. 
Transfers of funds, assets, liabilities, and obligations from 22 existing federal agencies to DHS began 
on March 1, 2003. DHS's auditors issued a qualified opinion on the consolidated balance sheet and 
statement of custodial activity as of September 30, 2003, and disclaimed on the consoiidated 
statement of net cost, consolidated statement of changes in net position, combined statement of 
budgetary resources, and consolidated statement of financing for the 7 months ended September 30, 
2003. 
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Appendix II 

Material Deficiencies 


The federal government did not maintain adequate systems or have 
sufficient, reliable evidence to support information reported in the 
consolidated financial statements of the U.S. government, as described 
below. These material deficiencies contributed to our disclaimer of opinion 
on the consolidated financial statements and also constitute material 
weaknesses in internal control. 


Property, Plant, and 
Equipment and Inventories 
and Related Property 


The federal government could not satisfactorily determine that all PP&E 
and inventories and related property were included in the consolidated 
financial statements, verify that certain reported assets actually exist, or 
substantiate the amounts M which they were valued. Most of the PP&E and 
inventories and related property are the responsibility of DOD. As in past 
years, DOD did not maintain adequate systems or have sufficient records to 
provide reliable information on these assets. Other agencies, most notably 
the National Aeronautics and Space Administration, reported continued 
weaknesses in internal control procedures and processes related to PP&E. 


Liabilities and 
Commitments and 
Contingencies 


The federal government could not reasonably estimate or adequately 
support amounts reported for certain liabilities. For example, DOD was not 
able to estimate with assurance key components of its environmental and 
disposal liabilities. In addition, DOD could not support a significant amount 
of its estimated military postretirement health benefits liabilities included 
in federal employee and veteran benefits payable. These unsupported 
amounts related to the cost of direct health care provided by DOD- 
managed military treatment facilities. Further, the federal government 
could not determine whether commitments and contingencies, including 
those related to treaties and other international agreements entered into to 
further the U.S. government’s interests, were complete and properly 
reported. 


Cost of Government 
Operations and 
Disbursement Activity 


The previously discussed material deficiencies in reporting assets and 
liabilities, material deficiencies in financial statement preparation, as 
discussed below, and the lack of adequate disbursement reconciliations at 
certain federal agencies affect reported net costs. As a result, the federal 
government was unable to support significant portions of the total net cost 
of operations, most notably related to DOD. 
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Appendix 11 
Materia! DeficieBcies 


With reject to disbarments, DOD and certain other federal agencies did 
not adequately reconcile disbursement activity. For fiscal years 2003 and 
2002 there were unsupported adjustments to federal agencies’ records and 
unreconciled disbiu^ment activity, including unreconciled differences 
between federal j^encies’ and Treasury's records of disbursements, 
totaling billions of dollars, which could also affect the balance sheet. 


Accounting for and 
Reconciliation of 
Intragovemmental Activity 
and Balances 


0MB and TVeasury require the CFOs of 35 executive departments and 
agencies, including the 23 CFO Act agencies, to reconcile selected 
intragovemmental activity and balances with their “trading partners”* and 
to report to TVeasury, the agency’s inspector general, and GAO on the 
extent and results of intragovemmental activity and balances 
reconcUiation efforts. A substantial number of the agencies did not fully 
perform the required reconciliations for fiscal years 2003 and 2002, citing 
reasons such as ( 1) trading partners not providing needed data, (2) 
limitations and incompatibility of agency and trading partner information 
systems, and (3) lack of human resources. For both of these years, amounts 
reported for federal agency trading partners for certain intragovemmental 
accounts were significantly out of balance. Treasury’s ability to eliminate 
certaun intragovemmental activity and balances is impaired by these 
federal fancies’ problems in handling their intragovemmental 
transactions. 


Net Outlays OMB Bulletin 01-09, Form and Content of Agency Financial Statements'^ 

states that outlays in federal agencies’ Statements of Budgetary Resources 
(SBR) should agree with the respective agency’s net outl^s reported in the 
budget of the U.S. government. In addition, Statement of Federal Financial 
Accounting Standards (SFFAS) No. 7, Accounting for Reuenue and Other 
Financing Sources and Concepts for Reconciling Budgetary and 
Financial Accounting, requires explanation of any material differences 
between the information required to be disclosed (including net outlays) 


‘Trading partners arc U.S. government agencies, departments, or other components 
ineJuded m the consolidated financial statements that do business with each other. 

‘‘Office of Management and Budget BuUetin No. 01-09, Form and Content of Agency 
Financial Statements (Washington. D.C.: Sept. 25, 2001). This bulletin is OMB's official 
guidance for the form and content of federal agencies' financial statements. 
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Appendix II 
Material Deficiencies 


and the amounts described as “actuai" in the budget of the U.S. 
government 

We found material differences between the total net outlays reported in 
selected federal agencies’ audited SBRs and the records used to prepare 
the Statement of Changes in Cash Balance from Unified Budget and Other 
Activities (Statement of Changes in Cash Balance),^ totaling about $140 
billion and $186 billion for fiscal years 2003 and 2002, respectively.'’ Two 
agencies (TYeasuiy and the Department of Health and Human Services 
(HHS)) accounted for about 83 percent and 75 percent of the differences 
identified in fiscal years 2003 2002, respectively. We found that the 

mzyor cause of the differences for the two agencies was the treatment of 
offsetting receipts.® Some offsetting receipts for these two agencies had not 
been included in the agencies’ SBRs, which would have reduced the 
agencies’ net outlays and made the amounts more consistent with the 
records used to prepare the Statement of Changes in Cash Balance.® For 
example, we found that HHS reported net outlays for fiscal year 2003 as 
$596 billion on its audited SBR, while the records that TVeasury uses to 
prepare the Statement of Changes in Cash Balance showed $505 billion for 
fiscal year 2003 for this agency. Until these differences between the total 
net outlays reported in the federal agencies’ SBRs and the records used to 
prepare the Statement of Changes in Cash Balance are reconciled, the 
effect that these differences may have on the U.S. government’s 
consolidated financial st^ements will be unknown. 0MB has stated that it 
plans to work with the agencies to address this issue. 


'0MB and U.S. generally accepted accounting principles (GAAP) require agencies to report 
net outlays in the SBR. The Statement of Changes in Cash Balance also reports unified 
budget outlays-actual. Both are intended to represent the same amount and be consisted 
with the inform^ion presented in the budget of the U.S. government. 

“In some agencies’ fiscal year 2003 financial statements, the comparable fiscal year 2002 
counts were restated. 

^Offsetting receipts are collections that are credited to general fund, special fund, or trust 
fund receipt accounts and that offset gross outlays at the agency or govemmentwide level. 

‘These two agencies did not adequately explain their fiscal year 2002 differences between 
the net outlays reported on the SBR and the budget of the U.S. government in their notes to 
the fiscal year 2003 financial statements. 
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Appendix II 
Material Deficiencies 


Preparation of Consolidated The federal did not have adequate systems, controls, and 

Financial Statements procedures to ensure that the consolidated financial statements are 

consistent with the underlying audited agency financial statements, 
balanced, and in conformity with generally accepted accounting principles 
(GAAP). During our fiscal year 2003 audit, we found the following:’ 

• The process for compiling the consolidated financial statements does 
not directly link information from federal agencies’ audited financial 
statements to amounts reported in the consolidated financial 
statements, and therefore does not ensure that the information in the 
consolida^d financial statements is consistent with the underlying 
information in federal agencies’ audited financial statements and other 
financial data. 

• Internal control weaknesses exist in Treasury’s process for preparing 
the consolidated financial statements, such as a lack of (1) segregation 
of duties and (?) appropriate documentation of certain policies and 
procedures for preparing the consolidated financial statements. 

• The net position reported in the consolidated financial statements is 
derived by subtracting liabilities from assets, rather than through 
balanced accounting entries. To make the fiscal years 2003 and 2002 
consolidated financial statements balance. Treasury recorded a net 
$24.5 billion and a net $17.1 billion decrease, respectively, to net 
operating cost on the Statements of Operations and Changes in Net 
Position, which it labeled “Unreconciled Transactions Affecting the 
Change in Net Position.”® An additional net $1 1.3 billion and $12.5 billion 
of unreconciled transactions were recorded in the Statements of Net 
Cost for fiscal years 2003 and 2002, respectively. Treasury does not 


^The same issues wo identified in fiscal year ^3 existed in fiscal year 2002, and some have 
existed for a number of years. In October 2003, we reported in greater detail on the issues 
we identified, in U.S. General Accounting Office. Financial Audit: Process /or Freparing 
the Consolidated Financial Statements qf the U.S. Government Needs Improvement, GAO- 
0445 (Waslungton, D.C.: Oct. 30, 2003). This report included 44 recommendations to 
address weaknesses we identified- It ^so included recommendatiora related to 16 
disclosiU’C areas that are required by GAAP. We recommended that the 16 disclosures that 
are not included in the consolidated financial statements either be mcluded or that the 
rationale for their exclusion be documented. 

^Although Treasury was unable to determine how much of the unreconciled transactions, if 
any, relate to operations, it reported unreconciled transactions as a component of net 
operating cost in the consolidated financial st^ements. 
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Appendix li 
Mateiial De&eieBaes 


identify and quantify aJl components of these unreconciled activities, 
nor does IVeasury peifonn reconciliation procedures, which would aid 
in understanding and controlling the net position balance as well as 
eliminating the unreconciled transactions associated with compiling the 
consolidated tinancial statements. 

• Significant differences in other intragovemmental accounts, primarily 
related to appropriations, still remain unresolved. Intragovemmental 
activity and balances are “dropped” or “offset" in the preparation of the 
consolidated financial statements rather than eliminated through 
balanced accounting entries. This contributes to the federal 
govenunent's inability to determine the impact of these differences on 
amounts reported in the consolidated financial statements. 

• The federal government did not have an adequate process to identify 
and report items needed to reconcile the operating results, which for 
fiscal year 2003 showed a net operating cost of $665 billion, to the 
budget results, which for the same period showed a unified budget 
deficit of $374.8 billion. 

• The consolidated financial statements include certain financial 
information for the executive, legislative, and judicial branches, to the 
extent that federal agencies within those branches have provided 
Treasury such information. However, there are undetermined amounts 
of assets, liabilities, costs, and revenues that are not included, and the 
federal government did not provide evidence or disclose in the 
consolidated financial statements that such excluded financial 
information was immaterial. 

• TVeasury lacks an adequate process to ensure that the financial 
statements, related notes, Stewardship Information, and Supplemental 
Infoi-mation are presented in conformity with GAAP. We found that 
certain financial information required by GAAP was not disclosed in the 
consolidated financial statements. Treasury did not provide us with 
documentation of its rationale for excluding this information. As a result 
of this and certain material deficiencies noted above, we were unable to 
determine if tiie missing information was material to the consolidated 
financial statements. 


Page 29 


GAO-04-88eT 




76 


Appendix 11 
Material DenciencieB 


Other Material 
Weaknesses 


In addition to the material deficiencies noted above, we found four other 
materia! weaknesses in internal control as of September 30, 2003; (1) 
several federal agenda continue to have deficiencies in the processes and 
procedures used to estimate the costs of their lending programs and value 
their related loans receivable; (2) most federal agencies have not reported 
the magnitude of improper payments in their programs and activities; (3) 
federal agencies have not yet fully institutionalized comprehensive security 
management programs; and (4) material internal control weaknesses and 
systems deficiencies continue to affect the federal government’s ability to 
effectively manage its tax collection activities. 


Loans Receivable and Loan general, federal agencies continue to make progress in reducing the 
Guarantee Liabilities number of material weaknesses and reportable conditions’’ related to their 

lending activities. However. signifiCMit deficiencies in the processes and 
procedures used to estimate the costs of certain lending programs and 
value the related loans receivable still remain. These deficiencies continue 
to adversely affect the government’s ability to support annual budget 
requests for these programs, make future budgetary decisions, manage 
program costs, and measure the performance of lending activities. The 
most notable deficiencies existed at the Small Business Administration 
(SBA), which, while improved from last year, continues to have a material 
weakness related to this area. For example, SBA did not adequately 
document its estimation methodologies, lacked the management controls 
necessary to ensure that ^propriate estimates were prepared and reported 
based on complete and accurate data, and could not fully support the 
reasonableness of the costs of its lending programs and valuations of its 
loan portfolio. We are currently assessing SBA’s actions to resolve certain 
of these deficiencies related to accounting for previous loan sales and cost 
estimates for disaster loans. 


Improper Payments Across the federal government, improper p^roents occur in a variety of 

programs and activities, including those related to health care, contract 


*Reponable conditions are matters coming to our attention th^, in our judgment, should be 
communicated because they represent signlGcant deficiencies in the design or operation of 
internal control that could adversely affect the federal government’s ability to meet the 
internal {xmtrol c^JecUves relating to financial reporting and compliance with laws and 
regulations. 
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management, fwieral financial assistance, and tax refunds.’® While 
complete information on the magnitude of improper payments is not yet 
available, based on available data, 0MB has estimated that improper 
payments exceed $35 billion annually. Many improper payments occur in 
federal programs tttat are administered by entities other than the federal 
government, such as states. Improper payments often result from a lack of 
or an inadequate S 3 ^em of internal controls. Although the President’s 
Management Agenda includes an initiative to reduce improper payments, 
most federal agencies have not reported the magnitude of improper 
payments in their programs and activities. 

The Improper Payments Information Act of 2002“ provides for federal 
agencies to estimate and report on their improper payments. It requires 
federal agencies to (1) annually review programs and activities that they 
administer to identify those that may be susceptible to significant improper 
payments, (2) estimate improper payments in susceptible programs and 
activities, and (3) provide reports to the Congress that discuss the causes 
of improper payments identified and the status of actions to reduce them. 
In accordance with the legislation, 0MB issued guidance for federal 
agencies’ use in implementing the act. Among other things, the guidance 
requires federal agencies to report on their improper payment-related 
activities in the Management Discussion and .^alysis section of their 
annual Performance and Accountability Reports (PAR). While the act does 
not require such reporting by all federal agencies until fiscal year 2004, 
0MB required 44 programs and 14 CFO Act agencies to report improper 
payment information in their fiscal year 2003 FARs. Our preliminary review 
of the PARS found that 12 of the 14 agencies reported improper payment 
amounts for 27 of the 44 programs identified in the guidance. We also found 
that, for the programs where improper payments were identified, the 
reports often contained infoimation on the causes of the payments but 
little information that addressed the other reporting requirements cited in 
the legislation. 


'*Improper payments include inadvertent errors, such as duplicate payments and 
miscalculations, payments for unsupported or inadequately supported claims, payments for 
service not rendered, payments to ineligible beneficiaries, and payments resulting from 
fraud and abuse by program participants and/or federal employees. 

"Pub. L No. 107-300, llOStat 2350(Nov. 26, 2002). The act's reporting requirement on 
actions taken by agencies to reduce improper payments applies only U> uji agency program 
or activity with estimated improper payments exceeding $10 million. 
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Information Security Although progress has been made, serious and widespread information 

security weaknesses continue to place federal assets at risk of inadvertent 
or deliberate misuse, flnancia] information at risk of unauthorized 
modification or destruction, sensitive information at risk of inappropriate 
disclosure, and critical operations at risk of disruption. GAO has reported 
information security as a high-risk area across government since February 
1997. Such infonnatlon security weaknesses could result in compromising 
the reliabOity and availability of data that are recorded in or transmitted by 
federal financial management systems. A primary reason for these 
weaknesses is that federal agencies have not yet fully institutionalized 
comprehensive security management programs, which are critical to 
identifying information security weaknesses, resolving information 
security problems, and mana^ng information security risks on an ongoing 
basis. The Congress has shown continuing interest in addressing these 
risks, as evidenced by recent hearings on information security and 
enactment of the Federal Information Security Management Act of 2002'^ 
and the Cyber Security Research and Development Act.^^ In addition, the 
administration has taken important actions to improve information 
security, such as integrating information security into the Executive Branch 
Management Scorecard. 


Tax Collection Activities Material internal control weaknesses and systems deficiencies continue to 
affect the federal government’s ability to effectively manage its tax 
collection activities.'^ Due to errors and delays in recording activity in 
taxpayer accounts, taxpayers were not always credited for payments made 
on their taxes owed, which could result in undue taxpayer burden. In 
addition, the federal government did not always follow up on potential 
unreported or underreported taxes and did not always pursue collection 
efforts against taxpayers owing taxes to the federal government. 


'^E-Govenunent Act of 2002, Pub. L No. 107-347, title m, 116 Stat 2899, 2946 (Dec. 17, 2002). 

'*Pub. L No, 107-305. 1 16 Stat. 2367 (Nov. 27, 2002). 

Executive Branch Management Scorecard highlights agencies’ progress in achieving 
management and performance improvements embodied in the President’s Management 
Agenda 

"‘U.S. General Accounting Office, Financial Audit: IRS’s Fiscal Years 2003 and 2002 
Financial Statements, GAO-04-126 (Washington, D.C.; Nov. 13, 2003). 
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Appendix III 

Primary Effects of the Material Weaknesses 
Described in This Report 


Areas Involving Material 
Weaknesses 

Primary Effects on the Fiscal Years 2003 and 2002 Consolidated Financial Statements and 
the Management of Government Operations 

Property, plant, and equipment 
and inventories and related 
property 

Without accurate asset infomation, the federal government does not fully know the assets it owns 
and their location and condition and cannot effectively (1) safeguard assets from physical 
deterioration, theft, or lo^, (2) account for acquisitions and disposals of such assets, (3) ensure the 
assets are availaUe for use when needed, (4) prevent unnecessary storage and maintenance costs 
or purchase of assets already on hand, and (5) determine the full costs of programs that use these 
assets. 

Liabilities and commitments and 
contingencies 

Problems in accounting for liabilities affect the determination of the full cost of the federal 
government’s current operations and the extent of its liabilities. Also, improperly stated 
environmental and disposal liabilities and weak interna! control supporting the process for their 
estimation affect the federal government's sdiiffty to determine priorities for cleanup and disposal 
activities and to allow for appropriate constderation of future budgetary resources needed to carry 
out these activities. In addition, when disclosures of commitments and contingencies are 
incomplete or incorrect, reliable information is not available about the extent of the federal 
goverrtment's obligations. 

Cost of government operations 
and disbursement activity 

Inaccurate cost information affects the federal government’s ability to control and reduce costs, 
assess performance, evaluate programs, and set fees to recover costs where required. Improperly 
recorded disbursements could result in misstatements in the financial statements and in certain 
data provided by federal agencies for inclusion in the President's budget concerning cfoiigations and 
outlays. 

Accounting for and 
reconciliation of 
intragovernmental activity and 
balances 

Problems in accounting for and reconciling intragovernmental activity and balances impair the 
government's ability to account for billions of dollars of transactions between governmental entities. 

Net outlays 

Until the differences between the total net outlays reported in federal agencies' Statements of 
Budgetary Resources and the records used by the Department of the Treasury to prepare the 
Statement of Changes in Cash Balance from Unified Budget and Other Activities are reconciled, the 
effect that these differences may have on the U.S. government's consolidated financial statements 
will be unknown. 

Preparation of consolidated 
financial statements 

Because the federal government did not have adequate systems, controls, and procedures to 
prepare its consolidated financial statements, the federal government’s ability to ensure that tine 
consolidated financial statements are consistent with the underlying audited agency financial 
statements, balanced, and in conformity with U.S. generally accepted accounting principles was 
impaired. 

Improper payments 

Without a systematic measurement of the extent of improper payments, federal agency 
management cannot determine (l ) if improper payment problems exist that require corrective 
action, (2) mitigation strategies and the appropriate amount of investments to reduce them, and 
(3) the success of efforts implemented to reduce improper payments. 

Loans receivable and loan 
guarantee liabilities 

Weaknesses in the processes and procedures for estimating credit program costs affect the 
government's ability to support annual budget requests for these programs, make future budgetary 
decisions, manage program costs, and measure the performance of lending activities. 

information security weaknesses 

Information security weaknesses over computerized operations are placing enormous amounts of 
federal assets at risk of inadvertent or deliterate misuse, financial information at risk of 
unauthorized modification or destruction, sensitive information at risk of inappropriate disclosure, 
and critical operations at risk ol disruption. 
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Primary Effectsof Hie MmteriiU Weaknesses 
Described in This Bepott 


(Continued From Previous Page) 

Areas involving Material 
Weaknesses 

Primary Effects on the Rscal Years 2003 and 2002 Consolidated Financial Statements and 
the Management of Government Operations 

Tax collection activities 

Wetnesses in contit^s o\^ tax collection activities continue to affect the federal government’s 
ability to efficientiy and effectively actxjunt for and collect revenue. Additionally, weaknesses in 
financial reporting affect the federal government's ability to make informed decisions about 
collection efforts. As a result, the federal government is vulnerable to loss of tax revenue and 
exposed to potentially tHlIions doliars in losses due to inappropriate refund disbursements. 

Source: GAO. 
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United States General Accounting Office 
Washington, DC 20648 


ComptroDer General 
of the United States 


June 28, 2004 

The Honorable Christopher Cox 
Chairman 

Select Committee on Homeland Security 
House of Representatives 

Subject: The Chief Operating Officer Concept and its Potential Use as a Strategy 
to Improve Management at the Department of Homeland Security 


Dear Mr. Chairman: 

In a May 18, 2004 letter, you observed that many management and integration 
challenges remain at the Department of Homeland Security (DHS) and to 
strengthen the departmentwide reforms and transformation underway at DHS the 
Select Committee is considering options such as the Chief Operating Officer (COO) 
concept to help address these challenges. At your request, this letter describes the 
roles and responsibilities of an effective COO and presents certain options that 
could serve to strengthen and streamline management functions in a department as 
large and diverse as DHS. As agreed, we have summarized our reports on the COO 
concept, organizational transformation, as well as DHS’s management and 
transformation challenges. 

On September 9, 2002, GAO also convened a roundtable of government leaders and 
management experts to discuss the COO concept and how it might apply within 
selected federal departments and agencies.' The intent of the roundtable was to 
generate ideas and to engage in an open dialogue on the possible application of the 
COO concept to selected federal departments and agencies. There was general 
agreement on a number of overall themes concerning the need for agencies to 
eievate, integrate, and institutionalize attention on key management challenges. 

Our prior work presented in issued reports on DHS’s management and 
transformation chalienges was done in accordance with generally accepted 
government auditing standards. Because this response is based primarily on our 
previously issued work and the non-audit work performed for the roundtable, we 


'U.S. General Accounting Office, Highlights of a GAO Roundtable: The Chief Operating Officer 
Concept: A Potential Strategy to Address Federal Governance Challenges, GAO-03-192SP 
(Washington, D.C.: Oct. 4, 2002). 
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did not obtain agency comments on a draft of this letter. However, we are sending 
a copy of this letter to the Secretary of the Department of Homeland Security. 

As DHS and other agencies across the federal government embark on large-scale 
organizational change initiatives in order to address 21st century challenges, there 
is a compelling need to elevate, integrate, and institutionalize responsibility for key 
functional management initiatives to help ensure their success. A COO or similar 
position may effectively provide the continuing, focused attention essential to 
successfully completing these multiyear transformations. However, the specific 
implementation of such an approach must be determined within the context of the 
particular facts, circumstances, challenges, and opportunities of each individual 
agency. In addition, certain mechanisms can serve to augment the COO position, 
and thus further strengthen and streamline management functions within an 
agency. These mechanisms include articulating the COO's role in statute in order to 
make clear its broad responsibilities, using performance agreements to clarify 
individual performance expectations, and setting a term appointment for the 
position to ensure accountability over the long terra. Finally, strong and continuing 
congressional oversight can help determine how best to elevate, integrate, and 
institutionalize key management and transformation responsibilities in executive 
agencies. 

DHS Faces Management and Organizational Transformation Challenges 

DHS faces enormous management and organizational transformation challenges as 
it works to simultaneously establish itself, integrate numerous entities and systems, 
and protect the nation from terrorism. To achieve success, the result should not 
simply be a collection of components in a new department, but the transformation 
of the various programs and missions into a high-performing, focused organization.” 
However, the size, complexity, and importance of DHS’s mission make the 
challenges involved especially daunting. As a reflection of this, in January 2003 we 
designated the implementation and transformation of DHS as high risk.’ This 
determination reflected the fact that DHS was formed from diverse components 
with a wide array of existing major management challenges and program risks. For 
example, one DHS directorate’s responsibility includes the protection of critical 
information systems that we already considered a high-risk area. Also, many of the 
originating components— including the Immigration and Naturalization Service, the 
Transportation Security Administration, the U.S. Customs Service, the Federal 
Emergency Management Agency, and the U.S. Coast Guard — individually faced one 
or more m^or management challenge, such as strategic human capital risks, critical 


^For additional information on the attributes of high-performing organizations, see U.S. General 
Accounting Office, Highlights of a GAO Forum on High-Performing Organizations: MelricSy 
Means, and Mechanisms for Achieving High Performance in the 21st Century Public Management 
Environment, GAO-04-343SP (Washington, D.C-: Feb. 13, 2004). 

^U.S. Genera! Accounting Office, High-Risk Series: An Update, GAO-03-1 19 (Washington, D.C. : 
January 2003). 
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information technology management challenges, or financial management 
vulnerabiUties." 

The high-risk designation also reflected DHS’s daunting management challenge 
associated with the process of organizational integration and transformation itself. 
During its first year of operations, nearly 180,000 employees from 22 different 
agencies with a combined budget of over $30 billion became part of the new 
department Moreover, we have previously noted that successful merger and 
transformation efforts can be much more difficult to achieve in the public sector 
than in the private sector.® Public sector transformation efforts, such as that under 
way at DHS, must contend with more stakeholders and power centers, less 
management flexibility, and greater transparency than in the private sector. 
Organizational mergers of this magnitude carry significant risks, including lost 
productivity and inefficiencies. Furthermore, top officials in the public sector are 
typically political appointees who do not stay in their positions long enough to 
effectively address key transformation initiatives. Indeed, m^or mergers and 
acquisitions in the private sector often do not live up to their expectations, and in 
the short term, the experience of m^or private sector mergers and acquisitions has 
been that productivity and effectiveness actually decline.® This can happen for a 
number of reasons. For example, attention is concentrated on critical and 
immediate integration issues and diverted from longer-term mission issues. In 
addition, employees and managers inevitably worry about their place in the new 
organization. The key is to adopt practices that minimize the duration and the 
significance of factors that reduce productivity and effectiveness. 

The COO Concept Can Provide Needed Focus to Address Management and 
Organizational Transformation Challenges 

The COO concept may provide federal agencies, such as DHS, with a tool to provide 
the long-term attention required to effectively address significant management 
challenges and transformational needs. Under this concept, the COO provides a 
single organizational focus for key management functions, such as human capital, 
financial management, information technology, acquisition management, and 
performance management as well as for selected organizational transformation 
initiatives. Establishing a COO position can enable selected federal agencies to 
address the following. 


‘GAO-03-119, and U.S. General AccoxmtingOlTice, Major Management Challenges and Program 
Risks: Department of Homeland Security, GAO-03-102 (Washington, D.C.: January 2003). 

hJ.S. General Accounting Office, Highlights of a GAO Forum: Mergers ami lyansfonmlkm: 
Lessons Learned for a Department of Homeland Security and Other Federal Agencies, GAO-03- 
293SP (Washington, D.C.: Nov. 14, 2002). 

TT.S. General Accounting Office, Resutts-Orienled Cultures: imptementatiem Steps to Assist 
Mergers and Organizational Transformations, GAO-03-669 (Washington, E>. C.: July 2, 2003). 
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F.lpvate Attention on Management Issues and Transformational Ohanefi 

As a result of short-term priorities and other demands on the time of agency heads 
and their deputies, they generally do not have the ability to focus enough dedicated 
attention to management issues. However, the nature and scope of the changes 
needed in many agencies require the sustained and inspired commitment of the top 
political and career leadership. As mentioned earlier, many of the originating 
organizational components merged to create DHS brought with them preexisting 
management challenges. Top leadership attention is essential to overcome 
organizations’ natural resistance to change, marshal the resources needed to 
implement change, and budd and maintain the organizationwide commitment to 
new ways of doing business. We have previously reported that building an effective 
DHS wdll require consistent and sustained leadership from top man^ement to 
ensure the needed transformation of disparate agencies, programs, and missions 
into an integrated organization.’ A COO position can provide one potential 
approach for achieving this goal. 

Tntpprate Various Key Management and Transformation Efforts 

By their very nature, the problems and challenges facing agencies are crosscutting 
and thus require coordinated and integrated solutions. However, the federal 
government too often places management responsibilities, such as information 
technology, humtm capital, or financial management, into “stovepipes” and fails to 
design and implement organizational transformation efforts in a comprehensive, 
ongoing, and integrated manner. In recent testimony before the Select Committee, 
DBS’s Deputy Secretary reported that DHS has consolidated 22 different personal 
property management systems into 3 and expects to further reduce them to a single, 
departmentwide system over the next few years. 

The COO concept is consistent with the commonly agreed-upon governance 
principle that there needs to be a single point within agencies with the perspective 
and responsibility — as well as authority — to ensure the successful implementation 
of functional management and, if appropriate, transformation efforts. At the same 
time, given the competing demands on deputy secretaries in executive branch 
departments across the government to help execute the President’s policy and 
program agendas, it is not practical to expect that they will be able to consistently 
undertake this vital integrating responsibility. Moreover, while many deputy 
secretaries may be nominated based in part on their managerial experience, it has 
not always been the case, and not surprisingly, the management skills, expertise, 
and interests of the deputy secretaries have always varied and will continue to vary. 

To take advantage of the added status and visibility a COO position would provide 
and in order to be successful, the COO will need to be among an agency’s top 
leadership (for example, a new level two position with the title of deputy secretary 


’GAO-03-102. 
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for management or principal under secretary for management). However, 
consistent with the desire to integrate responsibilities, the creation of a senior 
management position needs to be considered careftdly with regard to existing 
positions and responsibilities so that it does not result in unnecessary “layering” at 
an agency. 

Institutionalize Accountability for Addressing Management Issues and Leading 
Transformational Change 

Management weaknesses in some agencies are deeply entrenched and long- 
standing and will take years of sustained attention and continuity to resolve. This is 
especially important since private sector experience with mergers and acquisitions 
suggests that over 40 percent of executives in acquired companies leave within the 
first year and 75 percent within the first 3 years.” In addition, making fundamental 
changes in agencies’ cultures will also require a long-term effort. In our previous 
work, we have noted that the experiences of successful transformation initiatives in 
large private and public sector organizations suggest that it can often take at least 5 
to 7 years until such initiatives are fully implemented and the related cultures are 
transformed in a sustainable manner." In the federal government, the frequent 
turnover of the political leadership has often made it extremely difficult to obtain 
the sustained attention required to make needed changes. The creation of a COO 
position can provide one way for institutionalizing accountability over the long 
term. 

Certain Mechanisms Can Augment the COO Position 

In the context of providing agencies with a tool to elevate, integrate, and 
institutionalize responsibility for certain key management functions and 
transformational efforts within federal agencies, Congress can further enhance the 
importance and authority of the COO position, and thus strengthen and streamline 
management functions within a department. For example, Congress could 
articulate the COO’s broad responsibilities in statute. In 2003, Congress created the 
position of Deputy Architect of the Capitol/COO; this olficial is responsible for the 
overall direction, operation, and management of that organization. Under the 
statute, besides developing and implementing a long-term strategic plan, including a 
comprehensive mission statement and an annual performance plan, the Deputy 
Architect/COO is to propose organizational changes and new positions needed to 
carry out the organization’s mission and strategic and aimual performance goals. 


■GAO-03-669. 

’GAO-03-293SP. 

“Section 1203 of Division H, Title I, Pub. L No. 108-7, February 20, 2003, (The Consolidated 
Appropriations Resolution, 2003). The Architect of the Capitol appointed the first COO oa July 28, 
2003. 
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Articulating the role and responsibilities of the COO in statute helps to create 
unambiguous expectations for the position and underscores Congress’ desire to 
follow a professional, nonpartisan approach in connection with these positions. In 
addition, it provides, in effect, an implicit set of qualification standards and 
expectations that the incumbents wiU have leadership experience in the areas that 
will be within their portfolios. For example, under the statute, the Deputy 
ArchitecVCOO is to have strong leadership skills and demonstrated ability in 
management, including such areas as strategic planning, performance management, 
worker safety, customer satisfaction, and service quality. Congress also set 
qualifications in statute when it created the position of Chief Financial Officer 
(CFO) at 24 departments and federal agencies. The CFOs are to “possess 
demonstrated ability in general management of, and knowledge of and extensive 
practical experience in financial management practices in large governmental or 
business entities.”" In addition, Congress set the qualifications for the position of 
Chief Information Officer (CIO) at federal departments and agencies. CIOs are to 
“be selected with special attention to the professional qualifications” required for 
records management, information dissemination, security, and technology 
management among others areas,“ 

Another potentially important accountability mechanism to augment the COO role 
is to use clearly defined, results-oriented performance agreements accompanied by 
appropriate incentives, rewards, and accountability mechanisms." Performance 
agreements for senior leaders provide a potentially important mechanism for 
clarilying expectations, monitoring progress, and assessing accountability. In 
addition, we have reported on a number of benefits of performance agreements.” 
Performance agreements can 

• strengthen alignment of results-oriented goals with daily operations, 

• foster collaboration across organizational boundaries, 

• enhance opportunities to discuss and routinely use performance 
information to make program improvements, 

• provide a results-oriented basis for individual accountability, and 

• maintain continuity of program goals during leadership transitions. 


"Pub. L No. 101-576, November 15, 1990, 104 Stat. 2838. 

"Pub. L. No. 104-13, May 22,1995, 44 U.S.C. §§3601-3521. 

‘Tl.S. General Accounting Office, Results-Oriented Government: Shaping the Government to Meet 
21st Century Challenges, GAO-03-1 168T (Washington, D.C.: Sept 17, 2003). 

’■'U.S. General Accounting Office, Managing for Results: Emerging Benefits Prom Selected 
Agencies' Use of Performance Agreements, GAO-01-1 15 (Washington, D.C. : Oct. 30, 2000). 
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While performance agreements can be implemented administratively as was done in 
the Department of Transportation since the inid-1990s, Congress has also required 
performance agreements in statute as well as provided for performance 
assessments with consequences."' For example, in 1998 Congress established a 
COO position at the Department of Education’s Office of Student Financial 
Assistance."' In 2000 we reported that the COO is to complete am annual 
performance agreement with measurable organizational and individual goals that 
the COO would be accountable for achieving. Further, the COO’s progress in 
meeting these goals is to form the basis of a possible performance bonus of up to 50 
percent of base pay, as well as any decisions to remove or reappoint him or her. 

The COO is to enter into subsequent performance agreements with the Office of 
Student Financial Assistance’s senior managers. Similarly, Congress made it clear 
in statute that the Deputy Architect/COO may be removed from office for failure to 
meet performance goals. Congress also required in statute that annual performance 
reports contain an evaluation of the extent to which the Office of the Architect of 
the Capitol met its goals and objectives. 

To help ensure accountabihty over the long term, setting a term appointment can 
help provide the continuing focused attention essential to successfully completing 
multiyear transformations, which can extend beyond the tenure of political leaders. 
As mentioned above, large-scale change initiatives and organizational 
transformations typically require long-term, concerted effort, often taking years to 
complete. Providing a COO with a term-appointment of about 5 to 7 years would be 
one way to institutionalize accountability over extended periods needed to help 
ensure long-term management and transformation initiatives are successfully 
completed. No matter how the position is structured, it is critical that the people 
appointed to these positions be vested with sufficient authority to achieve results. 

Finally, through enhanced oversight. Congress will need to continue to be fully 
engaged in any ongoing discussions on how best to elevate, integrate, and 
institutionalize key management and transformation responsibilities and what role 
the COO concept should play in achieving this goal. The Select Committee’s record 
of holding oversight hearings and its interest in considering a variety of potential 
strategies to strengthen the management functions at DHS provides a clear example 
of this engagement For selected agencies, Congress may want to make the COO 
subject to Senate confirmation to ensure that nominees have the requisite 
leadership and management skills and the proven track records in similar positions 
to successfully address the challenges facing federal agencies. In creating such a 
position, Congress might consider making certain subordinate positions, such as 
the CFO, not subject to Senate confirmation. 


“GAO-Ol-1 16, and U.S. General Accounting Office, ResuUs-Orienled Cultures: Creating a Clear 
Linkage between Individual Petformance and Organisational Success, GAO-03-488 (Washington, 
D.C.: Mar. 14, 2003). 

“The name of the Office of Student Financial Assistance was changed to Federal Student Aid on 
March 6, 2002. 
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We are sending copies of this letter to the Vice Chair and Ranking Minority Member 
of the Select Committee on Homeland Security, the Chairman and Ranking Minority 
Member of the Senate Committee on Govenunental Affairs, and the Secretary of the 
Department of Homeland Security. In addition, we will make copies available to 
others upon request This letter will also be available on the GAO Web site at 
www.gao.gov. If you have any questions concerning this letter, please contact me 
on (202) 512-6500 or J. Christopher Mihm, Managing Director, Strategic Issues, on 
(202) 512-6806 or at mihinj@gao.gov. 

Sincerely yours. 


David M. Walker 
Comptroller General 
of the United States 


(450333) 
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statement of The Honorable Linda M. Springer 
Controller, Office of Federal Financial Management 
Office of Management and Budget 

Before the 

Subcommittee on Financial Management, the Budget, and International Security 
Committee on Governmental Affairs 
United States Senate 
July 8, 2004 


The Federal Government’s 2003 Financial Statement: 
Improving Accountability of American Taxpayers’ Dollars 


Thank you, Mr. Chairman and Members of the Subcommittee. 

I am happy to be with you today to discuss the Financial Report of the United States 
Government (the Financial Report! for fiscal year (FY) 2003 and other related financial 
management issues. I look forward to sharing with you some of the significant progress made 
by Federal agencies during the past year that underlies the Financial Report and positions us 
for the fiiture. 


Agency Accomplishments and Progress 

In the area of Federal financial reporting, there were several notable agency 
accomplishments in the past fiscal year. For instance, during fiscal 2003, 

• a record 1 8 of the 24 (75%) major agencies and departments completed their 
Performance and Accountability Reports (PARs) by the end of December, compared 
to only two agencies in fiscal year 2002; 

• of the above 1 8 agencies, eight accelerated the submission of their PARs to mid- 
November of 2003, a year ahead of the 2004 requirement, all with unqualified audit 
opinions; 

• 20 of the 23 Chief Financial Officer (CFO) Act agencies received an unqualified 
opinion on their financial statements; 

• agencies completed quarterly financial statements for the first time ever; 

• the Department of Homeland Security (DHS), created five months into the fiscal year, 
elected to forgo its first-year waiver and prepare audited financial statements; 
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• DHS received a qualified opinion on its Balance Sheet and Custodial Activity 
Statement; 

• the United States Agency for International Development (USAID) received an 
unqualified opinion on all of its audited financial statements for the first time in its 
history and met the mid-November reporting date; 

• the Department of Defense’s (DoD) Medicare-Eligible Retiree Health Care Fund 
financial statements received a qualified opinion in its first year and the National 
Reconnaissance Office received an unqualified opinion on its statements; 

• the Small Business Administration (SBA) developed or significantly revised credit 
models for five of its financial assistance programs during the course of the year; 

• the total number of material weaknesses reported by auditors was reduced by 1 8% in 
2003; 

• the total number of Federal Manager’s Financial Integrity Act (FMFIA) material 
weaknesses was reduced by 38% in 2003; 

• new financial management systems went live in many agencies, including four 
between the close of the fiscal year and the end of December, 

While we are pleased with the above achievements made by agencies during the past 
fiscal year, we are not satisfied. Much work remains to be done - such as attaining 
unqualified audit opinions and resolving all material weaknesses at agencies. Additionally, 
and just as important, we must raise agencies to the level of first class financial management 
practices, where financial performance information is used in day-to-day decision making. 
Although we are not yet there, agencies are moving in the right direction and are positioning 
themselves to reach their goals. 


Auditor’s Opinion and Material Weaknesses 

The General Accounting Office (GAO) issued a disclaimer of opinion on the 2003 
Financial Report. In making this determination, GAO continued to identify three main 
impediments to rendering an opinion: financial management problems at the Department of 
Defense (DoD), deficiencies in accoimling for intragovemmental transactions, and ineffective 
processes for preparing the consolidated financial statements. The Office of Management and 
Budget (OMB) concurs with these observations. Efforts have been underway this fiscal year 
to address these issues as noted in the auditor’s report. 

Getting an opinion, qualified initially, on the government-wide financial statements 
remains our goal. OMB is working closely with the Department of the Treasury (Treasury) to 
create a closer link between audited agency financial statements and the government-wide 
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statements reflected in the Financial Report. Beginning with fiscal year 2004, a new process 
will be implemented to better align the agency statements with the government-wide report. 

Weaknesses at DoD are being addressed. Progress is being made, but it is important 
to recognize that long-standing issues in a department having over 300 sub-entities are not 
easily remediated. In many cases, elimination of DoD material weaknesses is dependent upon 
the new financial management systems implementation. OMB meets periodically with both 
the DoD CFO and its Inspector General (IG) to review plans for each area of concern and to 
monitor progress. 

The inability to balance significant amounts of intragovemmental transactions is being 
addressed on several ironts by OMB and Treasury. Process enhancements, such as more 
frequent reporting and reconciliation, and new tools will support our efforts to eliminate 
reporting errors. 

GAO’s report comments on timeliness issues at the agency level that impacted its 
audit scope. It should be understood that this was the direct result of variations in the degree 
to which agencies were able to accelerate from the official 2003 fiscal year reporting date of 
January 30, 2004. Moving forward from this transitional year, we will turn to the single 
Performance and Accountability Report due date of November 15. 


Financial Reporting Acceleration 

The mandatory financial reporting date of November 1 5 will require much work from 
the agencies this fiscal year. However, this accelerated deadline is certainly an attainable 
goal, as shown by the large number of major agencies (75%) that were able to report their 
financial statements by the end of December last year. In those cases, strong agency senior 
leadership, careful planning, innovative thinking, and focused efforts were all necessary 
elements for success. 

This fiscal year, we are regularly meeting with the CFO Offices of all major agencies 
as they work toward the mandatory November deadline. Clearly, some agencies have more 
obstacles and challenges to overcome than others. However, all agencies are expected to take 
the necessary steps for meeting the accelerated date. Some best practices being implemented 
by agencies include: 

• Disciplined processes and audit schedule; 

• Aggressive tracking and resolving risk areas; 

• Reengineering of financial reporting and audit processes; 

• Early and frequent conununication with auditors; and 

• Focused financial management priorities. 

We look forward to continuing to work with the agency CFOs in meeting the 
November 15 financial reporting deadline. 
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Federal Accounting Standards 

During the 2003 fiscal year, the Federal Accounting Standards Advisory Board 
(FASAB) issued Statement of Federal Financial Accounting Standard (SFFAS) No. 25, 
Reclassification of Stewardship Responsibilities and Eliminating the Current Services 
Assessment. Among the provisions of this standard is the requirement that the Statement of 
Social Insurance, which is currently reported in the stewardship section of the Financial 
Report, become a basic financial statement with fiill audit scrutiny. This Statement provides 
estimates for important components of the Social Security and Medicare programs and is 
accompanied by an expansive discussion of underlying assumptions and sensitivity analyses. 
This requirement will enhance the significance and the prominence of what is one of the most 
extensively presented components of the current Financial Report. 


Improving Internal Control 

The internal control environment of any entity is an area of focus for both 
management as well as its auditor. The agencies of the Federal Government are no exception. 
There are several existing laws governing the agencies in assessing and representing the 
quality of their internal control. For example, agency heads are required to provide 
reasonable assurance of compliance with the Federal Manager’s Financial Integrity Act 
(FMFIA) with respect to both management control and financial management systems. 
Agency heads are also required to certify that their systems satisfy specified requirements 
under the Federal Financial Management Improvement Act (FFMIA). Additionally, the 
Federal Information Security Management Act (FISMA) provides for government-wide 
management and oversight of information security risks and agency information security 
programs. As such, FISMA requirements provide an additional standard for financial systems 
control. 

Not all Federal agencies are able to provide these assurances; however, all continue to 
make progress in eliminating barriers to compliance. Because financial systems are a major 
part of the universe to which these statutes apply, it is entirely possible that positive assurance 
fi'om the collective group of agencies will emerge over a period of years due to the time 
required for new system design, development and implementation. 

Both OMB and the CFO Council are keenly aware of the internal control challenges 
and related new assurance requirements that have been reported in the private sector. We are 
actively engaged with the Inspector General community in reviewing these requirements and 
their potential applicability to Federal Government agencies. 


CFO Council and Committees 

Much progress has been made through the OMB partnership with the CFO Coimcil 
over the past fiscal year. Consisting of the CFOs and Deputy CFOs of the 23 major Federal 
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departments and agencies, the Council recently reassessed its working committees, as well as 
refreshed and updated its targeted focus. Existing committees such as the Financial Reporting 
Acceleration and Improper Payments Committees have been, and continue to be, very 
influential in providing forums for sharing best practices and influencing OMB guidance. 

New committees, such as the Financial Management Policies and Practices group, are actively 
engaged in studying emerging issues. CFO Council Committees will continue to partner with 
representatives of other groups, such as the President’s Council on Integrity and Efficiency 
(PCIE) and the Chief Information Officers (CIO) Council. 


Eliminating Improper Payments 

Let me first say that eliminating improper payments by the Federal Government has 
been, and continues to be, a major management focus of this Administration, It is our goal to 
ensure that every dollar spent by the Federal Government is a dollar that is spent wisely and 
for the purpose for which it is intended. Given the Federal Government’s current budget in 
excess of $2 trillion annually and the many important competing priorities and programs, our 
mission is more important now than ever before. 

Specifically, it is our job to make certain that government agencies review their 
payments and assess whether a risk of improper payment exists. If such a risk does exist, then 
corrective action must be taken to ensure that the improper payment does not occur again. 

We anticipate that ongoing agency efforts wilt ultimately lead to a review of every single 
dollar that the government spends to ensure that taxpayer money is spent for the purpose for 
which it was intended. 

Since the President’s Management Agenda (PMA) was first announced in 2001, the 
elimination of improper payments has been a key component of the Improved Financial 
Performance initiative. Initially, the effort to eliminate improper payments focused on 
Federal agencies having programs making annual payments in excess of $2 billion. These 
agencies were directed to follow the necessary requirements set out in Section 57 of OMB 
Circular A-1 1 and report on the programs in their aimual budget submissions. Collectively, 
the Section 57 programs comprised about $1 trillion in government spending - nearly half of 
all annual government expenditures. We estimate that improper payments exceed $35 billion 
a year out of the $1 trillion in spending by these programs. 

When the Improper Payments Information Act of 2002 (IPIA or the Act) was passed, 
we appreciated the Congress’ concurrence with our concern and its efforts to create a review 
process that would identify and eliminate erroneous payments throughout all major Federal 
programs and activities. In May of 2003, OMB issued guidance to agencies regarding how to 
go about complying with the requirements of the new law. As part of IPIA implementation. 
Federal agencies have established specific milestones to; 1) develop program inventories; 2) 
perform risk assessments to determine which programs are risk susceptible; 3) statistically 
sample those programs determined to be high risk; 4) create corrective action plans; and 5) 
establish baseline error rates and improvement targets for future reporting. 
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In the last year, we have met with the Offices of the CFO and the IG at each major 
agency, on more than one occasion, to ensure that the plans to meet the requirements of the 
IPIA are being developed and implemented. At these meetings, we finalized the agency plans 
to comply with the IPIA and directed the agencies to set specific target dates for completing 
the required steps to ensure that results are achieved on a timely basis. We now have specific 
dates in which the key milestones are expected to be completed, and we will track each 
agency’s progress in meeting these deadlines over the course of the coming months. 

All agencies are required to report their activities relating to the elimination of 
improper payments in their 2004 PARs, which are to be issued this November. During these 
next five months and beyond, we will be working with the agencies to make certain that 
progress is made, target dates are met, milestones are completed, and results are achieved. 


Outlook for the Future 

Our outlook for improving the quality and timeliness of financial reporting to the 
American citizen is positive. Many challenges remain, but others that appeared similarly 
insurmountable just a few years ago are being solved. For example, who would have thought 
that the Administration’s goal of shortening the time for agencies to prepare audited financial 
statements from five months to 45 days after the end of the year would be attained by a third 
of the major agencies a year in advance of the deadline? 

It is often said that such achievements can only be accomplished by heroic efforts. 
Hard work is always a factor, but these results are a tribute to detailed planning, effective 
management and excellent execution. 

While the acceleration targets are critical, they are not our ultimate objective. The 
discipline and improved control needed to accelerate financial reports are only the foundation 
for ensuring the availability of useful financial information. The incorporation of timely and 
accurate financial information into management decision-making and operational assessment 
continues to be our main goal. Progress toward this goal was made during fiscal year 2003, as 
shown by the addition of two agencies (the Environmental Protection Agency and the Social 
Security Administration) that achieved green status under the PMA Improved Financial 
Performance initiative. They were joined by the Department of Education in the first quarter 
of fiscal 2004. 

We look forward to continued execution of our role in leading the Federal financial 
management community and reporting additional progress across the financial management 
spectrum to you in the months ahead. 

In closing, it is my opinion that the Federal Government should be held to as high, if 
not higher, a standard of financial management as the private sector. American citizens do 
not have the option of “taking their business” elsewhere - they cannot elect to stop new 
investments (tax payments) until the company (Federal Government) improves its financial 
management practices. Accordingly, 1 believe it is incumbent upon every financial 
professional in the government to execute his or her duties according to the standards of 
excellence consistent with this stewardship responsibility. That is what we strive to do. And 
that is what we will continue to do. 

Thank you for listening. I am happy to entertain your questions. 
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Subcommittee on Financial Management, the Budget 
and International Security 

Financial Report of the United States Government Improves 
Government Accountability 

Mr. Chairman and Members of the Subcommittee, it is my pleasure today to represent the 
Treasury Department to discuss the status of the Federal government’s financial reporting 
through the Financial Report of the United States Government and the incorporated consolidated 
financial statements. This important document helps ensure better accountability for the federal 
funds because it adds to the financial information available to the public, provides insight into 
the government’s complex operations, and sets a framework for consistent reporting throughout 
the government. We have come a long way in seven years but we face some significant 
challenges and as such the Financial Report is a work in progress. I will explain more fully the 
challenges we face as we try to achieve the highest standards of financial performance and 
accountability. Today’s hearing is very timely, and the committee’s interest is greatly 
appreciated. 

Treasury Financial Reporting 

The Treasury Department has a long-standing responsibility and commitment to report 
accurate and useful information about the Nation’s finances. Our objective in preparing the 
consolidated financial statements is to provide the Congress and the public with a reliable. 
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consistent, timely, and useful report on the cost of the government’s operations, the sources used 
to fund them, and the implications of its financial commitments. 

As you know, the Government Management Reform Act of 1994 requires the Secretary 
of the Treasury, in coordination with the Director of the Office of Management and Budget, to 
prepare and submit to the President and the Congress the preceding fiscal year’s audited financial 
statements, not later than March 31. I’m pleased that we were able to submit the FY 2003 
Financial Report to the Congress in February 2004, a month earlier than in previous years. 

We were able to submit the report earlier largely because of the progress agencies made 
in accelerating their financial reporting. Three-fourths of the major agencies completed their 
audited financial statements by the end of December 2003, and eight agencies issued their 
statements by mid-November 2003, a year ahead of the accelerated deadline that goes into effect 
this fall. For the FY 2004 statements, OMB has established the due dates as November 15 for 
the agency statements and December 15 for the government-wide statements. This more timely 
preparation of the consolidated report means that this financial information will be available in 
December, preceding publication of the President’s Budget, providing actual data on an accrual 
basis for reference. 

Importance of the Report 

The Financial Report is an important addition to federal financial reporting, It provides 
an across-the-board look at the total costs of the Federal Government, computed in accordance 
with accrual accounting standards established by generally accepted accounting principles 
(GAAP). The report presents a picture of government-wide costs that is not otherwise available. 
Under the accrual method, transactions are recorded as they occur, whereas under the cash basis 
of accounting, transactions are recorded when cash is received or paid. This accrual-based 
information complements the traditional outlay information in the Budget and helps to assess the 
long-term impact of the government’s policy decisions. The availability of this additional 
information more fully informs the budget process. 

The standardized reporting framework promotes comparability and consistency in 
reporting across years and among agencies. The report goes beyond simple reporting of results 
as it displays the effects of all significant assets, liabilities, stewardship responsibilities and other 
commitments and responsibilities. The considerable financial implications of the government’s 
social insurance programs (principally Social Security and Medicare) are reported in the 
stewardship accounting for these programs. For example, the net present value (over a 75-year 
period) of our additional responsibilities for the social insurance programs was estimated in the 
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FY 2003 report at $26,9 trillion. These fiiture program responsibilities do not fit neatly into 
current accounting classifications. The appropriate accounting treatment in the future for these 
social insurance programs is a current topic of discussion at the Federal Accounting Standards 
Advisory Board (FASAB). 

The report is subject to audit by the GAO, and they have done so each of the seven years 
the report has been issued. The audit enhances the report’s credibility as well as highlighting 
areas for improvement. Although the report has improved over the years as we have strived to 
make it more useful, the GAO has been unable to render an opinion on the financial statements, 
resulting in a disclaimer of opinion. 

Challenges in Preparing the Report 

For the FY03 report, GAO cited three principal reasons for the disclaimer: (1) serious 
financial management problems at the Department of Defense (DoD); (2) the federal 
government’s inability to completely account for transactions between federal entities; and (3) 
deficiencies in the report preparation processes. We will soon receive the related management 
letter from GAO providing a more detailed description of some of the deficiencies as well as 
recommendations for their resolution. We recognize that many of the GAO recommendations 
will improve the accuracy and usefulness of the report. We have been working to address many 
of the recommendations from the FY02 audit and believe that we are making significant 
progress. 

As the next panel will no doubt discuss, the DoD has displayed a strong commitment to 
correct its extensive financial management problems through a comprehensive financial 
management modernization program. Therefore, I will focus my remarks on the two other 
material weaknesses. 

The first of these is the government’s inability to account properly for all financial 
transactions between federal agencies. In essence, two agencies that have been parties to a 
transaction are reporting different amounts for the same transaction resulting in differences 
which cannot be eliminated when we prepare the consolidated report. Many of these differences 
result from the agencies’ inconsistent use of accounting conventions or data compilations. These 
differences indicate a fundamental weakness in data integrity at the agency level. 

The second weakness the report preparation process has three aspects: (1) the need to 
directly link agencies audited financial statements with the agency data used in the consolidated 
financial statements; (2) unexplained transactions that affect the government’s net position and 
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that result in the need for a “plug” or reconciling entry; and (3) ensuring that the financial 
statements are in compliance with GAAP. 

Progress In Addressing GAO Recommendations 

We have a number of initiatives underway to resolve the material weaknesses GAO 
identified and to improve the government’s financial management and accountability. The 
Financial Management Service (FMS). the Treasury bureau responsible for government-wide 
accounting operations, is making real progress. Some of these initiatives are in the 
developmental phase; however, I’m pleased to report that FMS has already succeeded in 
implementing major improvements. 

We have been focusing on the problem of intragovemmental activity and imbalances and 
are devoting much attention to help agencies fully reconcile these areas. FMS has added a new 
tool to help agencies properly identify and record these intragovemmental transactions. The 
Intragovemmental Reporting and Analysis System (IRAS) has been instrumental in classifying 
inter-agency activity and balances. It now identifies recording differences for the same 
transaction between agency trading partners (one agency doing business with another), provides 
information for agencies to correct reporting errors, and assists them in reconciling major 
differences. IRAS offers a database solution for tracking quarterly accounting errors and timing 
differences and a systematic documentation of the different accounting methods used by the 
agencies. This year Treasury and 0MB required agencies to report and reconcile 
intragovemmental activity quarterly instead of just at the end of the year. These more frequent 
reconciliations have already led to a reduction in differences in agency reporting. I am optimistic 
that the reporting for June 30 will show even more significant improvement. As we continue to 
expand its use, IRAS will become a centerpiece in tracking the reporting of intragovemmental 
transactions. 

As helpful as IRAS has been thus far, there is no single, centralized systems solution to 
the problem of intragovemmental transaction imbalances. Each agency’s management must 
make it a priority to improve their agency’s data quality, reconcile amounts with their trading 
partners, and adhere to the standard business mles issued by 0MB for processing 
intragovemmental transactions. In addition, the agency must conduct the required quarterly 
reconciliations so that there is less work to do at year-end when the financial statements are 
prepared. The agency must understand the process and apply consistency and attention to detail 
in recording information at the points where the transactions take place. This is basic to accurate 
and consistent financial reporting. 
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Related to the intragovemmental balance problem is one of the report preparation 
weaknesses noted by GAO, namely the unreconciled or unexplained transactions that affect the 
change in net position and that require us to use a reconciling entry or “plug” in the financial 
statements. We recognize the need to address this long-standing problem, which calls for better 
reconciliation procedures and balanced accounting entries to derive the change in net position. 
We believe the larger problem has its roots in the unreconciled intragovemmental balances, and 
we are therefore focusing our efforts on that area first. When that problem is resolved, we 
believe it will go a long way toward correcting the net position problem. We have also done 
some pilot work to determine if certain custodial receipts collected by the agencies may be 
contributing to the problem. Our early findings indicate that this area may be the cause of some 
of the unexplained net position differences. We are considering additional analytical approaches 
to further explain these differences. 

We are also addressing the process issue GAO raised about the need to directly link 
agencies’ audited financial statements with the data they provide to Treasury for compiling the 
government-wide consolidated statements. FMS is completing the implementation of a new 
closing package process called the Government-wide Financial Report System (GFRS). This 
process is the foundation for ensuring that the government-wide consolidated statements contain 
the same information as the agency financial statements. 

Five agencies pilot-tested this new, internet-based system last year, and the system has 
now been introduced government-wide. FMS met with all agency CFOs and IGs to explain the 
requirements of the new system and is training agency accounting personnel to use it. As they 
complete the training, agencies are entering their fiscal 2003 actual data. This process will be 
completed in August. Additionally, GAO has begun its audit work on the new system. In 
November, as agencies issue their statements, they will then report their fiscal 2004 data using 
the new process. GFRS will provide a clear audit trail that will facilitate the audit of the 
Financial Report and demonstrate that it is consistent with the underlying information in 
agencies’ audited financial statements. 

We are also addressing GAO’s recommendation that we ensure that the notes or 
disclosures in our report are in compliance with generally accepted accounting principles 
(GAAP). This will entail presenting information we had not previously included. Beginning 
with the FY 2004 report, agencies will submit through GFRS certain financial statement notes or 
disclosures. Since this information is being collected government-wide for the first time, it will 
require analysis and review to determine whether and how it should be consolidated. We are 
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uncertain at this point how many of the new disclosures will be included in the FY2004 Financial 
Report. Additionally, we are considering approaching (FASAB) for additional clarity on specific 
disclosures that do not lend themselves to a data roll-up such as treaties and condition reporting. 


Other Improvements Underway 

In addition to addressing the audit findings, we have been talcing steps to support better 
financial management across government. A major acceleration initiative implemented over the 
course of the past two fiscal years has resulted in earlier agency data input and an earlier release 
of the Monthly Treasury Statement of Receipts and Outlays of the United States Government 
(MTS). Each month, the MTS displays official budget results, including data on the budget 
deficit or surplus. Agencies are now submitting their monthly financial data to Treasury within 
three workdays of the end of the month, compared with five to seven days a year ago. This 
accelerated reporting has enabled Treasury to provide agency expenditure balances and other 
financial information which agencies need to prepare their financial statements much earlier than 
in the past. Several years ago, the MTS was released on the 1 y* workday after the end of the 
month; at the start of 2003, it was released on the 14"' workday and now is being released on the 
g* workday. By providing timelier information, we can better inform the decision-making 
process. 

Another Treasury initiative that is improving financial management is the Government- 
wide Accounting Modernization Project (GWA). GWA provides agencies with significantly 
better tools for reporting their financial information and monitoring its status. Treasury has 
implemented an account statement module that allows agencies to view their account balances 
on a near real-time basis. Prior to this module, agencies were unable to see their account 
balances until the P"" workday after the end of the month. Another segment of the system now 
allows agencies to process certain transfers and borrowing transactions and eliminates a 
burdensome paper process that had existed for many years. In addition, the project has been 
expanded to allow agencies to access their monthly disbursement and collection data on the 
Internet. GWA, when fully operational, will provide more timely financial information to 
agencies and will eliminate duplicative reporting and costly, manually-intensive reconciliations. 

Conclusion 

I look forward to meeting the new due dates this year, but I recognize the difficulties 
involved. We are dealing with a new central reporting process, and are working with agencies 
whose financial reporting is not yet where it needs to be to meet this date. That being said, I 
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visualize the day when we have fully achieved more timely reporting and can obtain the full 
value of financial reporting by having reports that are truly useful. Accurate, reliable, and on- 
time financial reports that comply with statutory and administrative requirements are basic 
elements, but not sufficient to achieve the full value of financial reporting. Usefulness is the 
final element of effective financial reporting. Financial reports should provide relevant financial 
and performance information that not only supports management decision making but also 
informs the public. Here lies the greatest challenge and potentially the greatest benefit from 
financial reporting. 

In conclusion, we have come a long way, our upcoming challenges are significant but 
manageable, and 1 am confident that we will continue to see real progress. Thank you, Mr. 
Chairman. This concludes my formal remarks. 

- 30 - 
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Statement of Larry J. Lanziilotta 
Acting Under Secretary of Defense (Comptroller) 

Senate Government Affairs Committee 

Subcommittee on Financial Management, the Budget, and International Security 

8 July 2004 


Mr. Chairman and Members of the Committee, thank you for this opportunity to discuss 
Department of Defense (DoD) business management. This will be one of my last hearings 
before leaving the Department of Defense, and so I want to give you my observations from the 
last three years of working on DoD management challenges. 

Led by Secretary Rumsfeld, transfonning DoD business management has been a top 
priority. Our overarching aim has been achieving an integrated environment of DoD business 
processes - supported by systems that efficiently deliver relevant decision-making information 
to DoD leaders and fulfill all financial management requirements. 

My message today is: The Department of Defense has undertaken an unprecedented, 
comprehensive, and visionary transformation to achieve this aim. We are making progress to 
correct weaknesses and control business system investments. Strong and consistent 
Congressional support of this transformation is vital to sustaining our progress. 

A Three-Pillar Strategy 

To transform DoD business management, the Department must succeed with all three, 
interdependent pillars of its strategy: 

(1) Overhaul and integrate DoD business processes and systems through the Department’s 

Business Management Modernization Program (BMMP). 

(2) Refine and advance the financial improvement plans of the military services and 

defense agencies to enable them to produce auditable financial statements resulting in clean 

(unqualified) audit opinions. 

(3) Audit line items on financial statements as they become ready for such an audit. 

Each of these pillars is essential. They must be advanced simultaneously. None can be 
stopped or slowed without hurting the progress of the entire transformation. 

This transformation will not only dramatically improve DoD business and financial 
management. It also will enable DoD leaders to make resource decisions based on the best 
information and data obtainable. And it will enable the Department to meet Chief Financial 
Officers (CFO) Act and other legal requirements - including satisfactory financial statements. 
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Accomplishments in Transforming of DoD Business Management 

During the three years since the Department of Defense began its business management 
transformation, we have had substantial accomplishments. The Department has: 

• Established a progressively more comprehensive inventory of all DoD business systems. 
(Total is currently over 4000 systems, and more systems are expected to be identified.) 

• Began to build a blueprint, or architecture, to guide the transformation from the current, 
stove-piped conglomeration of DoD business systems into an integrated environment of 
overhauled systems and processes. 

• Designed an incremental strategy to achieve our transformation goals and defined the 
focus for each increment. 

• Developed a governance process to provide strategic direction to oversee the 
transformation of business process and systems so they will transcend organizational 
boundaries and become integrated. 

• Organized all major DoD business activities into six areas or domains, and designated an 
Under Secretary of Defense (USD) as a Domain Owner to oversee each business area - 
for example, the USD for Acquisition, Technology and Logistics to oversee all logistics 
business activities. 

• Established a portfolio management process by which Domain Owners will oversee 
investments in infoimation technology to ensure full integration of all DoD business 
processes and systems. 

• Established the DoD Audit Committee to provide a concerted senior leadership focus to 
produce auditable financial statements resulting in clean audit opinions. 

• Developed for individual reporting entities improvement plans that show planned 
improvements and milestones. 

• Implemented additional discipline in our quarterly reporting processes that have 
accelerated the preparation of financial reports and elevated our commitment to quality. 

It is important to note that Domain Owners are responsible for overseeing the 
transformation of business activities managed by the Military Services and other DoD 
components. This governance plan has already demonstrated that it can work, and we are 
continuing to strengthen and expand it. Some observers do not believe that we are moving fast 
enough, yet acknowledging that DoD is one of the world’s largest and most complex 
organizations, with a huge business transformation challenge. 

The Department of Defense is in business transformation for the long-term. It will take 
years to fix our systemic problems, which evolved over several decades. 

Congressional Direction and Support 

DoD accomplishments over the last three years have significantly benefited from both 
Congressional and GAO support of our comprehensive transformation initiative. In view of this 


2 



104 


strong past support, we are concerned by the apparently contradictory direction given by the 
Congress in both the House and Senate FY 2005 defense authorization bills. Both bills cut 
funding that is essential to achieving the transformation that everyone agrees is essential. The 
rationale seems to be that progress has been too slow, yet the funding cuts will make continued 
progress more difficult. 

Besides funding cuts, both authorization bills propose a radical change in the role of Domain 
Owners: Changing the Domain Owners role from oversight of business systems to being 
responsible for virtually all aspects of business systems. To date, the DoD approach has been to 
give Domain owners oversight responsibility using our prescribed architecture standards and 
business rules. This structure will enable Domain Owners to control business-related 
investments, ensure that standards are adhered to, and move DoD business systems and 
processes toward full integration. The complimentary nature of the domain process to traditional 
acquisition management enhances our ability to meet Service unique warfighting needs while 
implementing business standards across the Department. 

We should be careful about derailing this governance stracture. It promises to overtiaul and 
integrate DoD business activities - ultimately saving billions of dollars. Changing this 
governance structure could prevent us from eliminating stove-pipe systems or create new stove- 
pipe problems. For decades, DoD and Congressional leaders have recognized the need for 
operational expertise and perspective in the managing of business systems. We should resist 
centralizing all business system decisions and losing this expertise and perspective. 

Closing 

In closing, I urge you and other Congressional leaders to continue to support the Department 
of Defense in its efforts to transform DoD business management. Congress and the Department 
must continue to be partners in this unprecedented undertaking. 

Our business transformation progress is consistent with U.S. industry standards. And it is all 
the more remarkable that our accomplishments have occurred while we fight the global war on 
terrorism and advancing bold initiatives to transform America’s military capabilities. 

This is a critical time for ensuring that DoD management and business systems become just 
as superlative as the military forces they support. We in the Department of Defense appreciate 
and continue to need the Congress’s support to achieve this vital priority. Thank you, 
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Mr. Chairman and Members of the Committee: 

Thank you for the opportunity to discuss, first, the status of progress in achieving an 
unqualified (clean) audit opinion for the Department of Defense and, second, other areas 
of financial management within the Department. The Department’s financial statements 
are the most extensive, complex, and diverse financial statements in the Government. 

The Department faces financial management problems that are long-standing, pervasive, 
and deeply rooted in virtually all operations. These financial management problems have 
impeded the Department’s ability to provide reliable, timely, and useful financial and 
managerial data to support operating, budgeting, and policy decisions. The problems 
have also prevented the Department from receiving an unqualified opinion on its 
financial statements. 

To address these issues, the Department has undertaken the ambitious task of overhauling 
its financial management systems and business processes. Although DoD has initiated a 
process to improve the reliability of its financial reporting and actions to correct 
previously reported weaknesses, most financial statements today remain unreliable and 
much work needs to be done. However, we are encouraged by the many current 
initiatives led by the Office of the Under Secretary of Defense (Comptroller/Chief 
Financial Officer) and senior financial managers within the DoD Components to correct 
long-standing problems in order to achieve a favorable audit opinion by FY 2007. We 
believe there is a chance of reaching this goal; however, what is most encouraging is the 
effort being expended to correct the Department’s problems. 

In order to adequately support the Department’s goal of an unqualified audit opinion by 
FY 2007, we in the Office of the Inspector General put in place plans and actions to 
increase our financial auditing staff during the next three years. We also plan to issue 
several contracts with independent public accounting firms for financial and systems 
audit work as management asserts that their financial data is reliable and ready for audit. 
Over the next three years, the Department has reported that they could assert as being 
ready for audit over 100 lines, systems, or audit opinions. If the funding for our buildup 
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and contracting efforts is delayed until the Department asserts that the entire financial 
statements are reliable and ready for audit, it will be impossible to complete necessary 
audit work in a timely manner — thus further delaying a favorable audit opinion on the 
U.S. Government Annual Financial Report. 

Opinions on Financial Statements for FV 2003 

For FY 2003, we issued a disclaimer of opinion for the Department of Defense Agency- 
Wide Financial Statements because numerous deficiencies continue to exist related to the 
quality of data, adequacy of reporting systems, and reliability of interna! controls. We 
also issued a disclaimer of opinion on all but two of the nine major DoD reporting entities 
included in the Department of Defense Agency-wide Financial Statements requiring an 
audit opinion. As in past years, the FY 2003 Military Retirement Fund’s financial 
statements received an unqualified opinion. The newly established Medicare Eligible 
Retiree Health Care Fund received a qualified audit opinion for FY 2003. 

The Department has taken aggressive actions to improve financial management and 
reporting during the past several months. However, the Department and we expect no 
change in the status of audit opinions for the FY 2004 financial statements for the major 
DoD reporting entities to be issued in November 2004. 

Internal Control Deficiencies 


Issues of reliability, integrity, timeliness, and auditability of financial data continue to 
impede our ability to render an opinion on the financial statements. We have reported 
those weaknesses to the Department and have also made recommendations to correct 
those weaknesses. The Department’s progress in addressing the specific findings and 
recommendations made in individual audit reports will be a critical factor in determining 
how much financial management improvement actually occurs. 


The Department has readily acknowledged that many of its financial management and 
feeder systems do not produce adequate data to support various material amounts on the 
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financial statements. As a result of the Department-wide deficiencies in accounting 
systems and business practices, the Department is unable to collect and report financial 
performance information that is timely, accurate, and reliable. However, DoD is making 
progress in correcting and reducing the materiality of the weaknesses. In FY 2002, we 
reported 1 3 material weaknesses for the DoD Agency-wide financial statements. 

In FY 2003, corrective actions were taken to reduce major deficiencies related to problem 
disbursements and the reported military retirement health benefits liabilities. Let me 
briefly discuss the current material internal control weaknesses and the actions needed to 
correct these weaknesses. 

1 . Financial Management Systems. The Department has been unable to collect and 
report financial information that is timely, accurate, and reliable. DoD has numerous 
business systems performing a myriad of tasks, and many of these financial 
management systems do not comply substantially with federal financial management 
system requirements. In addition, there is little standardization across the 
Department. Multiple systems perform the same task, identical data are stored in 
multiple systems, data are manually entered into multiple systems, and there are many 
work-around and off-line records to translate data from one system to another. These 
characteristics limit data integrity and require extensive effort by management to 
compile financial statements. These system deficiencies affect many aspects of 
financial reporting. 

Previously, we have reported — and management has acknowledged — that 
Department financial management systems do not substantially comply with federal 
financial management system requirements, generally accepted accounting principles, 
and the U.S. Government Standard General Ledger at the transaction level. 
Additionally, we have reported that the Department’s financial management and 
feeder systems cannot provide adequate evidence to support various material amounts 
on the financial statements. We have also recommended improvements to the 
Department’s overall management of information technology, and that the 
Department improve the quality of information technology reporting to Congress and 
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the Office of Management and Budget, which would increase the usefulness of the 
information and demonstrate that the Department was effectively managing 
information technology investments. 

In regard these issues, it is our opinion that that the Department’s effort to address 
weaknesses in financial information systems with the Business Management 
Modernization Plan (BMMP) is a necessary and overdue step. In July 2001, the 
Secretary of Defense established the BMMP to transform and modernize the 
Department’s business and financial processes and systems to optimize the efficiency 
and effectiveness of all DoD business processes — financial, procurement, logistical, 
and personnel. The overall goal is to transform the Department's business operations 
so that accurate, reliable, and timely business information is available on a routine 
basis to support informed decision-making at all levels in the Department. Although 
the BMMP is a long-term approach to the Department’s financial management 
problems, one of the early objectives of the BMMP is to achieve an unqualified audit 
opinion on the FY 2007 DoD Agency-Wide Financial Statements. 

Until the BMMP is in place, the Department will continue to use legacy systems to 
provide data for the FY 2007 DoD Agency-Wide Financial Statements. Even though 
the Department has much work to complete in this area, we believe that continued 
reviews of financial systems that will eventually be replaced or upgraded are 
necessary to ensure that reliable data are available to be transferred to the 
reengineered processes and systems and for effective business management now and 
in the future. Accordingly, we plan to perform, as funding is available, reviews of 
legacy systems to verify that the data in existing systems are reliable. We believe that 
the Department’s efforts are focused on a plan to use BMMP initiatives information 
from legacy systems to deliver auditable information for financial statements. 
However, I again reiterate that audit processes are set up so that we will not expend 
taxpayer dollars unless we believe a favorable opinion can be delivered. 

2. Fund Balance with Treasury. The FY 2003 DoD Fund Balance With Treasury 
account was approximately 22 percent of reported assets. During the year, more than 
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$500 billion in funding flowed through the account — an increase from prior years. 
Despite the increase in disbursements, problem disbursements, although significant, 
continued to decline. However, differences continue to exist between the Department 
of Treasury and DoD disbursement records. Last year, we reported that the absolute 
value of the DoD differences was approximately $20.6 billion. The Department has 
obtained legislative permission, which we supported, to clear old transactions prior to 
2001 from its accounts when documentation is no longer available to support the 
transactions. This action should reduce the differences and gives us encouragement 
that the Department is making real progress in improving the reliability of this 
account. 

Because of the number and complexity of the systems within the Department that 
support the Fund Balance With Treasury account, automated reconciliation is not 
possible. In light of these realities, we have recommended that DoD improve the 
reconciliation process and supporting systems as soon as possible. The Department 
and this office, as the responsible auditors, are making it a top priority, pending the 
availability of funds, to validate the reliability of data processed by the systems used 
to support the Fund Balance With Treasury account. Also, we expect both the Army 
and the Air Force to assert that their Fund Balance With Treasury accounts are ready 
for audit in early FY 2005. 

3. Inventory. Inventory makes up about 5 percent of the reported assets on the 

Department’s financial statements. The existing inventory valuation method does not 
produce an auditable approximation of historical cost because the associated gains 
and losses caimot be accurately tracked to specific items or purchases. Prior audit 
reports have identified inaccurate inventory records, deficiencies related to existence 
and completeness of inventory, and inaccurate inventory valuation. The Department 
has issued a contract to assist in transitioning inventory accounting to the historical 
cost method, and has established a working group with DoD Components to work 
through the impediments to obtain a favorable opinion by FY 2007. We continue to 
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work with the Department working group on these extremely complex issues and are 
supporting its efforts to resolve these deficiencies. 

4. Operating Materials and Supplies. Operating Materials and Supplies makes up 
about 1 2 percent of total reported assets on the Department's Balance Sheet, 

Generally accepted accounting principles require that Operating Materials and 
Supplies be expensed as they are consumed. However, DoD accoimting systems 
were designed to expense these materials when they are purchased rather than when 
consumed. In addition, significant amounts of Operating Materials and Supplies in 
the possession of contractors are not included in the Operating Materials and Supplies 
account balance. The Department included Operating Materials and Supplies in its 
contract to establish a supportable baseline for Inventory. The contractor is also 
evaluating how the Department can transition from the purchase method to the 
consumption method of accounting and how it can fully account for all of its 
Operating Materials and Supplies. The Department working group for Operating 
Material and Supplies is making progress as they work toward developing a proposed 
valuation methodology for establishing the baseline for historical cost that will 
support the valuation assertion. The final valuation methodology is due in December 
2004, and the Department expects the implementation of the business enterprise 
architecture to correct reported weaknesses by the end of FY 2005. We continue to 
work with the Department to support their effort to develop a strategy to properly 
value and account for Operating Materials and Supplies. 

5. Property, Plant, and Equipment (PP&E). Reported PP&E on the FY 2003 
Financial Statements was more than $446 billion, or almost 40 percent of total 
reported assets. The Department has acknowledged that PP&E is not reliably 
reported because legacy property and logistic systems were not designed to capture 
all costs or to calculate depreciation. The Military Departments are in the process of 
correcting weaknesses in property systems identified by auditors and improving 
processes and controls for property systems under development. For example, the 
Navy and the Air Force expect reported real property to be ready for audit during 
FY 2005, and we plan to begin audit coverage as assertions are made. We are also 
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working with each DoD Component and the General Accounting Office to ensure that 
a baseline for data for real and personal property is accurate and fully supported with 
source documents. 

The task for achieving property balances that are accurately and reliably reported has 
been made much more difficult because of an FY 2003 policy change by the Federal 
Accounting Standards Advisory Board. This policy change requires the cost of 
Military Equipment to be reported on the Balance Sheet rather than as Required 
Supplementary Stewardship Information. The FY 2003 Agency-Wide Balance Sheet 
included a depreciated cost of $325 billion for Military Equipment. We are working 
with the General Accounting Office and the Office of the Under Secretary of Defense 
for Acquisition, Technology, and Logistics to ensure that the Department’s business 
rules, strategy, and approach to implement the new policy will meet generally 
accepted government accounting standards. The Department expects to complete the 
Military Equipment valuation by the end of FY 2006, and we are providing 
continuing audit coverage as they progress. 

6. Government-Furnished Material and Contractor-Acquired Material. When it is 
in the best interest of the Government, the Department provides to contractors 
government property necessary to complete contract work. DoD has acknowledged 
that it is unable to comply with applicable requirements for reporting Government- 
Furnished Property and Contractor-Acquired Materials. The cost of DoD property 
and material in the possession of contractors is not reliably reported because of 
changes in accounting requirements and a lack of an integrated reporting 
methodology with industry. We are working with the Office of the Under Secretary 
of Defense (Acquisition, Technology, and Logistics), which is rewriting policy on 
property in the hands of contractors, to ensure that the policy will meet generally 
accepted accounting principles for Federal reporting entities and provide full 
accountability. The Department expects to correct this weakness by the end of 
FY 2005. 
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7. Environmental Liabilities. Reported environmental liabilities are about 4 percent of 
total reported DoD liabilities. DoD has acknowledged that environmental guidance, 
inventory of ranges and operational activities, and audit trails are incomplete, and that 
it has not recognized imamortized clean-up costs associated with PP&E. Our audit 
report D-2004-0080, “Environmental Liabilities Required to be Reported on the 
Annual Financial Statements,” May 5, 2004, showed that Army environmental 
estimates were unreliable because Army activities did not have effective controls in 
place to ensure adequate audit trails and documentation for supporting estimates. 
Furthermore, Army activities did not comply with established guidance when 
developing estimates and effective quality control programs had not been established. 
The Army has initiated actions to improve those controls and is also implementing a 
new feeder system to reduce the possibility of errors. The Deputy Under Secretary 
of Defense (Installations and Environment) has agreed to implement guidance to 
improve the development, recording, and reporting of environmental liabilities. The 
Military Departments expect all deficiencies to be corrected during FYs 2004 through 
2006, and we will conduct audits as they assert that major portions of environmental 
liabilities are ready. 

8. Intragovernmental Eliminations and Other Accounting Entries. DoD 

acknowledges that it makes unsupported adjustments with its trading partners because 
of the inability to reconcile most intragovernmental transactions with its trading 
partners. In addition, DoD acknowledges that it makes material amounts of 
unsupported accounting adjustments. The number and amount of unsupported 
adjustments have continued to decrease because the Department took corrective 
actions based on audit recommendations to improve the documentation supporting 
accounting adjustments. However, unsupported adjustments related to the inability to 
identify trading partners continue to be a major weakness. The Department of the 
Treasury is implementing a new Intragovernmental Management Control Plan to 
address this Government-wide material weakness. As part of our planned audit 
procedures for FY 2004, we will determine whether DoD complied with the plan’s 
new requirements. The Department expects to be able to reconcile intragovernmental 
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transactions and resolve the material weaknesses related to intragovemmental 
eliminations by the end of FY 2006. 

9. Statement of Net Cost. Many of the Department’s financial systems and processes 
were not designed to collect and record financial information on a fixll accrual 
accounting basis as required by generally accepted accounting principles. Therefore, 
transactions are generally recorded on a cash and budgetary basis. In addition, costs 
cannot be accumulated for major programs based on performance measures as 
required by the Government Performance and Results Act because current financial 
processes and systems do not capture and report this type of cost information. The 
Department has undertaken efforts to determine the actions required to bring its 
financial and non-financial feeder systems into compliance with generally accepted 
accounting principles. We are waiting for new systems and methodologies to be 
implemented before performing extensive audit work in this area — the Department is 
aware of its deficiencies and is focusing on the most effective ways to make 
improvements. The Department has stated that the weaknesses will be corrected by 
the end of FY 2006. 

10. Statement of Financing. The Department has acknowledged that it is unable to 
reconcile budgetary data to net costs. Specifically, budgetary data are not in 
agreement with proprietary expenses and capitalized assets. DoD disclosed in the 
notes to the FY 2003 financial statements that the Statement of Financing was 
adjusted by a net of S 1 2.5 billion to match the Statement of Net Costs. Also, the 
Department presented the Statement of Financing on a combined basis instead of a 
consolidated basis as required by the Office of Management and Budget because the 
Department is unable to perform the required intragovemmental eliminations. The 
current Treasury initiatives, when implemented, should help eliminate unsupported 
adjustments related to intragovemmental transactions. The Department expects that 
the implementation of the business enterprise architecture will correct this material 
weakness by the 4'*’ quarter of FY 2006. 
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Congressional Guidance 

Section 1008 of the National Defense Authorization Act for FY 2002 directed the Office 
of the Inspector General of the Department of Defense, when auditing the year-end 
financial statements, to perform only the minimum audit procedures required by auditing 
standards when management acknowledges that the financial statements are unreliable. 
We have long advocated that resources that are already scarce should not be expended to 
conduct complete audits that produce only a disclaimer of opinion at year-end. However, 
we strongly support and believe there are benefits to be gained by performing limited 
audits of current financial systems because data reliability must be ascertained before any 
opinion can be rendered. 

We agree with the rationale behind Section 1008 and we have complied with those 
requirements in performing our audits of the FY 2003 DoD Agency-Wide Financial 
Statements and the nine other required reporting entities. We limited our audit 
procedures related to audit opinions commensurate with management representations that 
we received from the Office of the Under Secretary of Defense (Comptroller)/Chief 
Financial Officer and the Military Departments. However, as the Department asserts 
that financial data is ready for audit, we must provide the required audit coverage, which 
will require additional resources. 

The financial management weaknesses acknowledged by management during previous 
years and for FY 2004 enabled us to limit our audit work to issue disclaimers of opinion. 
We recognize, and have advised DoD management, that additional weaknesses may be 
identified in the future when we initiate detailed financial statement audit work in 
response to management’s improved representations. However, as the Department 
continues to take corrective actions and improve systems and controls, we need to have 
trained audit staff available to promptly validate these actions in order to meet the 
Department’s ambitious goal of achieving a favorable opinion for FY 2007. Our joint 
strategy with the Department is for us to audit specific lines items and financial 
statements as they become ready for audit, rather than waiting until all of the 
Department’s problems are corrected, and is the best way to achieve optimal result. 
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Cooperation with DoD Management 

I would like to mention that the Under Secretary of Defense (Comptroller)/Chief 
Financial Officer, as the Department’s Chief Financial Officer, and his staff have a 
refreshing and unique open door policy to the OIG. The Office of the Inspector General, 
along with the Under Secretary of Defense (Comptroller)/Chief Financial Officer, realize 
that the lack of a favorable opinion on the Department’s financial statements is a major 
impediment to the U.S. Government receiving an unqualified opinion on its annual 
financial statements. Without compromising our status as the independent auditor, the 
Inspector General, at the request of the Under Secretary of Defense {Comptroller)/Chief 
Financial Officer, is actively participating in discussions with senior leadership within the 
Department and within the Government on ways to help the Department achieve a 
favorable audit opinion. Additionally, we now participate in joint quarterly reviews of 
the Department’s financial statements with the Under Secretary of Defense 
(Comptroller)/Chief Financial Officer and senior financial managers of the Military 
Departments to identify material issues that impact the quality of the Department’s 
financial reporting process. It is on the basis of these meetings and our further 
involvement in more than 20 departmental audit committees that we are pressing forward 
with plans to build up our staff and resources to audit the Department as it prepares for a 
clean opinion in FY 2007. 

In addition, I serve as a permanent independent advisory member on the recently 
established Financial Improvement Executive Steering Committee that includes the 
Deputy Chief Financial Officer, the Deputy Comptroller (Program and Budget), and the 
Director, Defense Finance and Accounting Service. The committee monitors and directs 
the progress of the DoD Financial Improvement Plan process. This committee also 
reviews, approves, and prioritizes those financial statement line items that DoD 
Components assert are candidates for assessment and audit. 


The Under Secretary of Defense (Comptroller)/Chief Financial Officer has just finalized 
the financial improvement initiatives business rules to guide IG DoD and DoD 
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Components in determining when financial statements or line items are ready for audit. 
These business rules are designed to ensure that financial audits of specific line items and 
specific financial statements for DoD Components are only initiated when the specific 
Component has asserted that known deficiencies have been corrected. These business 
rules will help ensure that Government funds are used efficiently in compliance with 
Section 1008 of the FY 2002 National Defense Authorization Act. Of course, our 
ongoing audits to reduce waste and mismanagement within the Department are 
continuing. 

Impact of the Inability to Prepare Auditable Financial Statements 

The weaknesses that affect the auditability of the financial statements also impact other 
DoD programs and operations and contribute to waste, mismanagement, and inefficient 
use of DoD resources. These weaknesses affect the safeguarding of assets and proper use 
of funds and impair the prevention and identification of fraud, waste, and abuse. 

Purchase Cards 

You have expressed an interest in our work on the purchase cards and Government 
charge cards and we have done, and are doing, considerable work in these areas. Office 
of the Inspector General of the Department of Defense (OIG) personnel testified before 
the Senate Committee on Governmental Affairs on April 28, 2004, on “How to Save the 
Tax Payers Money Through Prudent Use of the Purchase Card.” At that hearing, we 
reported that purchase cards accounted for 25 percent of the purchase actions made in the 
Department in FY 2003. We presented the results of three OIG DoD audit reports issued 
in FYs 2003 and 2004, which identified management control problems with the use of 
purchase cards. At that hearing, we provided some of the following examples of 
questionable, inappropriate, or fraudulent purchases. 

• One cardholder used the purchase card to make 59 fraudulent purchases totaling 
more than $130,000. The purchases included two automobiles, a motorcycle, and 
cosmetic enhancements done through surgery. (“Summary Report on the Review 
of Selected DoD Purchase Card Transactions,” June 27, 2003, [IG DoD Report 
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No. D-2003-109]) 

• A DoD official was convicted of theft of Government property stemming from 
her use of the Government charge card to make about $1.7 million of fictitious 
purchases from a fictitious firm. (“Selected Purchase Card Transactions at 
Washington Headquarters Services and Civilian Personnel Management Service,” 
October 16, 2003, [IG DoD Report No. D-2004-002]) 

• Approximately $1.1 million of Space and Naval Warfare Systems Command, 

New Orleans Information Technology Center purchases were questionable 
because there was no obvious mission need for the items purchased. 

Questionable items purchased included six bicycles costing $2,393 to be used by 
interns from New Orleans University in a non-existent intern program; three 
global positioning systems costing about $1,720 for the Director to use because he 
routinely got lost when he went on travel; and luggage costing about $700 that 
was purchased because the Director and his Deputy traveled frequently and 
needed to carry briefing papers. (“Purchase Card Use at the Space and Naval 
Warfare Systems Command, Information Technology Center, New Orleans, 
Louisiana,” November 14, 2003, [IG DoD Report No. D-2004-016]) 

We also discussed using data mining techniques and working with the Department to 
reduce costs related to prices on purchase card buys. However, this is an area where the 
Administrator of the General Services Administration (GSA) should take the lead. We 
feel that GSA, as a minimum, should establish a central data repository of charge card 
transactions for use by all Governmental agencies. This would eliminate or reduce costs 
for both the banks and Governmental agencies and ensure data could be shared. The 
central data repository could then be used to identify spending trends and help in the 
development of discounts across the Government. In addition, by having the data in one 
place, oversight agencies like GAO and the Offices of the Inspector General throughout 
the Government would not have to make additional queries of banks to obtain transaction 
information. 
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We also suggested that a Center of Excellence be established by the Government under 
GSA or associated with an educational institution staffed with experts who perform 
continuous research, develop training for users to be more effective buyers, negotiate 
point of sale discounts for all Federal agencies, and develop data mining tools and 
techniques to help all Federal agencies improve management of charge cards and, thus, 
reduce the potential for fraud, waste, and abuse. 

Subsequent to the April 28, 2004, hearing, our office issued an additional report on 
purchase cards: “Controls Over Purchase Cards at the Naval Medical Center San Diego,” 
June 29, 2004, (IG DoD Report No. D-2004-096). We found no evidence of fraud. 
However, 52 of the 65 transactions we reviewed, valued at $53,000, had one or more 
interna! control weaknesses. Additionally, billing cycle limits were $1.9 million higher 
than necessary for 18 of the 32 cardholders reviewed. 

Travel Cards 

We, along with GAO, also performed audit work on the travel card program. IG DoD 
Report No. D-2004-083. (“Management of the Centrally Billed Travel Card Program at 
Defense Agencies,” May 24, 2004) reported the following; 

• Controls over centrally billed travel accounts were adequate at the Joint Chiefs of 
Staff, Defense Commissary Agency, Defense Security Cooperation Agency, and 
the National Defense University based on a review of documentation for the 
selected transactions. However, improvements were needed at the Travel Card 
Program Management Office and at Washington Headquarters Services. 

• The Travel Card Program Management Office did not monitor centrally billed 
travel accounts. As a result, credit limits were about $457 million higher than 
needed, and the Department was placed at increased risk for financial loss. 


Washington Headquarters Services did not properly establish and appropriately 
use a centrally billed travel account. For example, the Budget and Finance 
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Directorate opened five travel transaction accounts instead of using purchase 
cards and did not have adequate supporting documentation for purchases. As a 
result, non-travel related transactions, totaling about $1 1,600, were processed on 
three of the five accounts. These transactions included purchases for art supplies, 
flowers, pen gift sets, receptions and meals, and a forklift. Travel-related charges 
of about $158,400 were made and approved on these accounts without proper 
documentation. Additionally, the Director, Budget and Finance, Washington 
Headquarters Services did not always use the contracted Commercial Travel 
Office to provide required travel services. As a result, the Director, Budget and 
Finance violated the commercial travel office contract and the Joint Travel 
Regulation, and incurred excess travel expenses of about $44,000. 

We are currently working with the DoD Program Management Office for purchase cards 
to assist them in developing data mining indicators and tools to identify potentially 
fraudulent charges and situations discussed in these reports, so situations of this nature 
can be eliminated. We also are continuing to work with both the Purchase and Travel 
Card Program Management Offices to improve the programs, by reducing the financial 
risk to the Government, and offering recommendations to improve the Federal Managers 
Financial Integrity Act controls. 

Other Audit Work 

The Military Service audit agencies and we have also performed audits in many other 
areas. During the last semiannual report to Congress covering the six months ended 
March 31, 2004, the OIG DoD and the Military Service audit agencies issued 251 reports 
that identified opportunities for nearly $1 billion in monetary benefits. These reports and 
more current reports issued during the past three months show our commitment to 
improving financial management and efficiency within the Department and reducing 
fraud, waste, and abuse at all levels. For example; 

• The Air Force Audit Agency reported that a lack of system interfaces, data edits, 
and the inability of systems to identify certain types of transactions, in addition to 
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needed policy changes, contributed to the Air Force granting $96.3 million in 
inappropriate credits (that is, customer refunds) to DoD customers who turned in 
spare assets to supply. The inappropriate credits deplete cash resources. By 
implementing the recommended corrective actions, the working capital fund’s 
recurring negative cash position could be improved by at least $578 million over 
the 6-year Future Years Defense Plan. (Air Force Audit Agency, “Credit Returns 
Management,” October 22, 2003, [F2004-0001-FC4000]) 

• Lack of priority, attention, and resources and noncompliance with existing 
policies caused delays in closing contracts. At the Defense Finance and 
Accounting Service-Columbus, 1,084 contracts valued at $2.9 billion remained 
open for 2 to 9 years while awaiting financial adjustment. The high numbers of 
outstanding contracts awaiting financial adjustments, including adjustments to 
resolve negative unliquidated obligations and potential overpayments, jeopardize 
DoD efforts to prepare financial information and statements that are auditable. 
(“Contracts Awaiting Financial Adjustments at the Defense and Accounting 
Service Columbus,” October 24, 2003, [IG DoD Report No. D-2004-004]) 

• Lack of procedures to prevent manually processed invoices from being paid 
earlier than allowed by the Prompt Payment Act caused $1.6 billion in payments 
to contractors to be made more than seven days prior to the due date. This 
potentially cost the U.S. Treasury an estimated $1.5 million in lost interest. 
(“Early Payments of Invoices by the Defense Finance and Accounting Service 
Columbus,” March 1 2, 2004, [IG DoD Report No. D-2004-058]) 

• The Defense Logistics Agency was purchasing new property items to fill 
requisitions while the same property items, in new or unused condition, were 
being disposed of and sold to a commercial contractor. DoD could have avoided 
costs of about $9.2 million if the property items were used to fill open 
requirements instead of disposing of them. DoD could also increase revenues up 
to $18.7 million if certain disposed items were sold back to DoD by the 
commercial contractor before being placed on auction. (“Defense Reutilization 
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and Marketing Services Commercial Venture Contracts for Privatization of the 
DoD Surplus Sales Program,” December 30, 2003, [IG DoD Report 
No. D-2004-037]) 

• An audit of Navy controls over material designated for or sent to the Defense 
Reutilization and Marketing Service showed that essential management controls 
needed improvement. As a result, $39 million in acquisition costs of Government 
property that was not recorded on accountable supply records was vulnerable to 
loss or undetected theft, and resources could be expended unnecessarily in 
researching erroneous disposal transactions. (“Navy Controls Over Materiel Sent 
to Defense Reutilization and Marketing Offices,” June 24, 2004, 

[IG DoD Report No. D-2004-095]) 

In addition, we are currently working on several audits to identify and detect areas of 
fraud, waste and abuse, and mismanagement and to improve overall efficiency and 
effectiveness within the Department. For example, 

• Cash Management. Weareauditing, at management’s request, the cash 
management of the Foreign Military Sales Trust Fund. 

• Contract Financing Payments. We are reviewing DoD accounting policy and 
procedures to determine whether they properly record and account for contract 
financing payments. 

• Erroneous Payments. We are determining whether DoD identified and reported 
all programs and activities that may be susceptible to significant erroneous 
payments. 

• Overpayment to Deceased Retirees. We are reviewing the process used by the 
Military Retirement Fund to suspend the personnel accounts of suspected 
deceased retirees upon receipt of a death notice and to recover any overpayments 
once a death is confirmed. 

• Prompt Pay. We are reviewing DFAS Columbus vendor pay processes to 
determine whether they are in compliance with the Prompt Payment Act and DoD 
disbursing policies. 
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• Charge Cards. We have on-going projects on convenience checks, purchase 
cards, and premium travel. In addition, we are planning additional efforts in FYs 
2005 through 2009 on the charge cards under the SmartPay contract, 

• Vendor Pay. We are reviewing the Air Force General Fund vendor pay 
disbursement cycle to assess internal controls and compliance with laws and 
regulations. 

Conclusion 


As part of the effort to move forward and improve systems and business processes, the 
Department’s leadership has provided increased access and cooperation to the OIG 
during the financial statement preparation and audit process. We especially want to thank 
the Under Secretary of Defense (Comptroller)/Chief Financial Officer and his staff for 
their relentless pursuit of the strategies needed to expedite the correction of the long- 
standing problems preventing the Department from receiving a favorable audit opinion. 
This strong leadership is the key element to successful financial management reform. We 
support the Department’s commitment to successfully complete the numerous ongoing 
initiatives, and believe the Department is committed to continue to improve its systems, 
processes, and internal controls to ensure that financial information is accurately recorded 
and reported. The only viable approach to achieving a favorable audit opinion by 
FY 2007 is to provide incremental funding to audit individual line items and financial 
statements for each DoD Component when management asserts that deficiencies have 
been corrected. If funding for audit support to validate the Department’s progress is not 
provided, the goal of achieving a favorable audit opinion by FY 2007 may be further 
delayed. 

Thank you for considering the views of the Office of the Inspector General on financial 
management within the Department of Defense. This concludes my testimony. 
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Why GAO Did This Study 

GAO has previously reported on 
the Depaitntent of Defense’s (DOD) 
financial management and business 
related problems and key elements 
necessary for successful reform. 
Although the underlying conditions 
rem^ fundamentally unchanged, 
DOD continues to be confronted 
with pervasive problems related to 
its ^kems, processes (including 
internal controls), ai\d people 
(human capital). These problems 
impede DOD’s ability to operate its 
numerous business operations in 
an efficient and effective manner. 
The Subcommittee asked GAO to 
provide its views on (1) the impact 
that long-standing financial 
management and related busing 
process weaknesses continue to 
have on DOD, (2) the underlying 
causes of DOD business 
transformation ch^enges, and 
(3) DOD’s business transformation 
efforts. 

In addition, GAO reiterates the key 
elements to successful reform: 

(1) an integrated business 
management transformation 
strategy, (2) sustained leadership 
and resource control, (3) clear 
lines of responsibility and 
accountability, (4) resuits-oriented 
performance measures, (5) 
appropriate incentives and 
consequences, (6) an enterprise 
architecture to guide refonn 
efforts, and (7) effective 
monitoring and oversight. 
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To view the full product, including ttie scope 
and methodology, click c«i the link above, 
For more information, contact Gregory KuU, 
<202) 612-9505 (kutzg@gao.gov) 


What GAO Found 

DOD’s senior civilian and military leaders are committed to transforming the 
department and irrq>roving its business operations and have taken positive 
steps to begin this effort However, overhauling the financial management 
and related business operatiora of one of the largest and most complex 
organizations in the world represents a daunting challenge. Six DOD 
program areas are on GAO's “high risk" list, and the department shares 
responabUity for three other govemmentwide high-risk areas. DOD’s 
substantial financial and business management weaknesses adversely affect 
not only its abili^ to produce auditable financial information, but also to 
provide accurate and timely information for management and Congress to 
use in making informed decisions. Further, the lack of adequate 
accountability across all of DOD’s m^or business areas results in billions of 
dollars in annual wasted resources in a time of increasing fiscal constraint. 


ImcRct of Weaknesses in Human Caoital Manaoement. i nternal Control, and Systems 

Business area 
affected 

Problem identHleti 

Military oav 

Ninety-lour percent mobilized Army Natioial Guard sc^diers GAO 
investigated had pay problems. These problems distracted soldiers from their 
missions, imposed financial hardships on lhair families, and had a negative 
imoact on relerttion. 

Looistics 

Asset visibility and other logistical support pre^ems hampered mission 
readiness during Operation Iraqi Freedom, resulting in a discrepancy of $1.2 
billion between the materie! shipped and the acknowledgement by the activity 
that the materiel was received. 

Travel 

Seventy-two percent of the over 66,000 premium class aliiine tickets 000 
purchased for fiscal years 2001 and 2002 were not property authortzed end 73 
oercenl were not orooertv iustified. 

ProDertv 

New JSLIST chem-blo suits sold on the Internet for $3 while at same time 
DOD was buying them lor over $200. F urther, thousands of defective suits 
declared excess by DOD were improperly issued to local law enforcement 
aoencies — which are ltt<elv to be first resoonders In case of a terrorist attadc. 

Contract 

oavments 

Some 000 contractors were abusing the federal tax system, wtth little or no 
consequence. As of September 2003, DOD had cdiected only $687,000 of 
unpaid federal taxes through a mandated levy program. GAO estimated that at 
least $100 million could be collected annually through effective imdementatlon 
of the lew on DOD contract oawnents. 

Svatems 

The department invested $179 million on two tailed system efforts that were 
intended to resolve its lonq-standinq disbursement problems. 


Somee-. SAO. 

Four underlying causes impede reform: (1) lack of sustained leadership, 

(2) cultural resistance to change, (3) lack of meaningful metrics and ongoing 
monitoring, and (4) inadequate incentives and accountability mechanisms. 

To address these issues, GAO offers two suggestions for legislative action. 
First, a senior mans^ement position should be established to manage and 
oversee DOD’s financial and business management transformation efforts. 
Second, in a recent report GAO proposes that Congress shift the control and 
accountabili^ for business systems investments from the DOD components 
to the recently created functional areas known as domains. DOD disagrees 
and stated that its portfolio msmagement process would provide the needed 
control over business system investments. In GAO’s view, providing the 
funding to the domains would be one way of overcoming DOD’s parochial 
operations and help preclude spending billions on nonintegrated systems. 
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Mi. Chairman and Members of the Subcommittees; 

It is a pleasure to be here to discuss key aspects of business transformation efforts at the 
Department of Defense (DOD). At the outset, we would like to thank the Subcommittee for 
having this hearing and acknowledge the important role hearings such as this one serve. The 
involvement of this Subcommittee is critical to ultimately assuring public confidence in DOD as 
a steward that is accountable for its finances. DOD continues to confront pervasive decades-old 
financial management and business problems related to its systems, processes (including internal 
controls), and people (human capital). Of the 25 areas on GAO’s govemmentwide “high risk” 
list, 6 are DOD program areas, and the department shares responsibility for 3 other high-risk 
areas that are goverrunentwide in scope.' These problems preclude the department from 
producing accurate, reliable, and timely information to make sound decisions and to accurately 
report on its trillions of dollars of assets and liabilities. Further, DOD’s financial management 
deficiencies, taken together, continue to represent the single largest obstacle to achieving an 
unqualified opinion on the U.S. government’s consolidated financial statements. 

Today, we will provide our perspectives on (1) the impact that long-standing financial 
management and related business process weaknesses continue to have on DOD, (2) the 
underlying causes that have impeded the success of prior reform efforts, and (3) DOD’s business 
systems transformation efforts. In addition, we will offer two suggestions for legislative 
consideration, which we believe improve the chances that DOD business systems transformation 
efforts will succeed. Our statement is based on previous GAO reports and testimonies. 

Summary 

DOD’s substantial long-standing business management systems and related problems adversely 
affect the economy, efficiency, and effectiveness of its operations, and have resulted in a lack of 
adequate accountability across all major business areas. These problems have left the 
department vulnerable to billions of dollars of fraud, waste, and abuse annually, at a time of 
increasing fiscal constraint. Secretary Rumsfeld has estimated that successful improvements to 
DOD’s business operations could save the department 5 percent of its budget a year, which 
equates to over $20 billion a year in savings. The following examples indicate the magnitude and 
severity of the problems. 

• Ninety-four percent of mobilized Army National Guard soldiers from the six units we 
reviewed had pay problems. According to the individuals we interviewed, these problems 
distracted from the soldiers missions, imposed financial hardships on their families, and had 
a negative impact on retention.^ For example, the commander of an Army National Guard 
Special Forces unit stated in January 28, 2004, testimony that 25 soldiers left his unit as a 


' U.S. General Accounting Office, High-Risk Series: An Update, GAO-03-1 19 (Washington, D.C.: January 2003). 
The nine interrelated high-risk areas that represent the greatest challenge to DOD’s development of world-class 
business operations to support its forces are: contract management, financial management, human capital 
management, information security, inventory management, real property, systems modernization, support 
inlrastructure management, and weapon systems acquisition. 

^ U.S. General Accounting Office, Military Pay-’ Army National Guard Personnel Mobilized to Active Duty 
Experienced Significant Pay Problems, GAO-04-89 (Washington, D.C.: Nov. 13, 2003). 


1 


GAO-04-941T 



198 


direct result of the pay problems they experienced and that another 15 asked for transfers to 
the inactive National Guard. 

• DOD sold new Joint Service Logistics Integrated Suit Technology — chem-bio suits — on the 
Internet for $3 while at the same time DOD was buying them for over $200.^ Ineffective 
supply chain management resulted in thousands of defective suits being declared excess by 
DOD and then improperly issued to local law enforcement agencies — ^which are likely to be 
first responders in case of a terrorist attack.'* 

• Asset visibility and other logistical support problems hampered mission readiness during 
Operation Iraqi Freedom, including cannibalization of vehicles for parts and duplication of 
requisitions.^ 

Further evidence of DOD’s problems is the long-standing inability of any military service or 
major defense component to pass the test of an independent financial audit because of pervasive 
weaknesses in financial management systems, operations, and controls. 

Over the years, the department has initiated several broad-based reform efforts intended to 
fundamentally reform its business operations. However, these efforts have not resulted in the 
fundamental reform necessary to resolve the department’s long-standing management challenges 
because the department has not addressed the four underlying causes that have impeded 
meaningful reform: 

• lack of sustained leadership and management accountability; 

• deeply embedded cultural resistance to change, including military service parochialism and 
stovepiped operations; 

• lack of results-oriented goals and performance measures and monitoring; and 

• inadequate incentives and accountability mechanisms for business transformation efforts. 

These four issues, to a large degree, have impeded DOD’s efforts to modernize its business 
systems — a critical factor in its transformation efforts. DOD’s stovepiped, duplicative, and 
nonintegrated systems environment contributes to its operational problems and costs the 
taxpayers billions of dollars each year. For fiscal year 2004, DOD requested approximately $19 
billion to operate, maintain, and modernize its reported 2,274 business systems. The existing 
systems environment evolved over time as DOD components — each receiving their own 
funding — developed narrowly focused parochial solutions to their business problems. 
Unfortunately, however, these system solutions have not been implemented on time, within 
budget, and delivered the promised capability. Two systems discussed in our recent report^ — the 


^ U.S. General Accounting Office, DOD Management: Examples of Ine^cient and Ineffective Business Processes, 
GAO-02-873T (Washington, D.C.: June 25, 2002). 

■* U.S. General Accounting Office, DOD Excess Property: Risk Assessment Needed on Public Sales of Equipment 
That Could Be Used to Make Biological Agents, GAO-04-81TNI (Washington, D.C.: Oct. 7, 2003). 

^ U.S. General Accounting OfRce, Defense Logistics: Preliminary Observations on the Effectiveness of Logistics 
Activities during Operation Iraqi Freedom, GAO-04-305R (Washington, D.C.: Dec. 1 8, 2003). 

‘U.S. General Accounting Office, DOD Business Systems Modernization: Billions Continue to Be Invested with 
Inadequate Management Oversight and Accountability, GAO-04-615 (Washington, D.C.: May 27, 2004), 


2 


GAO-04-941T 



199 


Defense Logistics Agency’s Business Systems Modernization (BSM) effort and the Army’s 
Logistics Modernization Program (LMP) — are no exception. 

Successful reform of DOD’s fundamentally flawed financial and business management 
operations must simultaneously focus on its systems, processes, and people. While DOD has 
made some encouraging progress in addressing specific challenges, it is still in the very early 
stages of a departmentwide reform that will take many years to accomplish. Secretary Rumsfeld 
has made business transformation a priority. For example, through its Business Management 
Modernization Program (BMMP), DOD is eontinuing its efforts to develop and implement a 
business enterprise architecture (BEA) and establish effective management oversight and control 
over its business systems modernization investments. However, after about 3 years of effort and 
over $203 million in reported obligations, we have not seen significant change in the content of 
DOD’s architecture or in its approach to investing billions of dollars annually in existing and 
new systems. We have made numerous recommendations aimed at improving DOD’s plans for 
developing the next version of the architecture and implementing controls for selecting and 
managing business systems investments.’ To date, DOD has not addressed 22 of our 24 
recommendations. 

The seriousness of DOD’s business management weaknesses underscores the importance of no 
longer condoning “status quo” business operations at DOD. To improve the likelihood that the 
department’s current business transformation efforts will be successful, we have previously 
suggested* that a chief management official’ position be created. The individual would be 
responsible for overseeing key areas such as strategic plarming, performance and financial 
management, and business systems modernization, while also facilitating the overall business 
transformation effort within the department. 

Further, in a recent report'® we also suggest that to improve management oversight, 
accountability, and control of the department’s business system funding, Congress may wish to 
consider providing the funds to operate, maintain, and modernize DOD’s business systems to the 
functional areas, known as domains, rather than the military services and the defense agencies. 
Currently, each military service and defense agency receives its own funding and is largely 
autonomous in deciding how to spend these funds, thereby hindering the development of broad- 
based, integrated corporate system solutions to common DOD-wide problems. Transforming 
DOD’s business operations and making them more efficient would free up resources that could 


^ See Related Reports. 

® U.S. General Accounting Office, Department of Defense: Further Actions Needed to Establish and Implement a 
Framework for Successful Financial and Business Management Transformation, GAO-04-55IT (Washington, D.C.; 
Mar. 23, 2004) and U.S. Genera! Accounting Office, Department of Defense: Further Actions Needed to ^tablish 
and Implement a Framework for Successful Business Transformation. GAO-04-626T (Washington, D.C.: Mar. 31, 
2004). 

® On September 9, 2002, GAO convened a roundtable of executive branch leaders aid management experts to 
discuss the Chief Operating Officer concept. For more information see U.S. General Accoimting Office, Highlights 
of a GAO Roundtable: The Chief Operating Officer Concept: A Potential Strategy to Address Federal Governance 
Challenges. GAO-03-192SP (Washington, D.C.: Oct. 4, 2002). 

GAO-04-615. 
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be used to support the department’s core mission, enhance readiness, and improve the quality of 
life for our troops and their families. 

Background 

Because DOD is one of the largest and most complex organizations in the world, overhauling its 
business operations represents a huge management challenge. In fiscal year 2003, DOD reported 
that its operations involved over $1 trillion in assets, nearly $1.6 trillion in liabilities, 
approximately 3.3 million military and civilian personnel, and disbursements of over $416 
billion. For fiscal year 2004, the department was appropriated more than $425 billion, which 
included approximately $65 billion for contingency operations. Execution of DOD operations 
spans a wide range of defense organizations, including the military services and their respective 
major commands and functional activities, numerous large defense agencies and field activities, 
and various combatant and joint operational commands that are responsible for military 
operations for specific geographic regions or theaters of operation. To execute these military 
operations, the department performs an assortment of interrelated and interdependent business 
processes, including logistics management, procurement, healthcare management, and financial 
management. 

Transformation of DOD’s business systems and operations is critical to the department providing 
Congress and DOD management with accurate and timely information for use in decision 
making. One of the key elements we have reported** as necessary to successfully execute the 
transformation is establishing and implementing an enterprise architecture. In this regard, the 
department has undertaken a daunting challenge to modernize its existing business systems 
environment through the development and implementation of a business enterprise architecture 
(BEA) — a modernization blueprint. This effort is an essential part of the Secretary of Defense’s 
broad initiative to “transform the way the department works and what it works on.” 

Pervasive Financial and Business Management Problems 
Affect DOD’s EHiciencv and Effectiveness 


For several years, we have reported that DOD faces a range of financial management and related 
business process challenges that are complex, long-standing, pervasive, and deeply rooted in 
virtually all business operations throughout the department. As the Comptroller General testified 
in March 2004 and as discussed in our latest financial audit report,*^ DOD’s financial 
management deficiencies, taken together, continue to represent the single largest obstacle to 
achieving an unqualified opinion on the U.S. government’s consolidated financial statements. To 
date, none of the military services has passed the test of an independent financial audit because 


" U.S. General Accounting Office, Department of Defense: Status of Financial Management Weaknesses and 
Progress Towcp-d Reform, GAO-03-931T (Washington, D.C.: June 25, 2003). 

U.S. General Accounting Office, Fiscal Year 2003 U.S. Government Financial Statements: Sustained 
Improvement in Federal Financial Management Is Crucial to Addressing Our Nation 's Future Fiscal Challenges, 
GAO-04-477T (Washington, D.C.: Mar. 3, 2004) and our report contained in the U.S. Department of the Treasury, 
Financial Report of the United States Government (Washington, D.C.: Feb. 27, 2004). 
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of pervasive weaknesses in internal control and processes and fundamentally flawed business 
systems. 

In identifying improved financial performance as one of its five govemmentwide initiatives, the 
President’s Management Agenda recognized that obtaining a clean (unqualified) financial audit 
opinion is a basic prescription for any well-managed organization. At the same time, it 
recognized that without sound internal control and accurate and timely financial and performance 
information, it is not possible to accomplish the President’s agenda and secure the best 
performance and highest measure of accountability for the American people. The Joint Financial 
Management Improvement Program (JFMIP)'^ principals have defined certain measures, in 
addition to receiving an unqualified financial statement audit opinion, for achieving financial 
management success. These additional measures include (1) being able to routinely provide 
timely, accurate, and useful financial and performance information; (2) having no material 
internal control weaknesses or material noncompliance with laws and regulations; and 
(3) meeting the requirements of the Federal Financial Management Improvement Act of 1996 
(FFMIA).''* Unfortunately, DOD does not meet any of these conditions. For example, for fiscal 
year 2003, the DOD Inspector General (DOD IG) issued a disclaimer of opinion on DOD’s 
financial statements, citing 1 1 material weaknesses in internal control and noncompliance with 
FFMIA requirements. 

Pervasive weaknesses in DOD’s financial management and related business processes and 
systems have (1) resulted in a lack of reliable information needed to make sound decisions and 
report on the status of DOD activities, including accountability of assets, through financial and 
other reports to Congress and DOD decision makers; (2) hindered its operational efficiency; 

(3) adversely affected mission performance; and (4) left the department vulnerable to fi-aud, 
waste, and abuse, as the following examples illustrate. 

• Of the 481 mobilized Army National Guard soldiers from six GAO case study Special Forces 
and Military Police units,'^ 450 had at least one pay problem associated with their 
mobilization. According to the individuals we interviewed, DOD’s inabiiity to provide timely 
and accurate payments to these soldiers, many of whom risked their iives in recent Iraq or 
Afghanistan missions, distracted them from their missions, imposed financial hardships on 


’’ JFMIP is a joint undertaking of the Office of Management and Budget, GAO, the Department of Treasury, and the 
Office of Personnel Management, working in cooperation with each other and with operating agencies to improve 
financial management practices throughout the government. 

" FFMIA, Pub. L. No. 104-208, div. A., § 101(f), title VIII, 1 10 Stat. 3009, 3009-389 (Sept. 30, 1996), requires the 
23 major departments and agencies covered by the Chief Financial Officers Act of 1990, Pub. L. No. 101-576, 104 
Stat. 2838 (Nov. 15, 1990) (as amended), to implement and maintain financial management systems that comply 
substantially with (1) federd financial management systems requirements, (2) applicable federal accounting 
standards, and (3) U.S. Standard General Ledger (SGL) at the transaction level. 

The six case stu^ units reviewed include the Colorado B Company Special Forces, Virginia B Company Special 
Forces, West Virginia C Company Special Forces, Mississippi 1 14“' Military Police Company, California 49'“ 
Military Police Headquarters and Headquarters Detachment, and the Maryland 200*“ Military Police Company. In 
addition, our limited review of pay experiences of soldiers in the Colorado Army Guard’s 220“* Military Police 
Company, which recently returned from Iraq, indicated that some of the same t^s of pay problems that we found 
in our case studies had also affected soldiers in this unit. 
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the soldiers and their families, and has had a negative impact on retention.’^ More 
specifically, in January 28, 2004, testimony, the commander of a special forces unit stated 
that 25 soldiers left the unit as a direct result of the pay problems they experienced and that 
another 1 5 asked for transfers to the inactive National Guard. He also stated that because it 
would take an estimated 2 years and $250,000 to train each replacement, these losses have 
had a significant negative impact on the unit’s mission capability — one of only six such units 
in the nation. 

• DOD incurred substantial logistical support problems as a result of weak distribution and 
accountability processes and controls over supplies and equipment shipments in support of 
Operation Iraqi Freedom activities, similar to those encountered during the prior Gulf War. 
These weaknesses resulted in (1) supply shortages, (2) backlogs of materials delivered in 
theater but not delivered to the requesting activity, (3) a discrepancy of $1 .2 billion between 
the amount of materiel shipped and that acknowledged by the activity as received, 

(4) cannibalization of vehicles, and (5) duplicate supply requisitions.'^ 

• Our analysis of data on more than 50,000 maintenance work orders opened during the 
deployments of six battle groups indicated that about 29,000 orders (58 percent) could not be 
completed because the needed repair parts were not available on board ship. This condition 
was a result of inaccurate ship configuration records and incomplete, outdated, or erroneous 
historical parts demand data. Such problems not only have a detrimental impact on mission 
readiness, they may also increase operational costs due to delays in repairing equipment and 
holding unneeded spare parts inventory.'* 

• Inadequate asset visibility and accountability resulted in DOD selling new Joint Service 
Lightweight Integrated Suit Technology — the current chemical and biological protective 
garment used by our military forces — on the Internet for $3 each (coat and trousers) while at 
the same time buying them for over $200 each.'* DOD has acknowledged that these 
garments should have been restricted to DOD use only and therefore should not have been 
available to the public. 

• DOD sold excess biological laboratory equipment, including a biological safety cabinet, a 
bacteriological incubator, a centrifuge, and other items that could be used to produce 
biological agents. Using a fictitious company and fictitious individual identities, we were 
able to purchase a large number of new and usable equipment items and protective gear over 
the Internet from DOD. Although the production of biological warfare agents requires a 
high degree of expertise, the ease with which these items were obtained through public sales 
increases the risk that terrorists could obtain and use them to produce biological agents that 


GAO-04-89. 

” GAO-04-305R. 

" U.S. General Accounting Office, Defense Inventory: Opportunities Exist to Improve Spare Parts Support Aboard 
Deployed Navy Ships, GAO-03-887 (Washington, D.C.: Aug. 29, 2003). 

” GAO-02-873T. 
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could be used against the United States.^ 

• Some DOD contractors have been abusing the federal tax system with little or no 
consequence, and DOD is not collecting as much in unpaid taxes as it could. Under the Debt 
Collection Improvement Act of 1996, DOD is responsible — working with the Treasury 
Department — for offsetting payments made to contractors to collect funds owed, such as 
unpaid federal taxes. However, we found that DOD had collected only $687,000 of unpaid 
taxes as of September 2003. We estimated that at least $100 million could be collected 
annually from DOD contractors through effective implementation of levy and debt collection 
programs. We also found numerous instances of abusive or potentially criminal activity^' 
related to the federal tax system during our audit and investigation of 47 DOD contractor 
case studies. The 34 case studies involving businesses with employees had primarily unpaid 
payroll taxes, some dating to the early 1 990s and some for as many as 62 tax periods.^^ The 
other 13 case studies involved individuals who had unpaid income taxes dating as far back as 
the 1980s. Several of these contractors provided parts or services supporting weapons and 
other sensitive military programs.^^ 

• Based on statistical sampling, we estimated that 72 percent of the over 68,000 premium class 
airline tickets DOD purchased for fiscal years 2001 and 2002 were not properly authorized 
and that 73 percent were not properly justified. During fiscal years 200 1 and 2002, DOD 
spent almost $124 million on airline tickets that included at least one leg in premium class — 
usually business class. Because each premium class ticket costs the government up to 
thousands of dollars more than a coach class ticket, unauthorized premium class travel 
resulted in millions of dollars of unnecessary costs being incurred annually.^* 

• Control breakdowns resulted in DOD paying for airline tickets that were not used and not 
processed for refund — amounting to about 58,000 tickets totaling more $21 million for fiscal 
years 2001 and 2002. DOD was not aware of this problem before our audit and did not 
maintain any data on unused tickets. Based on limited data provided by the airlines, it is 
possible that the unused value of the fully and partially unused tickets DOD purchased from 


U.S. General Accounting Office, DOD Excess Property: Risk Assessment Needed on Public Sales of Equipment 
That Could Be Used to Make Biological Agents, GAO-04-81TNI (Washington, D.C.: Oct. 7, 2003). 

We characterized as “potentially criminal" any activity related to federal tax liability that may be a crime under a 
specific provision of the Internal Revenue Code. Depending on the potential penalty provided by statute, the activity 
could be a felony (punishable by imprisonment of more than 1 year) or a misdemeanor (punishable by imprisonment 
of 1 year or less). Some potentid crimes under the Internal Revenue Code constitute fraud because of the presence 
of intent to defraud, intentional misrepresentation or deception, or other required legal elements. 

“ A “tax period” varies by tax type. For example, the tax period for payroll and excise taxes is one quarter of a year. 
The taxpayer is required to file quarterly returns with IRS for these types of taxes, although payment of the taxes 
occurs throughout the quarter. In contrast, for income, corporate, and unemployment taxes, a tax period is 1 year. 

U.S. General Accounting Office, Financial Management: Some DOD Contractors Abuse the Federal Tax System 
with Little Consequence, GAO-04-95 (Washington, D.C.; Feb. 12, 2004). 

U.S. General Accounting Office, Travel Cards: Internal Control Weaknesses at DOD Led to Improper Use of 
First and Business Class Travel, GAO-04-229T (Washington, D.C,: Nov. 6, 2003), and U.S. General Accounting 
Office, Travel Cards: Internal Control Weaknesses at DOD Led to Improper Use of First and Business Class 
Travel, GAO-04-88 (Washington, D.C.: Oct. 24, 2003). 
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fiscal years 1997 through 2003 with DOD’s centrally billed account could be at least $115 
million?^ 

• We found that DOD sometimes paid twice for the same airline ticket — first to the Bank of 
America for the monthly credit and bill, and second to the traveler, who was reimbursed for 
the same ticket. Based on our mining of limited data, the potential magnitude of the 
improper payments was 27,000 transactions for over $8 million. For example, DOD paid a 
Navy GS-15 civilian employee $10,000 for 13 airline tickets he had not purchased.^^ 

• We found^^ that 38 of 105 travel cardholders we reviewed who had their accoimts charged- 
off due to nonpayment still had active secret or top-secret clearances as of June 2002. Some 
of the Army personnel holding security clearances who have had difficulty paying their 
travel card bills may present security risks to the Army. Army regulations provide that an 
individual’s finances are one of the key factors to be considered in determining whether an 
individual should continue to be entrusted with a secret or top-secret clearance. However, we 
found that Army security officials were unaware of these financial issues and consequently 
could not consider their potential effect on whether these individuals should continue to have 
security clearances. 

• Our review of fiscal year 2002 data revealed that about $1 of every $4 in contract payment 
transactions in DOD’s MOCAS system was for adjustments to previously recorded 
payments — $49 billion of adjustments out of $198 billion in disbursement, collection, and 
adjustment transactions. According to DOD, the cost of researching and making adjustments 
to accounting records was about $34 million in fiscal year 2002, primarily to pay hundreds of 
DOD and contractor staff.^® 

• Tens of millions of dollars are not being collected each year by military treatment facilities 
from third-party insurers because key information required to effectively bill and collect from 
third-party insurers is often not properly collected, recorded, or used by the military 
treatment facilities.^’ 

• DOD cannot provide reasonable assurance to the Congress that its IT budget request includes 
all funding for the department’s business systems. We have reported’® that DOD’s IT budget 


U.S. General Accounting Office, DOD Travel Cards: Control Weaknesses Led to Millions of Dollars of Wasted 
on Unused Airline Tickets, GAO-04-398 (Washington, D.C.: Mar. 31, 2004). 

“ U.S. General Accounting Office, DOD Travel Cards: Control Weaknesses Resulted in Millions of Dollars of 
Improper Payments, GAO-04-576 (Washington, D.C.: June 9, 2004). 

U.S. General Accounting Office, Travel Cards: Control Weaknesses Leave Army Vulnerable to Potential Fraud 
and Abuse, GAO-03-169 (Washington, D.C.: OcL 1 1, 2002). 

^ U.S. General Accounting Office, DOD Contract Payments: Management Action Needed to Reduce Billions in 
Adjustments to Contract Payment Records, GAO-03-727 (Washington, D.C.: Aug. 8, 2003). 

^ U.S. General Accounting Office, Military Treatment Facilities: Improvements Needed to Increase DOD Third- 
Party Collections, GAO-04-322R (Washington, D.C.: Feb. 20, 2004). 

“ U.S. General Accounting Office, Information Technology: Improvements Needed in the Reliability of Defense 
Budget Submissions, GAO-04-115 (Washington, D.C.: Dec. 19,2003). 
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submission to Congress for fiscal year 2004 contained material inconsistencies, inaccuracies, 
or omissions that limited its reliability. We identified discrepancies totaling about $1.6 billion 
between two primary parts of the submission — the IT budget summary report and the 
detailed capital investments reports on each IT initiative. These problems were largely 
attributable to insufficient management attention and limitations in departmental policies and 
procedures, such as guidance in DOD’s Financial Management Regulation, and to 
shortcomings in systems that support budget-related activities. 

These examples clearly demonstrate not only the severity of DOD’s current problems, but also 
the importance of business systems modernization as a critical element in the department’s 
transformation efforts to improve the economy, efficiency, and effectiveness of its operations, 
and to provide for accountability to Congress and American taxpayers. 

Underlying Causes of Financial and Related Business Process Transformation Challenges 

Since May 1997,^' we have highlighted in various reports and testimonies what we believe are 
the underlying causes of the department’s inability to resolve its long-standing financial 
management and related business management weaknesses and fundamentally reform its 
business operations. We found that one or more of these causes were contributing factors to the 
financial management and related business process weaknesses previously discussed. Over the 
years, the department has initiated several broad-based reform efforts intended to fundamentally 
reform its business operations and improve the reliability of information used in the decision- 
making process. Unfortunately, these initiatives have generally proven to be less successful than 
anticipated because DOD has not addressed the following four underlying causes: 

• lack of sustained top-level leadership and management accountability for correcting 
problems; 

• deeply embedded cultural resistance to change, including military service parochialism and 
stovepiped operations; 

• lack of results-oriented goals and performance measures and monitoring; and 

• inadequate incentives and accountability mechanisms relating to business transformation 
efforts. 

If not properly addressed, these root causes, which I will now highlight, will likely result in the 
failure of cuaent DOD transformation efforts and continue to hinder the department’s ability to 
produce accurate, reliable, and timely information to make sound decisions and to accurately 
report on its billions of dollars of assets, such as inventory. 

Lack of Sustained Leadership and Adequate Accountability 

Historically, DOD has not routinely assigned accountability for financial management 
performance to specific organizations or individuals who have sufficient authority to accomplish 
desired goals. For example, under the Chief Financial Officers Act of 1990,^^ it is the 

U.S. Genera! Accounting Office DOD High-Risk Areas: Eliminating Underlying Causes Will Avoid Billions of 
Dollars in Waste. GAO/T-NSIAD/AIMD-97-143 (Washington, D.C.: May 1, 1997). 

“ Chief Financial Officers Act of 1990, Pub. L. No. 101-576, 104 Stat. 2838, 2843 (Nov. 15, 1990) (codified, as 
amended, in scattered sections of title 3 1 , United States Code). 
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responsibility of the agency Chief Financial Officer (CFO) to establish the mission and vision for 
the agency’s future financial management and to direct, manage, and provide oversight of 
financial management operations. However, at DOD, the Comptroller — ^who is by statute the 
department’s CFO — has direct responsibility for only an estimated 20 percent of the data relied 
on to carry out the department’s financial management operations. The remaining 80 percent 
comes from DOD’s other business areas such as acquisition and personnel, which are not under 
the control and authority of the DOD Comptroller. 

Further, DOD’s past experience has suggested that top management has not had a proactive, 
consistent, and continuing role in integrating daily operations for achieving business 
transformation performance goals. It is imperative that major improvement initiatives have the 
direct, active support and involvement of the Secretary and Deputy Secretary of Defense to 
ensure that daily activities throughout the department remain focused on achieving 
shared, agencywide outcomes and success. I^ile DOD leadership has demonstrated its 
commitment to reforming the department’s business operations, the magnitude and nature of 
day-to-day demands placed on these leaders, given the current world events associated with 
fighting the war on terrorism, clearly affect the level of oversight, commitment, and involvement 
they can devote to the transformation efforts. Given the importance of DOD’s business 
transformation efforts, it is imperative that it receives the sustained leadership needed to improve 
the economy, efficiency, and effectiveness of DOD’s business operations. Based on our surveys 
of best practices of world-class organizations,^’ strong executive CFO and Chief Information 
Officer (CIO) leadership and centralized control over systems investments are essential to 
(1) making financial management an entitywide priority, (2) providing meaningful information 
to decision makers, (3) building a team of people that delivers results, and (4) effectively 
leveraging technology to achieve stated goals and objectives. 

Cultural Resistance and Parochialism 


Cultural resistance to change, military service parochialism, and stovepiped operations have all 
contributed significantly to the failure of previous attempts to implement broad-based 
management reforms at DOD. The department has acknowledged that it confronts decades-old 
problems deeply grounded in the bureaucratic history and operating practices of a complex, 
multifaceted organization and that many of these practices were developed piecemeal and 
evolved to accommodate different organizations, each with its own policies and procedures. 
Recent audits reveal that DOD has made only small inroads in addressing these challenges. For 
example, as discussed in our May 2004 report,’"' DOD does not have the processes and controls 
in place to provide reasonable assurance that it is in compliance with the fiscal year 2003 defense 


U.S. General Accounting Office, Executive Guide: Creating Value Through World-class Financial Management, 
GAO/AIM0-OO-134 (Washin^on, D.C.: April 2000) and U.S. General Accounting Office, Executive Guide: 
Maximizing the Success of Chief Information Officers: Learning From Leading Organizations, GAO-01-376G 
(Washington, D.C.; February 2001). 

U.S. General Accounting Office, DOD Business Systems Modernization: Limited Progress in Development of 
Business Enterprise Architecture and Oversight of Information Technology Investments, GA 0-04-73 IR 
(Washington, D.C.: May 17, 2004). 


10 


GAO-04-941T 



207 


authorization act,^^ which requires the DOD Comptroller to review all system improvements 
with obligations exceeding $1 million. As a result, DOD was not able to satisfy our request for 
information on all obligations in excess of $1 million for system modernizations since passage of 
the act. Based upon a comparison of limited information provided by the military services and 
defense agencies for fiscal years 2003^* ^d 2004, as of December 2003, we identified a total of 
$863 million in obligations that exceeded $1 million for system improvements that were not 
submitted to the DOD Comptroller for required review. 

Additionally, as discussed in our recent report,^’ DOD continued to use a stovepiped approach to 
develop and fund its business system investments. As shown in table 1, DOD requested 
approximately $18.8 billion for fiscal year 2004 to operate, maintain, and modernize its reported 
2,274 nonintegrated, duplicative, stovepiped business systems. The table also shows how 
business system fiinding is spread across various DOD components. 


Table 1: DOD Fiscal Year 2004 Information Technology Budget Request for Business 

Systems by DOD Component 

(Dollars in millions) 


Component 

Total 

Army 

$3,652 

Navy 

3,778 

Air Force 

3,737 

DISA* 

3,938 

TRICARE*’ 

980 

ISSSHHIHHIIIHH 

HHBHIHESS 




1,440 

Total 

$18,801 


Source: GAO analysis based on DOD’s fiscal year 2004 IT budget request. 


“The Defense Information Systems Agency provides DOD and other organizations with a wide range of information 
services, such as data processing, telecommunications services, and database management. 

*’TRICARE is the health care system for DOD’s active duty personnel, their dependents, and retirees. 

'^DLA is DOD’s logistics manager for all consumable and some repair items; its primary business function is 
providing supply support to sustain military operations and readiness. 

^Defense Finance and Accounting Services is the centralized accounting agency for DOD. 

“Other DOD components include entities such as the Office of the Secretary of Defense and the Defense Con&act 
Management Agency. 


Subsection 1004 (d) of the Bob Stump National Defense Authorization Act for Fiscal Year 2003, Pub. L. No. 107- 
314, 1 16 Stat. 2629 (Dec. 2, 2002), provides diat any amount in excess of $1 million may be obligated for financial 
system improvements before approval of its enteiprise architecture and a supporting transition plan only if the DOD 
Comptroller makes a determination that the improvement is necessary for (1) critic^ national security capability or 
critical safely and securiy' requirements or (2) prevention of significant adverse effect on a project that is needed to 
achieve an essential capability. The act further provides that after the architecture is approved, the DOD 
Comptroller must determine before making obligations that exceed $1 million for system improvements that such 
improvements are consistent with the enterprise architecture and the transition plan. 

We requested obligational data for fiscal year 2003 for the period December 2, 2002, the date of the enactment of 
the t^ou;^ September 30, 2003. 

” GAO-04-615. 
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The existing systems environment evolved over time as DOD components — each receives its 
own system fimding and follows decentralized acquisition and investment practices — developed 
narrowly focused parochial solutions to their business problems. DOD’s ability to address its 
current “business-as-usual” approach to business system investments is further hampered by its 
lack of 

• a complete inventory of business systems — a condition we first highlighted in 1998. In fact, 
the DOD Comptroller testified in March 2004^* that the size of DOD’s actual systems 
inventory could be twice the size currently reported; 

• a standard definition of what constitutes a business system; 

• a well-defined BEA; and 

•- an effective approach for the control and accountability over business system modernization 
investments. 

Until DOD develops and implements an effective strategy for overcoming resistance, 
parochialism, and stovepiped operations, its transformation efforts will not be successful. 
Further, there can be little confidence that it will not continue to spend billions of dollars on 
stovepiped, duplicative, and nonintegrated systems that do not optimize mission performance 
and support the warfighter. 

Lack of Results-Oriented Goals and Performance Measures 


At a programmatic level, the lack of clear, linked goals and performance measures handicapped 
DOD’s past reform efforts. As a result, DOD managers lacked straightforward road maps 
showing how their work contributed to attaining the department’s strategic goals, and they risked 
operating autonomously rather than collectively. As of March 2004, DOD formulated 
departmentwide performance goals and measures and continued to refine and align them with the 
outcomes described in its strategic plan — the September 2001 Quadrennial Defense Review 
(QDR). The QDR outlined a new risk management framework, consisting of four dimensions of 
risk— force management, operational, future challenges, and institutional — to use in considering 
trade-offs among defense objectives and resource constraints. According to DOD’s Fiscal Year 
2003 Annual Report to the Ifresident and the Congress, these risk areas are to form the basis for 
DOD’s annual performance goals. They will be used to track performance results and will be 
linked to resources. As of March 2004, DOD was still in the process of implementing this 
approach on a departmentwide basis. 

DOD currently has plans to institutionalize performance management by aligning management 
activities with the President’s Management Agenda. As part of this effort, DOD linked its fiscal 
year 2004 budget resources with metrics for broad program areas, e.g., air combat, airlift, and 
basic research in the Office of Management and Budget’s (0MB) Program Assessment Rating 


U.S. General Accounting Office, Department of Defense: Further Actions Needed to Establish and Implement a 
Framework for Successful Business Transformation, GAO-04-626T (Washington, D.C.: Mar. 31, 2004). 
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Tool.^^ We have not reviewed DOD’s efforts to link resources to metrics; however, some of our 
recent work notes the lack of clearly defined performance goals and measures in the management 
of such areas as defense inventory and military pay.'**’ Further, without modem integrated 
systems and streamlined business processes, the accuracy and reliability of DOD’s performance 
data will be questionable. 

One program that has yet to establish measurable, results-oriented goals is the BMMP.'*' The 
BMMP is the department’s business transformation initiative encompassing defense policies, 
processes, people, and systems that guide, perform, or support all aspects of business 
management, including development and implementation of the BEA. A key element of any 
major program is its ability to establish clearly defined goals and performance measures to 
monitor and report its progress to management. Since DOD has yet to develop performance 
measures for the BMMP, it is difficult to evaluate and track, on an ongoing basis, specific 
program progress, outcomes, and results, such as explicitly defining performance measures to 
evaluate the architecture’s quality, content, and utility of subsequent major updates. Given that 
DOD has reported obligations of over $203 million since architecture development efforts began 
3 years ago, this is a serious performance management weakness. 

DOD recognizes that it needs to develop detailed plans and establish performance metrics to 
measure and track program progress to determine what it planned to accomplish by a certain 
point in time, what it actually accomplished at that point in time, and what has been spent thus 
far. In its March 1 5, 2004, progress report on the implementation of the BEA, DOD reported 
that it plans to establish an initial approved program metrics baseline to evaluate the cost, 
schedule, and performance of the BMMP and that, beginning with the fourth quarter of fiscal 
year 2004, it plans to begin formal tracking and reporting of specific program goals, objectives, 
and measures. Without explicitly defined program baselines, detailed plans, and performance 
measures, it is difficult to validate or justify the $122 million requested for fiscal year 2005 and 
the $494 million estimated to be needed for fiscal years 2006 through 2009. 


0MB developed the Program Assessment Rating Tool to strengthen the process for assessing the effectiveness of 
programs across the federal government. For fisc^ year 2004, 0MB rated the following 12 defense program areas: 
Air Combat; Airlift; Basic Research; Chemical Demilitarization; Communications Infrastructure; Defense Health; 
Energy Conservation Improvement; Facilities Sustainment, Restoration, Modernization, and Demolition; Housing; 
Missile Defense; Recruiting; and Shipbuilding. DOD linked metrics for these program areas, which represent 20 
percent of the department’s fiscal year 2004 budget; it linked another 20 percent in the 2005 budget and 30 percent 
in the 2006 budget, for a total of 70 percent. 

* In My 2003 we reported that DOD and the military services do not have an effective approach to prevent and 
mitigate equipment corrosion, and that DOD’s strategic plan should contain clearly defined goals, measurable, 
outcome-oriented objectives, and performance measures. (U.S. General Accounting Office, Defense Management: 
Opportunities to Reduce Corrosion Costs and Increase Readiness, GAO-03-753 (Washington, D.C.; July 7, 2003)). 
Similarly, in January 2004 we testified that existing processes and controls used to provide pay and allowances to 
mobilized Army Guard personnel prevented DOD from being able to reasonably assure timely and accurate payroll 
payments. We stated that DOD needs to establish a unified set of policies and procedures, as well as performance 
measures in the pay area. (U.S. General Accounting Office, Military Ray: Army National Guard Personnel 
Mobilized to Active Duty Experienced Significant Ray Problems, GAO-04-413T (Washington, D.C,; Jan. 28, 2004)). 

GAO-04-731R. 
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Lack of Incentives for Change 

The final underlying cause of the department’s long-standing inability to carry out needed 
fundamental reform has been the lack of incentives for making more than incremental change to 
existing “business-as-usual” operations, systems, and organizational structures. Traditionally, 
DOD has focused on justifying its need for more funding rather than on the outcomes its 
programs have produced. DOD has historically measured its performance by resource 
components such as the amount of money spent, people employed, or number of tasks 
completed. 

The lack of incentive to change is evident in the business systems modernization area. Despite 
DOD’s acknowledgement that many of its systems are error prone, duplicative, and stovepiped, 
DOD continues to allow its component organizations to make their own investments 
independently of one another and implement different system solutions to solve the same 
business problems. These stovepiped decision-making processes have contributed to the 
department’s current complex, error-prone environment. For example, our March 2003 report''^ 
noted that DOD had not effectively managed and overseen its planned investment of over $1 
billion in four Defense Finance and Accounting Service (DFAS) system modernization efforts. 
One project’s estimated cost had increased by as much as $274 million, while the schedule 
slipped by almost 4 years. For each of these projects, DOD oversight entities — ^DFAS, the DOD 
Comptroller, and the DOD CIO — could not provide documentation that indicated they had 
questioned the impact of the cost increases and schedule delays, and allowed the projects to 
proceed in the absence of the requisite analytical justification. Such analyses provide the 
requisite justification for decision makers to use in determining whether to invest additional 
resources in anticipation of receiving commensurate benefits and mission value. Two of the four 
projects — ^the Defense Procurement Payment System and the Defense Standard Disbursing 
System — ^were terminated in December 2002 and December 2003, respectively, after an 
investment of approximately $ 1 79 million that did not improve the department’s business 
operations. 

GAO and the DOD IG have identified numerous business system modernization efforts that are 
not economically justified on the basis of cost, benefits, and risk; take years longer than planned; 
and fall short of delivering planned or needed capabilities. Despite this track record, DOD 
continues to invest billions of dollars in business systems modernization, while at the same time 
it lacks the effective management and oversight needed to achieve results. Without appropriate 
incentives to improve their project management, ongoing oversight, and adequate accountability 
mechanisms, DOD components will continue to develop duplicative and nonintegrated systems 
that are inconsistent with the Secretary’s vision for reform. 

Keys to Successful Reform 

Successful reform of DOD’s fundamentally flawed financial and business management 
operations must simultaneously focus on its systems, processes, and people. While DOD has 


® GAO-03-465. 


14 


GAO-04-941T 



211 


made some encouraging progress in addressing specific challenges, it is still in the very early 
stages of a departmentwide reform that will take many years to accomplish. At this time, it is not 
possible to predict when — or even whether — ^DOD’s reform effort will be successful. Our 
experience has shown there are several key elements that collectively would enable the 
department to effectively address the underlying causes of its inability to resolve its long- 
standing financial management problems. These elements, which we believe are key to any 
successful approach to transforming the department’s business operations, include 

• addressing the department’ s financial management and related business operational 
challenges as part of a comprehensive, integrated, DOD-wide strategic plan for business 
reform; 

• providing for sustained and committed leadership by top management, including but not 
limited to the Secretary of Defense; 

• establishing resource control over business systems investments; 

• establishing clear lines of responsibility, authority, and accountability; 

• incorporating results-oriented performance measures and monitoring progress tied to key 
financial and business transformation objectives; 

• providing appropriate incentives or consequences for action or inaction; 

• establishing an enterprise architecture to guide and direct business systems modernization 
investments; and 

• ensuring effective oversight and monitoring. 

These elements, which should not be viewed as independent actions but rather as a set of 
interrelated and interdependent actions, are reflected in the recommendations we have made to 
DOD and are consistent with those actions discussed in the department’s April 2001 financial 
management transformation report.'*’ The degree to which DOD incorporates them into its 
current reform efforts — both long and short term — will be a deciding factor in whether these 
efforts are successful. Thus far, the department’s progress in implementing our recommendations 
has been slow. Further, as will be discussed in more detail later, we have not yet seen a 
comprehensive, cohesive strategy that details how some of the ongoing efforts are being 
integrated. For example, we have not seen how the department plans to integrate its objective of 
obtaining an unqualified audit opinion in fiscal year 2007 with the BMMP. It appears as if these 
two key efforts are being conducted in a stovepiped manner. 

DOD Business Transformation Efforts 


Over the years, we have given DOD credit for beginning numerous initiatives intended to 
improve its business operations. Unfortunately, most of these initiatives failed to achieve their 
intended objective in part, we believe, because they failed to incorporate key elements that in our 
experience are critical to successful reform. Today, we would like to discuss one very important 
broad-based initiative — ^the BMMP — ^that DOD currently has underway and, if properly 
developed and implemented, will result in significant improvements in DOD’s business systems 
and operations. 


Department of Defense, Transforming Department of Defense Financial Management: A Strategy for Change 
(Washington, D.C.: Apr. 13, 2001). 
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Effectively managing and overseeing the department’s $19 billion investment in its business 
systems is key to the successful transformation of DOD’s business operations. The 
transformation also depends on the ability of the department to develop and implement business 
systems that provide users and department management with accurate and timely information on 
the results of operations and that help resolve the numerous long-standing weaknesses. As DOD 
moves forward with BMMP, it needs to ensure that the department’s business systems 
modernization projects — such as BSM and LMP, discussed in our recently issued report — are 
part of a corporate solution to DOD long-standing business problems. To assist the department 
with it ongoing efforts, we would like to offer two suggestions for legislative consideration that 
we believe could significantly increase the likelihood of a successful business transformation 
effort at DOD. 

Business Management Modernization Program 

The BMMP, which the department established in July 2001 following our recommendation that 
DOD develop and implement an enterprise architecture,'*'’ is vital to the department’s efforts to 
transform its business operations.'*’ The purpose of the BMMP is to oversee development and 
implementation of a departmentwide BEA, transition plan, and related efforts to ensure that 
DOD business systems investments are consistent with the architeeture and provide world class 
mission support to the fighting force. A well-defined and properly implemented BEA can 
provide assurance that the department invests in integrated enterprisewide business solutions 
and, conversely, can help move resources away from nonintegrafed business system 
development efforts. 

However, we recently reported'*’ that since our last review,'*’ and after about 3 years of effort and 
over $203 million in reported obligations, we have not seen significant change in the content of 
DOD’s architecture or in DOD’s approach to investing billions of dollars annually in existing 
and new systems. Few actions have been taken to address the recommendations we made in our 
previous reports,'** which were aimed at improving DOD’s plans for developing the next version 
of the architecture and implementing the institutional means for selecting and controlling both 
planned and ongoing business systems investments. To date, DOD has not yet addressed 22 of 
our 24 recommendations. 

Further, DOD has not yet developed either near-term or long-term plans for developing the 
architecture that explicitly identify and establish a baseline for the actions to be taken, milestones 


^ DOD has one Enterprise Information Environment Mission, and six departmental domains including 

(1) acquisition/ procurement; (2) finance, accounting, and financia] management; (3) human resource management; 

(4) logistics; (5) strategic planning and budgeting; and (6) installations and environment. 

GAO-0 1-523. 

* GAO-04-731R. 

" GAO-03-1018. 

“ GAO-03-458 and GAO-03-1018. 
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to be achieved, cost estimates to be met, and targeted outcomes to be achieved. DOD has 
adopted an incremental approach to developing the architecture, including the transition plan, 
and plans to refine and extend the architecture in three increments, the first of which includes in 
part the department’s efforts to obtain an unqualified audit opinion of DOD’s consolidated fiscal 
year 2007 financial statements. 

However, it is unclear what the increments individually or collectively mean, and what they will 
provide or allow DOD to achieve in the near and long term, because, as previously discussed, 
DOD has yet to develop detailed performance measures. Although the three increments were 
identified in November 2003, program officials do not expect to have a plan for increment one 
until the next version of the transition plan is completed in August 2004. According to program 
officials, the goals and scope for the second and third increments were only recently approved 
and, therefore, detailed plans of action and milestones do not yet exist. 

Currently, DOD has three initiatives under way to support increment one. First, the program 
office is developing a plan of action for increment one and intends to complete the plan by 
August 2004. Second, the accounting and finance domain is conducting workshops to develop 
needed business rules and requirements for extending and evolving version 2.0 of the 
architecture. Last, DOD components are developing individual plans detailing their respective 
efforts for supporting increment one. However, there is no evidence that the program office is 
coordinating with the components and that the components are coordinating amongst themselves. 
Because there are not yet detailed plans guiding the program’s activities, it is unclear whether 
and how these activities support each other and whether they support the department’s goal of 
achieving an unqualified audit opinion in 2007. 

As DOD moves forward with the BEA, it will be essential that the department have the 
management structure and processes in place to (1) improve the control and accountability over 
its billions of dollars of business systems investments; (2) develop corporate solutions to 
common business problems; and (3) implement system projects within budget, on time, and 
deliver the promised capability. The failure of the department to have the appropriate 
management structure and processes could result in billions of dollars continuing to be at risk of 
being spent on more systems that are duplicative, are not interoperable, cost more to maintain 
than necessary, and do not optimize mission performance and accountability. 

Control and Accountability Over Business System Investments 

As previously discussed, DOD continues to lack adequate control and accountability over its 
billions of dollars of business systems investments. Each DOD component continues to make its 
own investment decisions, which has led to the proliferation of systems. As shown in table 2, the 
department has reported that it has at least 2,274 business systems. For example, the department 
reportedly has 665 systems to support human resource management, 565 systems to support 
logistical functions,” 542 systems to perform finance and accounting functions, and 210 systems 
to support strategic planning and budget formulation. 

According to logistics domain officials, there are currently about 3,000 systems just within the logistics domain. 
Of that amount, about 1,900 systems have been validated by the DOD components as logistics systems — that is, 
they are not merely a spreadsheet or a report. Such a determination has not been made for the other 1,100. 
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Table 2: Reported POD Business Systems by Domain and Functional Area 


Domain 

Air Force 

Atmv 

Navy/ Marine 
Corps 

DFAS 

Other 

Total 

Acquisition 

27 

31 

61 

3 

21 

143 

Accounting and finance 

43 

88 

195 

165 

51 

542 

Human resource management 

71 

387 

86 

33 

88 

665 

Installations and environment 

12 

98 

9 

1 

8 

128 

Logistics 

180 

191 

104 

11 

79 

565 

Strategic planning and budgeting 

23 

63 

98 

15 

11 

210 

Enterprise information 
environment 

1 

5 

2 

3 

10 

21 

Total 

357 

863 

555 

231 

268 

2474 


Source: GAO analysis ofBMMP data. 


These numerous systems have evolved into the overly complex and error-prone operation that 
exists today, including (1) little standardization across DOD components, (2) multiple systems 
performing the same tasks, (3) the same data stored in multiple systems, (4) manual data entry 
into multiple systems, and (5) a large number of data translations and interfaces that combine to 
exacerbate problems with data integrity. The proliferation of systems has resulted because DOD 
components are largely autonomous and each receives its own business system funding. 

DOD has recognized the need to improve its control and accountability of its business system 
investments and has various initiatives underway and planned. For example, in response to our 
recommendations,^** DOD issued a policy in March 2004 that assigns the domains the 
responsibility for IT portfolio management. However, the procedures to be followed to 
implement the policy are currently being developed and no time frames for completion have 
been provided. In addition, specific roles and responsibilities of the domains have not yet been 
formalized, standard criteria for performing the system reviews have not been developed, and 
explicit authority for fulfilling roles and responsibilities has not been assigned. Although DOD 
recognizes the need to clarify the roles and responsibilities associated with managing the 
domains’ portfolios of business systems and ensuring compliance with the architecture, it has not 
yet established time frames for completing these activities. 

While DOD is continuing to work toward establishing the structure and processes to manage its 
business systems investments, it has not yet conducted a comprehensive system review of its 
ongoing IT investments to ensure that they are consistent with its BEA efforts. Additionally, 
execution of a comprehensive review of all modernization efforts by DOD before billions of 
dollars have been invested will reduce the risk of continuing the department’s track record of 
business systems modernization efforts that cost more than anticipated, take longer than 
expected, and fail to deliver intended capabilities. 


” GAO-01-525 and GAO-03-458. 
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Corporate Solutions to Common Problems 

The department’s business transformation also depends on its ability to develop and implement 
business systems that provide corporate solutions to DOD’s numerous long-standing problems. 
This approach should help preclude the continued proliferation of duplicative, stovepiped 
systems and reduce spending on multiple systems that are supposed to perform the same 
fiinction. However, as discussed in our recently released report,®' DOD is still developing 
systems that are not designed to solve corporatewide problems. BSM and LMP were initiated in 
November 1999 and February 1998, respectively, prior to DOD undertaking the BEA and 
establishing the domains. As such, they were not directed towards a corporate solution to the 
department’s long-standing weaknesses in the inventory and logistics management areas, such as 
total asset visibility. Rather, both projects are more focused on DLA’s and the Army’s 
respective inventory and logistics management operations. Today, I would like to focus on one 
of those issues — ^total asset visibility, because of its significant impact on DOD’s operational 
effectiveness. 

In October 2002, a DLA official testified®^ that BSM would provide improved control and 
accountability over the Joint Services Lightweight Integrated Suit Technology (JSLIST), which 
is a lightweight, two-piece garment — coat and trousers — designed to provide maximum 
protection against chemical and biological contaminants. Total asset visibility is critical for 
sensitive items such as the JSLIST. For example, tracking the specific location of each suit by 
lot number is necessary if for any reason they have to be recalled, as was the case with the 
JSLIST predecessor the Battle Dress Overgarment (BDO). 

Over 700,000 of the BDOs were found to be defective and were recalled. Since DOD’s systems 
did not provide the capability to identify the exact location of each suit, a series of data calls 
were conducted, which proved to be ineffective. We reported in September 2001®® that DOD was 
unable to locate approximately 250,000 of the defective suits and therefore was uncertain if the 
suits were still in the possession of the military forces, or whether they had been destroyed or 
sold. Subsequently, we found that DOD had sold many of these defective suits to the public as 
excess, including 379 that we purchased in an imdercover operation.®'* In addition, DOD may 
have issued over 4,700 of the defective BDO suits to local law enforcement agencies. This is 
particularly significant because local law enforcement agencies are most likely to be the first 
responders to a terrorist attack, yet DOD failed to inform these agencies that using these suits 
could result in death or serious injury. 

At the October 2002 hearing, the DLA official stated that JSLIST would be included in BSM at 
the earliest practicable date, which was estimated to be December 2003. BSM, however, is not 

GAO-04-615. 

Chemical and Biological Equipment: Preparing for a Toxic Battlefield: Hearing Before the House Committee on 
Government Reform, Subcommittee on National Security, Veterans Affairs and International Relations, 107* Cong. 

1 19 (Oct. 1, 2002) (statement of Deputy Commander, Defense Supply Center Philadelphia, Mr. George H. Allen). 

U.S. General Accounting Office, Chemical and Biological Defense: Improved Risk Assessment and Inventory 
Management Are Needed, GAO-0 1-667 (Washington, D.C.; Sept, 28, 2001). 

U.S. General Accounting Office, DOD Excess Property: Risk Assessment Needed on Public Sales of Equipment 
That Could Be Used to Make Biological Agents, GAO-04-81TNI (Washington, D.C.: Oct. 7, 2003). 
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designed to provide the corporate total asset visibility necessary to locate and track the suits 
throughout DOD’s supply chain. While the suits are expected to be included in a future 
deployment of BSM, at the time of our review program officials had not yet specified a date 
when they will be included. Even when the suits are included, BSM is designed to provide 
visibility over the suits only within the DLA environment — something DLA has stated already 
exists within its current system environment. 

As we have previously reported,^^ the lack of integrated systems hinders DOD’s ability to knew • 
how many JSLIST it has on hand and where they are located once they leave the DLA 
warehouse. For example, we found that military units that receive JSLIST from DLA 
warehouses maintained inventory data in nonstandard, stovepiped systems that did not share data 
with DLA or other DOD systems. The methods used to control and maintain visibility over 
JSLIST at the units we visited ranged from stand-alone automated systems, to spreadsheet 
applications, to pen and paper. One military unit we visited did not have any inventory system 
for tracking JSLIST. BSM does not address asset visibility outside of DLA’s supply chain for 
the JSLIST, and thus cannot provide DOD with the capability to readily locate JSLIST for any 
reason, including any potential need for a recall of defective suits. 

Similarly, we recently reported^* that LMP will not provide the Army with total asset visibility 
until a suite of other systems has been developed and implemented. Specifically, Army officials 
have stated that LMP will require integration with other Army systems that are under 
development in order to achieve total asset visibility within the Army. These additional systems 
are the Procfuct Lifecycle Management Plus (PLM+) and Global Combat Support System — 

Army (GCSS-A). According to the Army, PLM+ is to integrate LMP and GCSS-A to create 
end-to-end solution for Army logistics. However, time frames and cost estimates have not been 
developed for these two additional system initiatives. 

Further, to help provide for departmentwide total asset visibility, DLA is undertaking the 
implementation of the Integrated Data Environment (IDE) program. According to DLA, this 
initiative is intended to provide the capability for routing data from multiple systems within DLA 
and DOD into one system. According to DLA, IDE is expected to reach full operational 
capability in August 2007, with a current estimated cost of approximately $30 million. 

However, successfully meeting this completion depends on other departmental efforts being 
completed on time, such as PLM+, for which a completion date had not been established. 

Project Management and Oversight 

While the success of BMMP and improved control and accountability of business system 
investments are critical aspects of the department’s transformation efforts, equally important is 
the ability of DOD to implement chosen systems solutions on time, within budget, and with the 
promised capability. The department has not demonstrated the ability to achieve these goals. 


” GAO-02-873T. 
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As discussed in our recently released report,” BSM and LMP have experienced cost increases, 
schedule slippages, and did not deliver planned system capabilities in their first release. Our 
analysis indicated that many of the operational problems experienced by BSM and LMP can be 
attributed to DOD’s inability to eifectively implement the disciplined processes necessary to 
reduce the risks associated with these projects to acceptable levels. Disciplined processes have 
been shown to reduce the risks associated with software development and acquisition efforts to 
acceptable levels and are fundamental to successful systems acquisition. 

Specifically, in the case of these two projects, they had significant deficiencies in defining 
requirements and testing — two areas that form the foundation for a project’s success or failure. 

In fact, DLA and Army program officials acknowledged that requirements and testing defects 
were factors contributing to the operational problems and stated that they are working to develop 
more effective processes. To their credit, DLA and the Army have decided that future 
deployments of BSM and LMP will not go forward until they have reasonable assurance that the 
deployed systems will operate as expected for a given deployment. Our analysis of selected 
BSM and LMP key requirements^® and testing processes found that (1) the functionality to be 
delivered was not adequately described or stated to allow for quantitative evaluation; (2) the 
traceability among the various process documents (e.g., operational requirements documents, 
functional or process scenarios, and test cases) was not maintained; and (3) system testing was 
ineffective. 

In commenting on the report,” the department acknowledged that the initial implementation of 
BSM and LMP experienced problems that could be attributed to the lack of adequate 
requirements determination and system testing. To address these inadequacies, the department 
noted that requirements analysis had been expanded to include greater specificity and that the 
successful completion of comprehensive testing would be required prior to further 
implementation of either system. 

Suggestions for Legislative Consideration 

We would like to offer two suggestions for legislative consideration that we believe could 
contribute significantly to the department’s ability to not only address the impediments to DOD’s 
success but also to incorporate needed key elements to successful reform. These suggestions 
would include the (1) creation of a chief management official and (2) centralization of the 
funding business systems investments with the domain leaders responsible for the department’s 
various business areas, such as logistics and human resource management. We provided similar 
views in our testimonies on March 23, 2004,“ before the Subcommittee on Readiness and 


” GAO-04-615. 

BSM and LMP have identified and documented 202 and 293 system requirements, respectively. For BSM, we 
reviewed 13 requirements related to finance, order fulfillment, planning, and procurement For LMP, we reviewed 
12 requirements related to planning and budget development, asset management inventory management and 
maintenance analysis and planning. 
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Management Support, Senate Committee on Armed Services, on March 3 1, 2004,^' before the 
Subcommittee on Terrorism, Unconventional Threats, and Capabilities, House Committee on 
Armed Services, and yesterday^ before a joint hearing of the Subcommittee on National 
Security, Emerging Threats, and International Relations, the Subcommittee on Technology, 
Information Policy, Intergovernmental Relations, and the Census, and the Subcommittee on 
Government Efficiency and Financial Management, House Committee on Government Reform. 

Chief Management Official 

I will now discuss our first matter for consideration. Previous failed attempts to improve DOD’s 
business operations illustrate the need for sustained involvement of DOD leadership in helping to 
assure that DOD’s financial and overall business process transformation efforts remain a priority. 
While the Secretary and other key DOD leaders have demonstrated their commitment to the 
current business transformation efforts, the long-term namre of these efforts requires the 
development of an executive position capable of providing strong and sustained executive 
leadership over a number of years and various administrations. 

However, the tenure of the department’s top political appointees has generally been short in 
duration and as a result, it is sometimes difficult to maintain the focus and momentum that are 
needed to resolve the management challenges facing DOD. For example, the former DOD 
Comptroller, who was very supportive of the current transformation effort, and one of its 
principal leaders, served as the DOD Comptroller for slightly over 3 years. Further, within the 
office of the DOD Comptroller, the current Principal Deputy/Deputy Under Secretary of Defense 
for Management Reform will soon be leaving the department. He also was in that position for 
slightly over 3 years. Additionally, leadership voids have existed in other key positions such as 
the program manager for BMMP. From May 2003 to February 2004, there was no program 
manager to identify, direct, and execute program activities.^ The resolution of the array of 
interrelated business system management challenges that DOD faces is likely to span several 
administrations and require sustained leadership to maintain the continuity needed for success. 

One way to ensure sustained leadership over DOD’s business transformation efforts would be to 
create a full-time executive level n position for a chief management official*^ who would serve 
as the Principal Under Secretary of Defense for Management. This position would provide the 
sustained attention essential for addressing key stewardship responsibilities such as strategic 
planning, performance and financial management, and business systems modernization in an 
integrated manner. This position could be filled by an individual, appointed by the President and 
confirmed by the Senate, for a set term of 7 years with the potential for reappointment. Such an 
individual should have a proven track record as a business process change agent in large, 
complex, and diverse organizations — experience necessary to spearhead business process 


GAO-04-626T. 

“ U. S. General Accounting Office, Deparlment of Defense: Longstanding Problems Continue to Impede Financial 
and Business Management Transformation, GAO-04-907T (Washington, D.C.: July 7, 2004). 
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transformation across the department, and potentially administrations, and serve as an integrator 
for the needed business transformation efforts. In addition, this individual would enter into an 
annual performance agreement with the Secretary that sets forth measurable individual goals 
linked to overall organizational goals. Measurable progress towards achieving agreed-upon 
goals would be a basis for determining the level of compensation earned, including any related 
bonus. In addition, this individual’s achievements and compensation would be reported to 
Congress each year. 

Functional Domain Control and Accountability Over Business System Investments 

We have made numerous recommendations to DOD intended to improve the management 
oversight and control of its business systems investments. However, progress in achieving this 
control has been slow and, as a result, DOD has little or no assurance that current business 
systems investments are being spent in an economically efficient and effective manner. DOD’s 
current systems funding process has contributed to the evolution of an overly complex and error- 
prone information technology environment containing duplicative, non integrated, and stovepiped 
systems. Given that DOD spends billions of dollars annually on business systems and related 
infrastructure, it is critical that actions be taken to gain more effective control over such business 
systems funding. 

The second suggestion we have for legislative action to address this issue, as discussed in our 
report^^ and consistent with our open recommendations to DOD, is to establish specific 
management oversight, accountability, and control of funding with the “owners” of the various 
functional areas or domains. This legislation would define the scope of the various business 
areas (e.g., accounting, acquisition, logistics, and personnel) and establish functional 
responsibility for management of the portfolio of business systems in that area with the relevant 
Under Secretary of Defense for the six departmental domains and the CIO for the 
Enterprise Information Environment Mission (information technology infrastructure). For 
example, planning, development, acquisition, and oversight of DOD’s portfolio of logistics 
business systems would be vested in the Under Secretary of Defense for Acquisition, 

Technology and Logistics. 

We believe it is critical that funds for DOD business systems be appropriated to the domain 
owners in order to provide for accountability and the ability to prevent the continued parochial 
approach to systems investment that exists today. The domains would establish a hierarchy of 
investment review boards with DOD-wide representation, including the military services and 
defense agencies. These boards would be responsible for reviewing and approving investments 
to develop, operate, maintain, and modernize business systems for the domain portfolio, 
including ensuring that investments were consistent with DOD’s BEA. All domain owners 
would be responsible for coordinating their business systems investments with the chief 
management official who would chair the proposed Defense Business Systems Modernization 
Executive Committee and provide a cross-domain perspective. Domain leaders would also be 
required to report to Congress through the chief management official and the Secretary of 
Defense on applicable business systems that are not compliant with review requirements and to 
include a summary justification for noncompliance. 
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In commenting on our report, DOD stated that it did not agree with this funding concept. The 
department stated that the portfolio management process being established — to include 
investment review boards — would provide the appropriate control and accountability over 
business system investments. DOD also stated that beginning with the fiscal year 2006 budget 
review process, the domains will be actively involved in business system investment decisions. 
DOD stated that the military services implement their own statutory authorities for acquisition 
and IT systems development in consultation with DOD. While the establishment of the 
investment review boards is consistent with our previous recommendations, we continue to 
believe that appropriating funds for DOD business systems to the domains, rather than the 
various DOD entities, will significantly improve accountability over business system 
investments. DOD’s comments indicate that the domains will be more accountable for making 
business system investment decisions, but unless they control the funding, they will not have the 
means to effect real change. Continuing to provide business system funding to the military 
services and defense agencies is an example of the department’s embedded culture and parochial 
operations. As a result of DOD’s intent to maintain the status quo, there can be little confidence 
that it will not continue to spend billions of dollars on duplicative, nonintegrated, stovepiped, and 
overly costly systems that do not optimize mission performance and accountability and, 
therefore, do not support the department’s transformation goals. 

Conclusion 


The excellence of our military forces is unparalleled. However, that excellence is often achieved 
in the face of enormous challenges in DOD’s financial management and other business areas, 
which have serious and far-reaching implications related to the department’s operations and 
critical national defense mission. Our recent work has shown that DOD’s long-standing financial 
management and business problems have resulted in fundamental operational problems, such as 
failure to properly pay mobilized Army Guard soldiers and the inability to provide adequate 
accountability and control over supplies and equipment shipments in support of Operation Iraqi 
Freedom. Further, the lack of appropriate accountability across all business areas has resulted in 
fi-aud, waste, and abuse and hinders DOD’s attempts to develop world-class operations and 
activities to support its forces. Additionally, DOD cannot provide Congress reasonable 
assurance that the billions of dollars spent annually on business systems modernizations are not 
being wasted on projects that will perpetuate the current costly, nonintegrated, duplicative 
systems environment. If DOD is unable to address the underlying causes that have resulted in the 
failure of previous broad-based reform efforts, improvements will remain marginal, confined to 
narrowly defined incremental improvements. 

As our nation continues to be challenged with growing budget deficits and increasing pressure to 
reduce spending levels, every dollar that DOD can save through improved economy and 
efficiency of its operations is important. As previously noted, the Secretary has stated that the 
department could save approximately 5 percent of its budget annually — ^which equal about $20 
billion — through improved business operations. DOD’s senior leaders have demonstrated a 
commitment to transforming the department and improving its business operations and have 
taken positive steps to begin this effort. We believe that implementation of our open 
recommendations and our suggested legislative initiatives would greatly improve the likelihood 
of meaningful, broad-based reform at DOD. 
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The continued involvement and monitoring by congressional committees will also be critical to 
ensure that DOD’s transformation actions are sustained and extended and that the department 
achieves its goal of securing the best performance and highest measure of accountability for the 
American people. We commend the Subcommittee for holding this hearing and we encourage 
you to use this vehicle, on at least an annual basis, as a catalyst for long overdue business 
transformation at DOD. 

Mr. Chairman, this concludes our statement. We would be pleased to answer any questions you 
or other members of the Subcommittee may have at this time. 
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Statement of Andrew B. Maner 
Chief Financial Officer 
Department of Homeland Security 
Before the Senate Committee on Governmental Affairs 
Subcommittee on Financial Management, the Budget and International Security 

July 8, 2004 


Thank you Mr. Chairman, for the opportunity to be here and discuss the progress 
and accomplishments the Department of Homeland Security has made in the area of 
financial management. I would also like to thank the Senate, and specifically this 
subcommittes and its members, for their commitment to assisting DHS in this critical 
area. 

In the six months that I have been the Chief Financial Officer at DHS, I with the 
help of a great staff have been committed to developing and improving financial 
management within the Department. I have instituted a comprehensive program to 
improve the areas of financial systems, program analysis and evaluation, and financial 
management and reporting. I began the development of a base of strategic financial 
management goals, practices and systems that will aid the Department for decades to 
come and am energized by the opportunity to assist our leadership in this endeavor. 

All of us at the Department are very proud of the progress we have made since the 
Department’s inception in March 2003. In a short span of 1 5 months we have dealt with 
the enormous challenges involved in standing up the 3'“* largest Department in the Federal 
government. We have managed to make tremendous headway in unifying and 
strengthening the Department’s financial management, accounting, budgeting, strategic 
planning, and performance measurement processes and systems. 

In the past year, we streamlined the number of financial management service 
providers in the Department firom nineteen of the 22 legacy components to ten. We are 
implementing a consolidated bankcard program that is reducing the significant number of 
bankcard programs for purchase, travel, and fleet throughout the Department among the 
legacy entities to three. We developed and delivered to Congress on time the 
Department’s FY 2005 President’s Budget and accompanying Congressional 
Justifications. We completed and will soon submit our first Future Years Homeland 
Security Program. We underwent a full-scope audit of our FY 2003 consolidated 
financial statements that complied with the requirements of the CFO Act of 1990. We 
have also made strides in our attempt to build an integrated financial system for the 
Department. In less than a year we have developed requirements that support both the 
DHS business processes and the Enterprise Architecture and will select a solution from 
vendor submissions by the end of the month. We submitted our Department’s first 
Strategic Plan and we continue to work in perfecting a robust investment review and joint 
requirements process. Our first quarterly performance report was issued to the 
Department’s senior leadership. We have begun to develop Department-wide standard 
operating procedures for financial management, which will be rolled out across DHS this 
September. Most importantly, all of this has been accomplished with no negative impact 
on mission operations. 

While we have much to be proud of, much remains to be done. I am committed 
to the continued development of four overall management goals; 
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• Increase efficiency and effectiveness by producing financial data that is 
visible, timely, reliable, and useful to decision makers; 

• Strengthen accountability by ensuring that internal controls are in place across 
the Department and appropriate oversight reviews are conducted; 

• Manage costs by consolidating functions, systems, and processes and by 
instituting best business practices; and 

• Achieve results through the use of rigorous planning, measurement and 
evaluation processes. 

To carry out these goals, we are focusing on the people, processes, and systems in 
the areas of financial management, financial systems, and program analysis and 
evaluation. I would like to take this opportunity with you here today to tell you where we 
are and where we are going in our drive towards achieving these goals and in making 
DHS the model of management excellence. 

Financial Management 


One of our greatest accomplishments is that only two months after its creation, 
DHS took on the tremendous challenge of subjecting ourselves to the rigors of a 
consolidated financial statement audit. The challenges were complicated by the obstacles 
in coordinating the efforts of 19 separate and distinct accounting offices and the 
unfamiliarity of several bureaus in facing audits for the first time. The Office of the 
Chief Financial Officer designed and implemented the methodologies and controls 
necessary to produce consolidated statements. In the span of two months, the 
Department was able to submit quarterly financial statements to 0MB. This 
demonstrated an ability to comply with the full gauntlet of requirements outlined by 
0MB for consolidated financial statements. The Department completed the audit and 
submitted the Performance and Accountability Report (PAR) to OMB. More noteworthy 
was the ability to pass the scrutiny of audit to the extent necessary to support a qualified 
opinion on the September 30 balance sheet. The 2003 audit was paramoimt for the 
Department to have a basis for improvement in 2004. Although the audit identified seven 
material weaknesses, this was a substantial improvement over the 18 material weaknesses 
that were inherited fi-om the DHS components’ legacy agencies. Nine inherited material 
weaknesses were either corrected or partially corrected. The rest were consolidated into 
seven. Nevertheless, we are committed to resolving these remaining weaknesses and 
have set forth an aggressive plan to do so. Corrective actions have been developed by 
each applicable bureau/office and submitted to the OCFO. We have implemented a 
DHS-wide tracking system to monitor the corrective action status. Commencing in April 
2004, we began monitoring the status of corrective actions through monthly Clean Action 
Plan (CAP) meetings with each bureau or entity that has outstanding material 
weaknesses. Our goal is to have all of the material weaknesses corrected by the end of 
FY 2005. 

The elimination of improper payments, consistent with the President’s 
Management Agenda, is another area of focus for DHS. We are in varying stages of 
conducting recovery audits for the three bureaus in the Department that spend more than 
$500 million per year on contracts: the Coast Guard, Customs & Border Protection 
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(CBP), and Immigration and Customs Enforcement (ICE). The Coast Guard has 
previously had a clean recovery audit and will undergo a controls review to confirm its 
continued excellent status in this area. CBP will begin its recovery audit in August. ICE 
will issue an RPQ in July and will begin its recovery audit shortly thereafter. We have 
also completed our Improper Payment Act compliance reviews and will be improving our 
methodology for FY 2005 in the coming months in conjunction with 0MB and our 
auditors. 

In the grants area, we are aware of the challenges ensuring that funds made 
available to State and Local governments and other non-Federal recipients are awarded in 
a timely manner. DHS is actively evaluating this issue and has taken a number of steps to 
develop best practices to mitigate the barriers that have caused delays in the award 
process. For example, we incorporated grants management planning, awarding and 
oversight in our plans for the Department’s single financial system, we convened a task 
force in March 2004 to address the concerns related to State & Local homeland security 
funding, and we established an internal Grants Coimcil with representatives from all the 
bureaus to provide advice on grants management policies and procedures. 

I am also confident that DHS is taking the proper steps now to submit its FY 2004 
PAR, including audited financial statements, by the accelerated due date of November 
15, 2004. This year’s effort will benefit from the methodologies developed and lessons 
learned from the first year audit. Many bureaus that faced audits for the first time in FY 
2003 have made major strides in upgrading their systems and training their staff in 
dealing with the rigors of the audit. We have also centralized and automated many of the 
consolidated monthly reporting requirements. This will yield substantial economies of 
scale and will free up bureau accounting personnel for other PAR activities. (We will 
have a hard close for the third quarter (Jime) in advance of fiscal year-end to help insure 
the fiscal year close by November 1 5.) Going forward, all DHS bureaus will benefit 
finm implementation of Department-wide standard operating procedures expected in 
September. 

As a result of our progress to date, we are increasingly turning our focus to daily 
oversight of DHS bureaus and are actively engaged in resolving issues that surface. For 
example, we established a reconciliation team composed of staff from the CFO’s Office, 
Border & Transportation Security, Citizenship & Immigration Services, and the Coast 
Guard to assess questions concerning the apportionment of FY 2004 funds among ICE, 
CBP and CIS. The work has been ongoing, but agreements have been recently reached to 
permanently realign funds between the Bureaus. 


Financial Systems 


Essential to sound financial management is a sound and robust financial 
management system. When DHS was created, we inherited 8 1 resource management 
systems and initiatives from the 22 agencies and components that were merged to create 
DHS. The systems count increases to 101 when other resomce management systems we 
interface with — external to DHS— -are included. Few of these systems are integrated and 
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the majority is outdated and many have limited fimctionality. To address this problem, 
the Department has undertaken a resource management transformation initiative entitled 
eMerge^. The goal of eMerge^, which stands for “electronically managing enterprise 
resources for government effectiveness and efficiency”, is to improve resource 
management and enable the bureaus to move “Mission Support” savings to “Front Line” 
operations. eMerge^ is a business-focused program that seeks to consolidate and integrate 
the Department’s budget, accounting and reporting, cost management, acquisitions and 
grants, asset management, and budget functions. Once procured and configured, the 
solution will be implemented in several phases focusing first on those organizations most 
in need of improved basic financial management services. eMerge^ has completed an 
exhaustive requirements definition and design phase, obtained imanimous approval of 
these requirements from the DHS Management Council, and recently issued an RFQ to 
begin the process of vendor selection. We fully expect an award to be made at the end of 
this month, with piloting and implementation scheduled to begin shortly thereafter. As 
eMerge^ is implemented over the next few years, it will greatly enhance Departmental 
visibility, oversight and accountability of component operations and financial 
management. 


Program Analysis and Evaluation 

Sensible financial management requires informed financial and management 
decisions. To ensure policy decisions are made based on soimd rationale, such as a 
program’s contribution to our strategic goals and measurable results, DHS has put in 
place a comprehensive planning, evaluation, and investment review process. 

At the core of this process is the Future Years Homeland Security Program 
(FYHSP). Section 874 of the Homeland Security Act of 2002, requires the Department 
to prepare the FYHSP. The FYHSP will ensure current and out year program 
requirements are properly planned, identified, aligned with DHS goals and priorities and 
have measurable meaning&l performance outcomes. We recently completed the 
Department’s first FYHSP and will be providing it to Congress in the near future. 

In addition, the Department’s first high-level Strategic Plan was released in 
February. This Strategic Plan sets forth the vision and mission statements, core values, 
guiding principles and strategic goals and objectives that provide the framework to guide 
the actions that make up the daily operations of the Department. The Department’s FY 
2005 budget request is tied to the strategic plan and provides annual performance 
measiues for each agency. 

Holding mmiagers accountable for achieving established goals and results is 
integral to DHS’s financial management and planning. Towards this end, the 
performance budget forges a strong link between resources and performance, shows what 
is being accomplished with the money being spent, and establishes accountability for the 
levels of performance achieved. The Program Assessment Rating Tool (PART) 
complements the performance budget by providing the Department an objective means of 
assessing the value and contribution of individual programs to achieving the 
Department’s objectives. It also provides a tool for assessing how the program is being 
managed. DHS has met 0MB ’s goal of using PART for 60% of the Department’s 
programs. 
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In the past year, an Investment Review Board (IRB) and Joint Requirements 
Council (JRC) were established and their structures refined to ensure the proper 
identification, prioritization and evaluation of cross-cutting investment opportunities both 
within and outside the Department and to ensure optimal allocation of resources. 
Specifically, the IRB and JRC review major capital investments to; 

• Integrate Departmental priorities, resource planning, investment control, 
budgeting, acquisition, and investment management to ensure resources are 
wisely used. 

• Ensure that spending directly supports and furthers DHS’s mission and 
provides optimal benefits and capabilities to stakeholders and customers. 

• Identify poorly performing programs and investments so corrective actions 
can be taken. 

• Identify duplicative efforts for consolidation and mission alignment when it 
makes good sense or when economies of scale can be achieved. 

The JRC has recently prioritized all 100+ investment proposals across the Department in 
accordance with our Strategic Plan and has developed a 6-month work plan to evaluate 
them. The IRB and JRC have also been involved in our eMerge^ project and will conduct 
periodic reviews throughout its implementation, ensuring maximum benefit from this 
investment across DHS. 

S. 1567. Department of Homeland Security Financial Accountability Act 

Like many others, I appreciate and applaud the objectives of S. 1 567, the 
“Department of Homeland Security Financial Accountability Act” and the companion 
House bill, H.R. 4259. As the CFO of DHS, 1 commend all relevant efforts by the 
executive and legislative branches, including those of the Chairman and Mr. Akaka with 
S. 1567 and the Accountability of Tax Dollars Act of 2002, to make our controls tighter 
and to provide financial managers better tools to complete our mission more efficiently 
and effectively. Today, DHS complies with the intent of the Chief Financial Officers Act 
of 1990 and will continue to do so. Our audits comply with requirements of the 
Accountability of Tax Dollars Act, and the deployment of eMerge^ will bring our 
financial systems in line with the Federal Financial Management Improvement Act. 

A provision I would like to discuss specifically is one that would require an audit 
of the Department’s internal controls beginning in FY 2005. There are several factors 
that lead me to believe that this should not be mandated for the coming fiscal year. They 
include: 

• The current audit of financial statements includes testing of internal controls 
to the extent necessary to support an audit opinion on the statements. The 
financial statement testing will identify material weakness in internal controls 
and other reportable conditions related to financial reporting. An additional 
audit of internal controls may be somewhat redundant. In addition, the 
Federal government has many checks and balances in place that help address 
concerns about internal controls (GAO, IG, etc.). 

• U.S. Customs Service (now CBP) had an audit of internal controls performed 
for the FY 2002 period in place of a full-scope CFO financial statement audit. 
It was done by KPMG under the direction of the Treasury OIG. We would 
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like to evaluate the outcome of that process further to help assess the potential 
value of a controls audit for DHS. 

• Such an audit could be costly in dollars and staff time and may not bring the 
level of benefits to the agency that it might be intended to provide. I believe 
consideration should be given to having the Chief Financial Officers Council 
and the President's Council on Integrity and Efficiency conduct a cost benefit 
analysis of an audit of internal controls, as contemplated in H.R. 4259. 

• As a result, I believe consideration should be given to postponing the effective 
date of this provision until at least FY 2006. 

Closing 

In closing, I would like to thank the Committee again for the opportunity to 
appear before you here today and assure you that the Department and I are committed to 
achieving the goals we have established. We have already made great progress under 
challenging circumstances. Now, with a strong, growing and motivated staff and the 
continued support of DHS leadership, OMB and Congress, I am confident we will realize 
even greater progress in this, our second year of the Department. 

I would now be happy to answer any questions you may have. 
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Mr. Chairman and Members of the Subcommittee: 


Thank you for the opportunity to be here today to discuss the FY 2003 financial 
statement audit at the Department of Homeland Security (DHS) and ways to improve the 
financial management and accountability of DHS. My remarks will focus on financial 
accounting and reporting, revenue collection, contract management, grants management, 
and information technology. 

On March 1, 2003, almost 180,000 employees and 22 disparate agencies combined to 
form DHS in one of the largest government reorganizations ever. The reorganization had 
elements of a merger, divestiture, acquisition, and startup. Notably, the General 
Accounting Office (GAO) designated the implementation and transformation of DHS as 
a “high risk” because of the size and complexity of the effort, the existing challenges 
already faced by the incoming components, and the importance of DHS’ mission. GAO 
also noted that successful transformations of large organizations under even less 
complicated situations could take from 5 to 7 years. 

Since the department’s formation it has made noteworthy progress in the integration of 
legacy agencies and the development of department-wide ftmctions. Still, there is much 
to be done, including needed improvements in DHS financial operations. 

Financial Accounting and Reporting 

The most immediate financial management challenge for DHS has been the orderly 
transition of the financial operations of its inherited components and the development of 
plans for its own integrated financial management system. Further, DHS was presented 
with the challenge of preparing its first set of financial statements for audit, and met that 
challenge under difficult circumstances. 

The Office of Inspector General (OIG) engaged KPMG LLP (KPMG), to complete an 
audit of DHS’ financial statements as of September 30, 2003, and for the seven months 
then ended, as required by the Accountability of Tax Dollars Act of 2002. Despite 
limited staff with many other responsibilities, DHS officials ultimately agreed to accept 
the challenge of a financial statement audit even though it added strain to its relatively 
limited resources. They recognized that an audit would establish a solid baseline from 
which DHS could plan for and build good financial management processes. With this 
audit, DHS now has that solid baseline for measuring improvement. 

KPMG gave a qualified opinion on the consolidated balance sheet and statement of 
custodial activity, meaning that, except for certain items described below, they were 
presented fairly and free of material misstatements. KPMG was unable to provide an 
opinion on the remaining statements for the reasons discussed below. The qualification 
on the balance sheet related to; 
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(1) The lack of sufficient documentation provided prior to the 
completion of KPMG’s audit procedures to support $2.9 billion 
in property, plant, and equipment at the Coast Guard; 

(2) KPMG’s inability to observe a sufficient number of the 
physical counts of operating materials and supplies at Coast 
Guard or otherwise verify the valuation of operating materials 
reported in the amount of $497 million; and 

(3) The lack of sufficient, actuarial documentation provided prior 
to the completion of KPMG’s audit procedures to support 
retirement benefits recorded at $3.3 billion at the Secret 
Service and post-employment benefits recorded at $201 million 
at the Coast Guard. 

The Coast Guard’s financial statements had never been audited at the level of detail 
required at DHS, where Coast Guard became a larger bureau relative to its parent 
department. It is not uncommon for a large established agency such as the Coast Guard 
to require additional time to get its processes and systems in place to facilitate a financial 
statement audit at this level of detail. The Secret Service has since obtained an actuarial 
report on its retirement benefits liability, and believes it has recorded the correct amount. 
Coast Guard has likewise done the same for its post-employment benefits liability. 

KPMG was unable to provide an opinion on the consolidated statements of net cost and 
changes in net position, the combined statement of budgetary resources, and the 
consolidated statement of financing for several reasons. First, several “legacy” agencies 
(agencies fi'om which component entities or functions were transferred to DHS) 
submitted accounting and financial information over which DHS had limited control. 
Consequently, the auditors were unable to complete procedures relating to revenue, costs, 
and related budgetary transactions reported by the legacy agencies to DHS. In addition, 
KPMG was unable to complete audit procedures over certain revenues, costs, and related 
budgetary transactions at the Coast Guard prior to the completion of the DHS 
consolidated audit. 

DHS inherited 18 material weaknesses from the Customs Service, the Immigration and 
Naturalization Service (INS), the Federal Emergency Management Agency (FEMA), and 
the Transportation Security Administration (TSA). KPMG determined that nine of the 
material weaknesses were corrected or partially corrected. The remaining ones were 
consolidated into seven DHS material weaknesses or reclassified to a reportable 
condition or other matter for management’s attention. The seven material weaknesses 
included the following: 


> Financial Management and Personnel: DHS’ Office of the 
Chief Financial Officer (OCFO) needed to establish 
financial reporting roles and responsibilities, assess critical 
needs, and establish standard operating procedures (SOPs). 
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These conditions were not unexpected for a newly created 
organization, especially one as large and complex as DHS. 
The Coast Guard and the Strategic National Stockpile had 
weaknesses in financial oversight that led to reporting 
problems, as discussed further below. 

> Financial Reporting: Key controls to ensure reporting 
integrity were not in place, and inefficiencies made the 
process more error prone. At the Coast Guard, the financial 
reporting process was complex and labor-intensive. 

Several DHS bureaus lacked clearly documented 
procedures, making them vulnerable to the loss of key 
people. 

> Financial Systems Functionality and Technology: The 
auditors found weaknesses across DHS in its entity-wide 
security program management and in controls over system 
access, application software development, system software, 
segregation of duties, and service continuity. Many bureau 
systems lacked certain functionality to support the financial 
reporting requirements. 

> Property. Plant, and Equipment iPP&E'l: The Coast Guard 
was unable to support $2.9 billion in PP&E due to 
insufficient documentation provided prior to the completion 
of KPMG’s audit procedures, including documentation to 
support its estimation methodology. TSA lacked a 
comprehensive property management system and adequate 
policies and procedures to ensure the accuracy of its PP&E 
records. 

> Operating Materials and Supplies fOM&Sl: Internal 
controls over physical counts of OM&S were not effective 
at the Coast Guard. The Coast Guard also had not recently 
reviewed its OM&S capitalization policy, leading to a 
material adjustment to its records when an analysis was 
performed. 

> Actuarial Liabilities: The Secret Service did not record 
$3.3 billion in pension liability for certain of its employees 
and retirees, and when corrected, the auditors had 
insufficient time to audit the amoimt recorded. The Coast 
Guard also was unable to provide, prior to the completion 
of KMPG’s audit procedures, sufficient documentation to 
support $201 million in post-service benefits. 
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> Transfers of Funds. Assets, and Liabilities to the 
Department: DHS lacked controls to verify that monthly 
financial reports and transferred balances from legacy 
agencies were accurate and complete. 

Other Reportable Conditions included the following: 

> Drawback Claims on Duties. Taxes, and Fees: The Bureau 
of Customs and Border Protection’s (CBP) accounting 
system lacked automated controls to detect and prevent 
excessive drawback claims and payments. 

> Import Entry In-bond: CBP did not have a reliable process 
of monitoring the movement of “in-bond” shipments — i.e., 
merchandise traveling through the U.S. that is not subject to 
duties, taxes, and fees until it reaches a port of destination. 
CBP lacked an effective compliance measurement program 
to compute an estimate of underpayment of related duties, 
taxes, and fees. 

> Acceptance and Adjudication of Inunigration and 
Naturalization Applications: The Bureau of Citizenship 
and Immigration Services’ (CIS) process for fracking and 
reporting the status of applications and related information 
was inconsistent and inefficient. CIS did not perform cycle 
counts of its work in process that would facilitate the 
accurate calculation of deferred revenue and reporting of 
related operational information. 

> Fund Balance with Treasury (FBWTI: The Coast Guard 
did not perform required reconciliations for FBWT 
accounts and lacked written standard operating procedures 
to guide the process, primarily as the result of a new 
financial system that substantially increased the number of 
reconciling differences. 

> Infra- governmental Balances: Several DHS bureaus had 
not developed and adopted effective SOPs or established 
systems to track, confirm, and reconcile infra-govemmental 
balances and transactions with their trading partners. 

> Strategic National Stockpile (SNSI: The SNS accounting 
process was fragmented and discormected, largely due to 
operational challenges caused by the laws governing the 
SNS. A $485 million upwards adjustment had to be made 
to value the SNS in DHS’ records properly. 
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> Accounts Payable and Undelivered Orders: CIS and the 
Bureau of Immigration and Customs Enforcement (ICE), 
TSA, and the Coast Guard had weaknesses in their 
processes for accruing accounts payable and /or reporting 
accurate balances for undelivered orders. 

Further, KPMG identified weaknesses in the department’s reporting process for the 
Federal Managers’ Financial Integrity Act of 1982 and instances of non-compliance with 
the Federal Information Security Management Act. KPMG also noted instances where 
DBS was not in full compliance with Office of Management and Budget Circular A-133, 
subpart D - Federal Agencies and Pass-Through Entities and Appendix B, Compliance 
Supplement. 

Compliance with Laws and Regulations 

For agencies subject to the Chief Financial Officers’ Act (CFO Act), the Federal 
Financial Management Improvement Act (FFMIA) requires financial statement auditors 
to report on compliance with it. DBS is not subject to the CFO Act, and, consequently, 
FFMIA; therefore, KPMG did not directly report on DBS’ compliance with FFMIA, 
Bowever, KPMG did report significant deficiencies in the three key areas of FFMIA: 
financial management systems, the application of federal accounting standards, and the 
recording of financial transactions at the U.S. standard general ledger level. Based on 
these deficiencies, if DBS were subject to FFMIA, the Office of Inspector General (OIG) 
would have concluded that DBS was not in substantial compliance with FFMIA. 

Specific areas of non-compliance are described within the material weaknesses and 
reportable conditions already cited. 

DBS had not implemented procedures to ensure accuracy and completeness in its 
reporting process for the Federal Managers’ Financial Integrity Act (FMFIA). FMFIA, 
as implemented by 0MB Circular A- 1 23, Management Accountability and Control, 
requires agencies to report on an annual basis material weaknesses in their controls and 
plans to correct those weaknesses. KPMG noted that DBS did not report some material 
weaknesses identified in the Independent Auditors ' Report, nor corrective actions plans 
for all material weaknesses. KPMG also noted some timeliness and consistency issues 
between the bureaus and DBS headquarters. 

KPMG found weaknesses across DBS in its entity-wide information security program 
management and in controls over system access, application software development, 
system software, segregation of duties, and service continuity. These weaknesses 
represent instances of non-compliance with the Federal Information Security 
Management Act, which requires agencies to provide information security for their 
systems. Because of the importance of system security, I am providing more details of 
these findings later in this testimony. 
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KPMG also noted that certain cost-share analyses and follow-up were not performed 
when the percentage of cost share funds paid/unpaid was greater than 20 percent. This is 
required under 0MB Circular A-133, subpart D - Federal Agencies and Pass-Through 
Entities and Appendix B, Compliance Supplement. 

Corrective Action Plans 

Because DHS is not subject to FFMIA, it is not required to submit an FFMIA mandated 
remediation plan to 0MB. However, DHS has a corrective action plan covering all of the 
bureaus that, we are told, is near completion. Many of these weaknesses will not be fully 
addressed until the department and its bureaus implement information technology (IT) 
system solutions. OIG will be working closely with DHS officials to ensure that 
remedial actions are timely and complete. 

Audit Challenges Faced in 2003 

The challenges of this audit were several. First, the mid-year and mid-quarter creation of 
DHS made it difficult to get good cut-off balances as of March 1, 2003; that is, beginning 
balances for DHS. Beginning balances are needed to audit successfully activity over a 
period of time. Many of DHS’ bureaus had to reconstruct their balance sheets as of 
March 1, 2003, which was outside of their normal reporting periods. The bureaus mostly 
succeeded in this task; however, in the case of the Coast Guard, difficulties in conducting 
the audit, as described in the next paragraphs, caused KPMG to run out of time to 
complete its audit procedures in this area. This was a contributing factor to KPMG’s 
inability to opine on the DHS’ consolidated statement of net cost and changes in net 
position, combined statement of budgetary resources, and consolidated statement of 
financing, which I will refer to as “activity statements’’ for the purpose of this testimony. 
One of the results of this beginning balance work, though, is that it helped the bureaus 
and programs ensure a more complete and accurate documentation of &e transfer of 
assets, liabilities, and budgetary authorities into DHS, which were then compared for 
consistency with transfers out by the legacy agencies. 

Second, the Coast Guard is proportionally a larger bureau within DHS compared to the 
Department of Transportation, its legacy parent department. This brought with it 
proportionally more scrutiny during our audit, something for which the Coast Guard was 
not folly prepared. Its financial reporting processes were inefficient and complex. 
Because the Coast Guard had never received an audit opinion on its own financial 
statements (although its financial information received audit coverage specific to its 
legacy department’s financial statement audit), auditing standards required KPMG to test 
certain Coast Guard balances related to prior years. The Coast Guard had not maintained 
certain documentation needed to support the valuation and existence of PP&E in the net 
amount of $2.9 billion out of total net balance of $9. 1 billion at the DHS consolidated 
level. Much of the $2.9 billion related to PP&E acquired prior to 1996, just when 
departments were starting to implement reform legislation requiring audited financial 
statements. Nevertheless, auditing standards required us to seek objective evidence, 
including estimates using documented and acceptable methodologies, to support this 
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balance. Because the Coast Guard could not provide sufficient documentation, KPMG 
qualified its opinion on the balance sheet for the $2.9 billion. 

The Coast Guard also had significant weaknesses related to OM&S. The Coast Guard 
maintains OM&S primarily as inventory to support its fleet of ships and aircraft. 

Because of poor controls at field sites over physical counts (procedures that verify the 
existence and completeness of inventory), l^MG could not validate the valuation of 
$497 million out of $1.2 billion net OM&S, inventory, and stockpile balance at the DHS 
consolidated level. Auditing standards require auditors to observe physical counts of 
inventories as part of its validation procedures. KPMG attempts to observe inventory 
procedures were made difficult in some cases because of ships being out to sea, or the 
Coast Guard being unable to resolve differences between the physical counts and the 
accoimting records. 

Third, financial reporting at the consolidated level in particular was a challenge. 

Although the large bureaus came into DHS with financial reporting mechanisms in place, 
those processes had to be created at the consolidated level. DHS was fortunate to be able 
to use the Department of the Treasury’s Treasury Information Executive Repository 
(TIER), a data warehouse that collects DHS bureaus’ financial information, interfaces 
with other software, and supports preparation of DHS consolidated and individual bureau 
financial statements. Difficulties in using TIER, however, prevented DHS from 
preparing timely and accurate periodic consolidated financial statements. Most bureau 
financial systems were not electronically interfaced with TIER, and bureaus had to 
configure their systems and processes to meet TIER submission requirements. As a 
result, errors occurred. TIER is a temporary system solution until a permanent financial 
reporting system architecture for DHS can be developed and implemented. 

The OCFO is responsible for the preparation of consolidated financial statements using 
TIER. The OCFO operated with relatively few finance personnel, who principally served 
to coordinate financial management policy and consolidate financial information 
submitted by the bureaus. The OCFO had not established a hierarchy of financial 
reporting authority, or an entity-wide financial management organiMtion chart that 
clearly defined roles and responsibilities and assisted with the identification of critical 
human resources needed to ensure that all financial management responsibilities were 
assigned. The OCFO had not developed SOPs that would result in consolidated financial 
reports that are consistent, timely, accurate, and in compliance with federal accounting 
standards. These conditions were not unexpected for a newly created organization, 
especially one as large and complex as DHS. Nevertheless, the problems associated with 
TIER, the lack of clear DHS-wide organizational roles and responsibilities and SOPs, and 
the insufficient number of qualified persotmel or contractors at the OCFO would continue 
to make complying with financial reporting requirements difficult. 

Audit Challenges for 2004 

For FY 2004 OMB has accelerated the reporting deadline for audited financial statements 
and the Performance and Accountability Report to November 15, two and a half months 
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earlier than last year’s deadline. Meeting this date will be a considerable challenge for 
DHS. 

Many of the financial reporting challenges that DHS faces stem fi-om its still recent 
creation from 22 disparate agencies. Although DHS has reduced the number of 
accounting service providers from 19 to 10, reporting processes remain complicated, and 
financial managers continue to spend considerable time on transitional issues. 

One of the greatest transitional challenges DHS has faced this year is the realignment of 
back office functions at ICE, CBP, and CIS that took place at the start of FY 2004. Nine 
months into the fiscal year, many agreements regarding intra-bureau services that are 
being provided between the bureaus are not in place, leaving many accounting issues 
open. The CFO recently reported progress in this area, but time is short to clear up the 
accounting issues in this fiscal year. Also, as part of this realignment, ICE took over 
accounting responsibilities for several other DHS components, several of which were 
previously serviced by legacy agencies. This has taxed ICE’s accounting resources, 
which already had been taxed by significant staff attrition in the last year. 

As noted in last year’s audit report, weaknesses in financial systems complicate the 
financial reporting process. There is not an integrated system to consolidate financial 
information fiom the bureaus, so in many instances a manual interface is necessary, and 
changes, corrections, and reconciliations are more difficult. Financial managers’ time 
also has been taken up closing temporary accounts used in FY 2003 to help get DHS off 
the ground. Transitioning these accounts into permanent account structures is another 
task unique to DHS that has claimed a portion of its limited resources. 

Because the Performance and Accountability Report was issued in February, DHS had 
little time to take corrective action on the material weaknesses and reportable conditions 
reported last year before it entered the FY 2004 audit cycle. To the extent that these 
weaknesses remain, they will continue to make preparation of the financial statements 
and the auditing of them more difficult. The accelerated reporting date requires a new 
audit approach that relies more heavily on internal controls and systems and earlier audit 
testing. 

Another challenge for DHS is its cost accoimting processes. The financial systems that 
DHS components brought with them from their legacy agencies were designed to 
summarize financial information for the purposes of those legacy agencies. Summarizing 
cost information by DHS’ new priorities - its strategic goals - is very difficult, and 
makes compilation of DHS’ Statement of Net Cost a challenge. 

Finally, key milestones for this audit are approaching fast. July will be a crucial month 
because this is when balance testing must begin. It will be difficult for DHS and the 
auditors to overcome any significant problems that remain beyond July. The lack of 
sufficient staff, particularly in the OCFO and ICE, to deal with these problems and others 
that may arise is another of the major challenges DHS financial management faces. 
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Revenue Collection 

CBP is not only responsible for border security and narcotics interdiction, it is also 
responsible for enforcing trade regulations and collecting associated revenues. Aiuiually, 
the United States collects more than $24 billion in customs duties, excise taxes, fines, 
penalties and other revenue, the second largest revenue source after income taxes. While 
it is paramount that DHS ensure that the nation’s ports are secure from terrorist activities, 
it is also important that the revenue base is protected. 

CBP’s Compliance Measurement Program targets importers to assess trade compliance 
and project the revenue base, along with the associated revenue gap. The revenue gap is 
the difference between the dollar amount of import duties, taxes, and fees that CBP could 
have collected under current operations had all goods been entered in full compliance, 
and the actual amount of revenue collected by CBP. CBP estimated the revenue gap to 
be $ 1 70 million for FY 2003. However, the reliability of the compliance measurement 
data is questionable. OIG identified discrepancies in the data used to establish the 
compliance rate, for example, import data varied depending on the database accessed. 
Accordingly, the compliance rate may be inaccurate. 

The Treasury OIG had conducted a review of CBP’s international mail operations. Each 
year a huge volume of international mail transported by foreign postal administrators - 
approximately 160 million letters and parcels - enters the United States at 13 international 
mail branches (IMB). These IMBs are dispersed throughout the country, but are often 
co-located with international airports, seaports, and land ports. In addition to examining 
the mail for implements of terror and contraband, CBP examines the mail to identify 
dutiable parcels. Treasury OIG reported that information on values from the mail 
declarations is often inaccurate, and reliance on such information has resulted in CBP’s 
losing revenue. CBP has taken measures to improve the collectability of mail revenue. 
These measures include: 

(1) Using the mail survey results to target where the greatest 
potential for revenue in mail packages is located based on type 
of mail, country of origin, etc.; 

(2) Revising its International Mail Operations and Enforcement 
Handbook to standardize operations at all IMBs, and; 

(3) Monitoring incoming mail to ensure that international mail is 
delivered to CBP for inspection. 

However, since receipt of the mail at the IMB is the primary mission of the U.S. Postal 
Service, CBP must work cooperatively with the Postal Service to ensure that all mail is 
delivered to CBP for inspection, and outstanding duties are collected from the Postal 
Service. 
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Both ICE and CIS perform an integral role in collecting and accounting for the more than 
$1 billion in application fees from non-citizens seeking entry into the U.S. In fulfilling 
its mission, CIS processes millions of actions and requests that are documented in paper 
files. The systems that track these applications are non-integrated, and many are ad hoc. 
As a result, CIS must perform regular data calls to obtain information on its pending 
application inventory, which is important in measuring performance. Also, DHS’ 
financial statement audit found that CIS lacks standard operating procedures to track and 
report the status of applications and related information. The challenge for CIS is to move 
from paper based and non-integrated processes to an integrated case management system, 
which CIS is planning to implement. 

CBP processes “drawback” claims on duties, taxes, and fees. A drawback is a remittance 
of duties, taxes, or fees previously paid by an importer, and typically occius when the 
imported goods on which duties, taxes, or fees have been previously paid are 
subsequently exported from the U.S. or destroyed prior to entering the U.S. commerce. 
The Automated Commercial System (ACS), which accounts for the revenue, lacks 
controls to detect and prevent excessive drawback claims and payments. Also, ACS does 
not have the capability to compare, verify, and track essential information on drawback 
claims to the entries or export documentation upon which the drawback claim is based. 
Also, drawback review policies do not require drawback specialists to review all related 
drawback claims against the associated entries to determine whether, in aggregate, an 
excessive amount was claimed. Accordingly, CBP must rely on a manual sampling 
approach to compare, verify, and match entries and export documentation to drawback 
claims submitted by importers. As a result, the risk of fraudulent claims or claims made 
in error is increased. 

Also, CBP is responsible for collecting user fees from air passengers and commercial 
vessels arriving in the U.S. as required by Consolidated Omnibus Reconciliation Act. 

The retailer of the passengers’ tickets must collect the user fee and remit payment to CBP 
quarterly. The fees are designed to pay for the costs of inspection services provided by 
CBP, which now includes INS and the Animal and Plant Health Inspection Service 
(APHIS) inspection processes. CBP tracks the fees in a database and follows up with 
delinquent carriers. However, the list of retailers that are liable for payment cannot be 
reconciled with the user fees that are due. CBP has no viable method to identify all 
parties selling tickets subject to the fee. Accordingly, CBP cannot impose penalties on 
the ticket seller for not collecting the fee. 

To comply with the reporting requirements of the Aviation and Transportation Security 
Act (ATSA), CBP mandated the use of the Advanced Passenger Information System 
(APIS) to target people who could threaten homeland security. However, the APIS is 
utilized only by the enforcement branch of CBP and the information gathered on arriving 
passengers, which includes the country of origin, is not shared with the financial staff 
responsible for collecting the user fees. CBP collects information regarding the number 
of passengers on each vessel by reviewing flight/ship manifest information that is entered 
into the Entry Clearance Arrival Record (ECAR) system. The information entered in 
ECAR does not include information regarding country of origin, and thereby does not 
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specify the fee required from the passenger. As a result, CBP may not be collecting all 
the passenger user fees mandated by law from people entering the U.S. 

Between Fiscal Year 1998 and 2002, the former Customs Service collected $1.1 billion 
from the airlines. Now that CBP’s inspection workforce has expanded to include INS 
and APHIS inspection services, it important that CBP ensure that the appropriate 
revenues are collected and are adequate to cover the costs of services provided. 

Similarly, TSA is also required by statute to impose a fee on passengers of air carriers 
and may impose a fee on air carriers for the difference between ISA’s costs of providing 
civil aviation security services, and the amount of passenger fees collected. These fees 
are designed to pay for the costs of providing civil aviation security services including: 
costs of screening personnel and their supervisors; equipment; federal law enforcement 
officers, and civil aviation security research and development. TSA should also ensure 
that the appropriate revenues are collected and are adequate to cover the costs of services 
provided. 

Contracts Management 

A major challenge for DHS has been the identification and management of its 
procurements (the “procurement universe”). Although the department inherited 
procurement responsibility for 22 incoming organizations, only 7 procurement shops 
came into DHS. The remaining 15 components were receiving procurement services 
from organizations outside of the department, limiting the department’s ability to apply 
effective and consistent oversight to its procurements. In addition, the Chief Procurement 
Officer has not been granted the authority to realign existing procurement resources to 
meet the procurement service needs of all 22 components better. Under these 
circumstances, the department has struggled even to prepare a detailed and accurate 
listing of its procurement universe. The data the department has received to date has 
come from 22 different sources and has not been independently validated. For example, 
FEMA discovered that it had not been reporting or tracking procurements let by its 
disaster field offices. Although efforts are under way to bring all department 
procurements under the umbrella of one comprehensive reporting system, data for fiscal 
years 2003 and 2004 have not been reported in detail sufficient to manage the 
procurement universe. DHS needs to integrate the procurement functions of its 
component organizations to ensure that good management controls are consistently 
applied. 

Several of the incoming procurement organizations lacked important management 
controls. For example, during its first year of operation, TSA relied extensively on 
contractors to accomplish its mission, while providing little contract oversight. Contracts 
were written without clearly defined deliverables, were not modified to reflect changed 
circumstances, and, in some circumstances, TSA failed to provide a basis for assessing 
contractors’ performance. As a result, the cost of some contracts ballooned. For example, 
TSA made major changes to its screener recruitment contract without performing trade- 
off studies or cost benefit analysis. The ceiling for that contract rose from $104 million 
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to $741 million. TSA also did not follow sound practices in awarding and administering a 
contract for the installation and maintenance of Explosives Detection Systems and 
Explosives Trace Detection Systems. As a result, TSA paid contract fees based on a 
percentage of total invoiced costs, which had the effect of creating a cost-plus-a- 
percentage-of-cost type contract. This type of contract is prohibited in the federal 
government. TSA also paid more than $44 million in award fees without adequate 
evaluation of the contractor’s performance, and paid the contractor a profit that was 
disproportionately high when compared to the contractor’s cost and risk and compared to 
what other agencies allow as profit under such contracts. 

TSA has since devised policies and procedures that require adequate procurement 
planning, contract structure, and contract oversight. For example, TSA has established a 
contract management team that closely monitors the work of its current persotmel 
recruitment contractors. This team is responsible for all activities related to inspection of 
contractor’s performance and documenting compliance with contract provisions, 
including tracking cost and schedule performance. Their oversight activities include a 
formal monthly program review to gauge programmatic success and identify issues. TSA 
intends to establish similar contract management teams for each of its major programs. 

Other bureaus have large, complex, and high-cost procurement programs under way that 
need to be closely managed. For example, GBP’s Automated Commercial Environment 
(ACE) system project will cost $5 billion, and the Coast Guard’s Deepwater Capability 
Replacement Project will cost $17 billion and take two to three decades to complete. 
Further, the department recently awarded a contract for the development of United States 
Visitor and Immigrant Status Indication Technology System (US-VISIT). US- VISIT is 
an automated system for tracking and controlling the entry and exit of all aliens by air, 
land, and sea ports of entry. US-VISIT will be up to a $10 billion dollar program 
implemented over the next ten years. DHS OIG will be reviewing these major 
procurements on an ongoing basis. 

Grants Management 

DHS inherited a variety of grant programs that provide money for disaster preparedness, 
response, and prevention. Significant shortcomings had been identified in many of these 
programs in the past, and the potential for overlap and duplicate funding has grown as the 
number of grant programs has grown. For example, DHS OIG’s report on the Assistance 
to Firefighters Grant Program (OlG-ISP-01-03, September 2003) pointed out that many 
items authorized for purchase under the program are also authorized for purchase under 
the State Homeland Security Grant Program. In addition, preparedness grant programs 
were located in different DHS directorates, creating challenges related to intra- 
departmental coordination, performance accountability, and fiscal accountability. 
Furthermore, DHS program managers need to develop meaningful performance measures 
to determine whether the grant programs have actually enhanced state and local 
capabilities to respond to terrorist attacks and natural disasters. 
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DHS has made significant strides in this area, particularly in consolidating the 
preparedness grant programs. However, problems remain, and means must be found to 
ensure that first responder funds are being used effectively and getting to those who need 
them in a timely manner, OIG’s March 2004 report (OIG-04-15) on distributing and 
spending first responder grant funds identified a number of reasons for delays in getting 
equipment and training into the hands of first responders. ODP has begun taking actions 
recommended in the report. 

OIG continues to audit individual disaster assistance grants awarded by FEMA to states 
and sub-awarded to local governments. We have reported on 121 such audits since March 
1, 2003, and questioned $68 million in claimed grant costs. An important byproduct of 
those audits is that we identify recurring problems, such as repeated instances of FEMA’s 
not enforcing regulations designed to ensure managerial control over grant funding. For 
example, state and local subgrantees often ignore the requirement that they get written 
approval from FEMA before continuing with public assistance projects that are going to 
cost more or take more time to complete than estimated at the time FEMA initially 
approved the project. Often, when FEMA closes the grant and discovers this rule 
violation, it retroactively approves the increases with no consequence to the grantee or 
subgrantee. Ignoring such regulations increases the risk of waste, fraud, and abuse. 

Consolidation of Preparedness Grants 

DHS consolidated two offices, the Office of Domestic Preparedness and the Office of 
State and Local Government Coordination, into the Office of State and Local 
Government Coordination and Preparedness. The new office addresses the need to locate 
all DHS terrorism grant programs in a single office and eliminate the inefficiency 
resulting from similar grant programs located in separate organizational units. When the 
reorganization is completed, the office will include 25 DHS grant programs and will 
provide a “one-stop shop” for DHS terrorism preparedness grants. OIG applauds this 
effort. 

In addition, DHS established a Grant Council that provides a forum for senior DHS 
financial assistance officials to work together. The Council is intended to address issues 
affecting DHS financial assistance mechanisms (grants, cooperative agreements, 
reimbursable agreements and other types of assistance) to meet the common needs of 
organizational elements, and to develop and implement short term and long term goals 
for the DHS grants management system. The Council is intended to address innovative 
approaches to promote effective business practices and ensure the timely delivery and 
proper stewardship of DHS grants. OIG supports this effort and participates in an 
advisory role. 

DHS Grants Management System 

DHS is making progress in developing an integrated grants and financial management 
system. Grants are still being processed outside the department under memoranda of 
understanding with other federal agencies. However, the department is developing an 
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integrated grant and financial management system, known as “eMerge2” (electronically 
managing enterprise resources for government effectiveness and efficiency), which is 
scheduled for implementation by September 2006. The Office of Grant Policy and 
Oversight, which reports to the Chief Procurement Officer, and several DHS major grant- 
awarding offices, have been involved in the development of this system, but the primary 
responsibility for its development and implementation resides with the DHS Resource 
Management Transformation Office. 

The department has updated the Catalog of Federal Domestic Assistance to reflect the 
assistance programs that were either transferred from the 22 federal agencies or 
developed as a result of congressional direction and new funding. Also, the department 
has created internal and external websites to provide updated information on grant 
activities. OIG will continue to monitor DHS’ progress. 

Information Technology 

Systems Integration 

DHS organizational elements have over 100 disparate, redundant, and non-integrated 
systems used to support a range of administrative functions, such as accounting, 
acquisition, budgeting, and procurement. Because of the lack of standardization and 
systems interoperability in the current environment, many of these activities are tedious, 
manual, and burdensome. The eMerge2 program is intended to address these issues by 
implementing DHS-wide enterprise solutions to increase efficiency and effectiveness 
significantly while optimizing investments. Based upon recent OIG discussions with 
management officials, the program is on schedule in the design and acquisition phase, 
requirements have been identified, and a request for proposals has been issued for 
enterprise-wide solutions to meet mission requirements. 

Further, the CIO must ensure that individual technology investments are aligned with an 
overarching, department-wide framework for If. To this end, the CIO has a stated goal 
of implementing “one network, one infrastructure” by December 2005. To establish the 
network, the CIO has set up an Enterprise Infrastructure Board that meets periodically to 
discuss strategies for connecting DHS networks, which include local area networks, 
metropolitan area networks, and wide area networks. The Enterprise Infrastructure 
Board is comprised of a number of project teams, such as the Network Security Board, 
which is tasked with implementing an initiative to institute the firewalls, routers, 
switches, and other technologies needed to secure the DHS networks. DHS is enhancing 
ICE’S backbone to create the department-wide network that establishes data 
communications among all of its organizational elements. 

With release of the first version of an enterprise architecture in September 2003, the CIO 
has also made progress toward the goal of one DHS infrastructure. In December 2003, 
enterprise architecture officials in the CIO’s office told OIG that the department had not 
yet issued a request for proposal to implement the enterprise architecture. Version 1 of 
the document outlines a general transition strategy, but it must be detailed further for the 
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architecture to be implemented. Work is currently under way on version two of the 
enterprise architecture. One of the objectives of the DHS enterprise architectirre team is 
to m^e the transition strategy in version 2 more detailed and easier to implement. 

Information Technology Controls 

A key aspect of the financial statement audit was the assessment of DHS IT general 
controls, as IT systems si^ificantly facilitate DHS’ financial processing activities and 
maintain important financial data. Controls over IT and related financial systems are 
essential elements of financial reporting integrity. Effective general controls in an IT and 
financial systems environment are typically defined in seven key control areas: entity- 
wide security program planning and management, access control, application software 
development and change control, system software, segregation of duties, service 
continuity, and system functionality. In addition to reliable controls, federal financial 
management system functionality is important to program monitoring, increasing 
accountability of financial and program managers, providing better information for 
decision making, and increasing the efficiency and effectiveness of services provided by 
the federal government. 

KPMG found weaknesses at each bureau across all IT general control areas. 

Collectively, these weaknesses limited DHS’ ability to ensure that critical financial and 
operational data was maintained in such a manner to ensure confidentiality, integrity, and 
availability. In addition, these weaknesses negatively affected the internal controls over 
DHS financial reporting and its operation, and KPMG considered them collectively to 
represent a material weakness, as mentioned earlier. 

The challenge of merging numerous entities into DHS has been a key contributing factor 
to these weaknesses. These various entities have had their own FT fhnctions, controls, 
and processes. DHS has taken some steps to begin addressing these issues, such as 
implementing the Infomation Technology Security Program Publication, which contains 
many requirements for maintaining a DHS-wide information security program. In 
addition, DHS is currently designing a department-wide IT architecture, as mentioned 
above. Until the architecture is complete and the related IT infrastructure, controls, and 
processes are implemented, DHS’ IT control envirorunent will continue to consist 
primarily of the IT processes and controls in place at the entities that were consolidated 
into DHS. 

We believe that to address these weaknesses DHS needs to design and implement DHS- 
wide policies and procedures related to IT controls, and to ensure that the policies and 
procedures are enforced through the performance of periodic control assessments and 
audits. Focus should be aimed at implementing and enforcing a DHS-wide security 
certification and accreditation (C&A) program, and FT training for administrators and 
users. Many of the technical issues identified during this review, such as weak technical 
security controls and the lack of contingency plaiming strategies, can be addressed 
through an effective C&A and training program. 

Conclusion 

Mr. Chairman, this concludes my prepared statement. Please be assured that our office 

will continue to place a high priority on financial management issues. Again, I appreciate 

your time and attention and welcome any questions you or members of the subcommittee 

might have. 
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Mr. Chairman and Members of the Subcommittee: 

I am pleased to be here today to discuss financial management challenges facing the 
Department of Homeland Security (DHS). When DHS began operations in March 2003, it 
faced the daunting task of bringing together 22 diverse agencies. Not since the creation 
of the Department of Defense in the 1940s had the federal government undertaken a 
transformation of this magnitude. Because of the challenges and risks associated with 
the transformation and implementation of DHS, the sheer size of the undertaking, and 
the prospect of serious consequences for the nation should DHS fail to adequately 
address its management challenges and risks, GAO designated the transformation and 
implementation of DHS high-risk in January 2003.' Our high-risk program, established in 
1990, has helped the executive branch and the Congress to galvanize efforts to seek 
lasting solutions to high-risk problems and challenges. 

As we pre\aously reported,* DHS faces significant financial management challenges, 
including (1) addressing the existing and newly identified internal control weaknesses in 
the inherited components, and (2) integrating a myriad of redundant financial 
management systems. Enactment of the Department of Homeland Security Financial 
Accountability Act (S. 1567) will enhance DHS’s chances for overcoming these 
challenges. 

DHS, like other federal agencies, has a stewardship obligation to prevent fraud, waste, 
and abuse; to use tax dollars appropriately; and to ensure financial accountability to the 
President, the Congress, and the American people. Management must establish effective 
internal controls to safeguard assets, protect revenue, and make authorized payments. 
Unfortunately, improper payments are a widespread and significant problem receiving 
increased attention in the federal government. Improper payments occur for many 
reasons including insufficient oversight or monitoring, inadequate benefits eligibility 
controls, and automated system deficiencies. However, based on our previous work, one 
point is clear, the basic or root causes of improper payments can typically be traced to a 
lack of or breakdown in internal control. Wlule DHS was not required to report improper 
payments for fiscal year 2003, several of its inherited weaknesses clearly suggest risk for 
improper payments and loss of revenue. DHS, as it addresses inherited material 
weaknesses and integrates its business functions, should pay close attention to 
implementing strong internal controls. 

For the most part, DHS’s component entities are using legacy financial management 
systems that have a myriad of problems, such as disparate, nonintegrated, outdated, and 
inefficient systems and processes. DHS will need to focus on building future systems as 


‘U.S. General Accounting Office, High-Risk Series: An Update, GAO-03-119 (Washington, D.C.; January 
2003). 

'For example, see U.S. General Accounting Office, Major Management Challenges and Program Risk- 
Department of Homeland Security, GAOh3-102 (Washington, D.C.: January 2003) and Department of 
Homeland Security: Challenges and Steps in Establishing Sound Financial Management, GAO-03-1 134T 
(Washington, D.C.: Sept. 10, 2003). 
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part of its enterprise architecture approach to ensure an overtirching framework for the 
agency’s integrated financial management processes. Plans and standard accounting 
policies and procedures must be developed and implemented to integrate the various 
financial management environments under which inherited agencies operate so that DHS 
can produce useful and timely financial information. 

Currently, DHS is the only cabinet-level department in the federal government that is not 
subject to the Chief Financial Officers (CFO) Act of 1990.’ As such, this department, with 
a fiscal year 2004 budget of nearly $40 billion and more than 180,000 employees, does not 
have a presidentially appointed CFO subject to Senate confirmation and is not required 
to comply with the requirements of the Federal Financial Management Improvement Act 
of 1996 (FFMIA).* The goals of the CFO Act and related financial reform legislation, such 
as FFMIA, are to provide the Congress and agency management with reliable financial 
information for managing and making day-to-day decisions and to improve financial 
management systems and controls to properly safeguard the government’s assets. 

S. 1567, as passed by the Senate on November 21, 2003, would, among other things, 
amend the CFO Act to (1) add DHS as a CFO Act agency, and (2) require DHS to obtain 
an audit opinion on its internal controls. While DHS’s CFO has testified that the 
department complies with the audit provisions of the CFO Act and will continue to do so, 
we believe DHS should not be the only cabinet-level department not covered by what is 
the cornerstone for pmsuing and achieving the requisite financial management systems 
and capabilities in the federal government. While this administration has voluntarily 
complied with some provisions of the CFO Act, making DHS subject to the CFO Act 
through enactment of S. 1567 would assist the department in facing and overcoming the 
financial management challenges it faces and legislate future compliance with the 
important provisions of the CFO Act and related legislation. 

The perspectives we offer in this testimony are derived from work completed by us, 
inspectors general, independent auditors, as well as from executive guidance and 
testimony related to financial management and DHS. 


Addressing Internal Control Weaknesses 

DHS faces the challenge of correcting the previously identified material weaknesses that 
the agencies brought with them to DHS, as well as addressing newly identified 
weaknesses from DHS’s first financial statement audit and obtaining an unqualified or 
“clean” audit opinion. I will first highlight the results of DHS’s first financial statement 


’Pub. L. No. 101-576, 104 Slat 2838 (Nov. 15, 1990). 

‘FFMIA, Pub. L. No. 104-208, div. A, §101(1), tiUe Vm, 110 slat 3009, 3009-389 (Sept 30, 1996). FFMIA 
requires the major departments and agencies covered by the CFO Act to implement and maintain financial 
management systems that comply substantially with (1) federal financial management systems 
requirements, (2) applicable federal accounting standards, and (3) the federal government’s standard 
general ledger at the transaction level. 
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audit and then I will discuss some of DHS’s internal control weaknesses. Finally, as you 
requested, I will include in my statement today a brief discussion of the growing 
govemmentwide problem of improper payments. 

On its first financial statement audit, for the 7-month period from March 1, 2003, to 
September 30, 2003, DHS received a qualified opinion from its independent auditors on 
its consolidated balance sheet as of September 30, 2003, due in part to the auditors’ 
inability to determine if certain asset balances reported by the U.S. Coast Guard were 
fairly presented. In addition, auditors were unable to opine on the consolidated 
statements of net costs and changes in net position, combined statement of budgetary 
resources, and consolidated statement of financing. The disclaimer on these statements 
was due to the auditor’s inability to observe certain inventory counts at Coast Guard, 
among other things. In addition, the auditors reported numerous internal control 
weaknesses, which I would now like to discuss. 

Collectively, internal controls are an integral component of an organization’s 
management that provides reasonable assurance that the organization achieves its 
objectives of (1) effective and efficient operations, (2) reliable financial reporting, and 
(3) compliance with laws and regulations. Internal controls are not one event, but a 
series of actions and activities that occur throughout an entity’s operations and on an 
ongoing basis. When DHS was formed from 22 component agencies, there were 30 
identified internal control weaknesses that DHS inherited. Component agencies took 
action to resolve 9 of these 30 weaknesses. These actions included reinstating 
procedures to accurately estimate financial data, performing risk assessments of major 
systems, and instituting processes to ensure accounts receivable and fixed assets are 
properly recorded. Of the remaining 21 weaknesses, 

• 9 were combined and reported as material weaknesses,' 

• 5 were combined and reported as reportable conditions,' and 

• 7 weaknesses were classified by the department’s independent auditors as 
observations and reconunendations.’ 

DHS's independent auditors reported 6 new internal control weaknesses as of September 
30, 2003, bringing the total number of DHS reportable conditions to 14 — 7 of which are 
considered to be material weaknesses. These weaknesses included the lack of 
procedures at DHS to verify the accuracy and completeness of balances transferred on 


material weakness is a condition that precludes the entity’s internal control from providing reasonable 
assurance that misstatements, losses, or noncompliance material in relation to the financial statements or 
to the stewardship information would be prevented or detected on a timely basis. 

’’Reportable conditions are matters coming to auditor’s attention that, in their judgment, should be 
communicated because these represent significant deficiencies in the design or operation of internal 
control that could adversely affect the federal government’s ability to meet the internal control objectives. 

’Observations and recommendations are weaknesses that do not meet the criteria for reportable 
conditions that are typically communicated from the auditor to the appropriate level of entity management 
in a management letter. 
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March 1, 2003, and significant weaknesses with the number of qualified financial 
management personnel employed by the department. 

While DHS has taken steps to resolve some of the internal control weaknesses it 
inherited from component agencies, continued focus on resolving weaknesses and 
developing strong internal controls cannot be understated. For example, increased 
attention has recently been paid to the prevalence of improper payments in the federal 
government. Improper payments occur for many reasons including insufficient oversight 
or monitoring. Inadequate eligibility controls, and automated system deficiencies. 
However, based on our previous work, the basic or root causes of improper payments 
can typically be traced to a lack of or breakdown in internal control. 

Improper payments include inadvertent errors, such as duplicate payments and 
miscalculations', payments for unsupported or inadequately supported claims; payments 
for services not rendered; payments to ineligible beneficiaries; and payments resulting 
from outright fraud and abuse by program participants and/or federal employees. In 
2003, the first year certain agencies were required by the Office of Management and 
Budget to publicly report their improper payments, 15 agencies reported estimates of 
improper payments exceeding $35 biltion. We have included in appendix I, a summary of 
improper payment estimates agencies reported in fiscal year 2003. 

Additionally, I would like to highlight a few specific examples of financial management 
challenges DHS faces. 


Federal Emergency Management Aeencv fFEMAl 


We recently performed a review of FEMA’s property management. One of our objectives 
was to determine whether controls were in place to ensure that property acquired during 
the 5 months prior to FEMA transferring its functions to DHS was properly accounted 
for in the property management system.® We fotmd that FEMA continued to lack the 
controls and key information necessary to ensure that personal property is properly 
accoimted for. For example, its property management systems do not share common 
data identifiers such as serial numbers or piuchase order numbers. Without these data, 
we were unable to perform certain tests to conclude whether or not FEMA properly 
accounted for property it acquired prior to transferring to DHS. Considering that FEMA 
reported approximately $355 million in property, of which approximately 67 percent is 
considered sensitive and thus more susceptible to theft or pilferage, strong internal 
controls over its property systems are needed. Absent integrated or adequately 
interfaced financial management systems with the key information necessary to track 
and account for property, FEMA’s property is ■vulnerable to loss or misappropriation and 
there is an increased risk that property could have been purchased and not recorded in 
FEMA’s personal property systems. 


*Prior to its transfer to DHS, FEMA was 1 of the 24 CFO Act agencies. 
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Customs 


Despite the former U.S. Customs Service’s progress in implementing recommendations 
we have made regarding the development of Customs’ planned import system, the 
Automated Commercial Environment (ACE),’ numerous weaknesses remain. ACE is 
intended to replace the current system used for collecting import-related data and 
ensuring, among other things, that trade-related revenue is properly collected and 
allocated. To ensure proper implementation of these initiatives, DHS’s management must 
continue to provide a sustained level of commitment to its successful implementation. 
Until this system is fully implemented, billions of dollars annually in trade-related 
revenue will continue to be tracked by systems with inadequate controls, leaving it 
increasingly susceptible to inaccurate reporting. 


Coast Guard 


Concerns have been reported regarding the Coast Guard's Deepwater Procurement 
Project (Deepwater), which began in 2002 and currently has an estimated cost of $17 
biUion over 20 years — ^the largest in Coast Guard’s history. It is intended to replace or 
modernize by 2022 all assets used in missions that generally occur offshore. However, it 
is already difficult to determine the degree to which the Deepwater project is on track 
with regard to its original acquisition schedule because the Coast Guard has not 
maintained and updated its acquisition schedule. The absence of an up-to-date 
acquisition schedule is a concern because it raises some question as to whether the 
acquisition is being adequately managed and whether the government’s interests are 
being properly safeguarded. Further, a recent disclosure that, just a few years into the 
acquisition, costs have risen by $2.2 bilUon indicates the need for a clear understanding 
of what assets are being acquired, when they are being acquired, and at what cost. The 
high cost and long-term needs of the Coast Guard coupled with the absence of an up-to- 
date acquisition schedule early in the project should make financial management of the 
Deepwater project a key priority of DHS in order to prevent the project from greatly 
exceeding cost estimates and ensure program goals are met. 


Integrating Financial Systems 

Another significant challenge for DHS is developing a financial management architecture 
with integrated systems and business processes. According to DHS officials, the 
department is in the early stages of acquiring a financial enterprise solution to 
consolidate and integrate the department’s financial accounting and reporting systems, 
including budget, accounting and reporting, cost management, asset management, and 


TJ.S. General Accounting Office, Customs Service Modernization: Automated Commercial Environment 
Progressing, but Further Acquisition Management Improvements Needed, GAO-03-406 (Washington D.C.i 
Feb. 28, 2003). 

“U.S. General Accounting Office, Coast Guard: Deepwater Program Acquisition Schedule Update Needed, 
GAO-04-696 (Washington D.C. June 14, 2004). 
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acquisition and grants functions. The project, which DHS has termed “electronically 
Managing enterprise resources for government effectiveness and efficiency” ( eMergi) 
was initiated in August 2003, and DHS expects it to be completed in 2006 at a cost of 
approximately $146 million. 

While DHS is early in the process of acquiring an integrated financial enterprise solution, 
similar projects have proven challenging and costly for other federal agencies, such as 
the testimony on the Department of Defense provided today by my colleague." 
Additionally, we have reported on the efforts of National Aeronautics and Space 
Administration'^ (NASA) to acquire new information systems. NASA is on its third 
attempt in 12 years to modernize its financial management process and systems, and has 
spent about $180 million on its two prior failed efforts. One of the key impediments to 
the success of integration efforts at NASA was the failure to involve key stakeholders in 
the implementation or evaluation of system improvements. As a result, new systems 
failed to meet the needs of key stakeholders. To avoid similar problems, DHS must 
ensure commitment and extensive involvement from top management and users in the 
financial system development and integration. 

Additionally, over the past year, DHS has reported that it has reduced the number of its 
financial management service providers from the 19 at the time DHS was formed to the 
10 it currently uses. DHS has plans to further consolidate to 7 providers. A DHS official 
estimated approximately $5 miUion in .savings through the reduction of the number of 
financial management service centers. 


Homeland Security Financial Accountability Act — S. 1567 

I would now like to talk about why we support the Homeland Security Financial 
Accountability Act (S. 1567).“’ S. 1567 as introduced by you on August 1, 2003 and passed 
by the Senate on November 21, 2003, would, among other things, amend the CFO Act to 
(1) add DHS as a CFO Act agency and (2) require DHS to obtain an audit opinion on its 
internal controls. Enactment of ^s legislation will increase the likelihood that the 
challenges discussed earlier in my testimony will be overcome. 


"U.S. General Accounting Office, Department of Defense: Jdnancial and Business Management 
Transformation Hindered by Long-standing Problems, GA04)4-941T (Washington, D.C.: July 8, 2004). 

‘Tl.S. General Accounting Office, Irdormation Technology: Architecture Needed to Guide NASA’s Financial 
Management Modernization, GAO-0443 (Washington, D.C.: Nov. 21, 2003) and U.S. General Accounting 
Office, National Aeronautics and Space Admmistration: Significant Actions Needed to Address Long- 
standing Financial Management Problems, GAO-04-754T (Washington, D.C.: May 19, 2004). 

‘^he U.S. House of Representatives is considering a related bill with similar provisions, the Department of 
Homeland Security Financial Accountability Act, H.R. 4259. 
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Inclusion of DHS as a CFO Act Agency 

We strongly supported passage of the CFO Act in 1990 and continue to strongly support 
its objectives of (1) giving the Congress and agency decision makers reliable financial, 
cost, and performance information both annually and, most important, as needed 
throughout the year to assist in managing programs and making difficult spending 
decisions; (2) dramatically improving financial management systems, controls, and 
operations to eliminate fraud, waste, abuse, and mismanagement and properly safeguard 
and manage the government’s assets; and (3) establishing effective financial 
organizational structures to provide strong leadership. Achieving these goals is critical 
for establishing effective management of any enterprise. We have seen unprecedented 
progress in improving federal financial management that has resulted since passage of 
the CFO Act and we strongly support amending the CFO Act to include DHS, 

The CFO Act requires the agency’s CFO to develop and maintain an integrated 
accounting and fmancial management system that provides for complete, reliable, and 
timely financial information that facilitates the systematic measurement of performance 
at the agency, the development and reporting of cost information, and the integration of 
accounting and budget information. The CFO is also responsible for aU financial 
management personnel and all financial management systems and operations, which in 
the case of DHS would include the component CFOs and their staff. The CFO is 
responsible for asset management as well. The act also requires that the agency’s CFO be 
qualified, appointed by the President, approved by the Senate, and report to the head of 
the agency. With the size £ind complexity of DHS and the many significant financial 
management challenges it faces, it is important that DHS’s CFO is qualified for the 
position, displays leadership characteristics, and is regarded as top management. 
Appointment of the CFO by the President, subject to Senate confirmation, is one way to 
ensure that the intent of the law is met. Currently, the CFO at DHS reports to the Under 
Secretary for Management while directorate CFOs report to the head of their respective 
directorates, not to DHS’s CFO. Making DHS subject to the CFO Act would assist the 
department in facing and overcoming the financial management challenges inherent in 
its formation and others that have come to light since its formation. 

Under the Accountability of Tax Dollars Act of 2002," DHS, as an executive branch 
agency with budget authority greater than $25 million, is required to obtain annual 
fmancial statement audits; however, its auditors are not required to report on 
compliance with FFMIA. FFMIA requires that CFO Act agencies implement and maintain 
financial management systems that substantially comply vrith (1) federal financial 
management systems requirements, (2) applicable federal accounting standards, and 
(3) the U.S. Government Standard General Ledger at the transaction level. The ability to 
produce the data needed to efficiently and effectively manage the day-to-day operations 
of the federal government and provide accountability to taxpayers has been a long- 
standing challenge at most federal agencies. 


“Pub. L No. 107-289, 116 Stat. 2049 (Nov. 7, 2002). 
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Oninion on Internal Controls 

31 U.S.C. 3512(c), (d) (comnionly known as the Federal Managers’ Financial Integrity Act 
of 1982 (FMFIA)) requires agencies to establish internal controls that provide reasonable 
assurances that: 

• obligations and costs are in compliance with applicable law, 

• funds, property, and other assets are safeguarded against waste, loss, 
unauthorized use, or misappropriation, and 

• revenues and expenditures applicable to agency operations are properly 
recorded and accounted for to permit the preparation of accounts and reliable 
financial and statistical reports and to maintain accountability over the assets. 

FMFIA requires the head of each agency to sign a statement as to whether the agency’s 
internal controls fuUy comply with the above requirements or that they do not fully 
comply and the reasons why they do not. In effect, this reporting is management 
assertion as to whether the agency’s mtemal controls are effective. 

Current 0MB guidance for audits of government agencies and programs*'^ requires 
auditor reporting on internal control, but not at the level of providing an opinion on 
internal control effectiveness. We have long believed and the Comptroller General has 
gone on record in congressional testimony''^ that auditors have an important role in 
providing an opinion on the effectiveness of mtemal control over financial reporting and 
compliance with laws and regulations in connection with major federal departments and 
agencies. For a number of years, we have provided opinions on internal control 
effectiveness for the federal entities that we audit because of the importance of internal 
control in protecting the public’s interest. Specifically, we provide opinions on mtemal 
controls and compliance with laws and regulations for our audits of the U.S. 
government’s consolidated financial statements, the financial statements of the Internal 
Revenue Service and Federal Deposit Insurance Corporation, the Schedules of Federal 
Debt managed by the Bureau of the Public Debt, and numerous small entities’ operations 
and funds. Our reports and related efforts have engendered major improvements in 
internal control. 

As part of the annual audit of GAO’s own financial statements, we practice what we 
recommend to others and contract with an independent public accounting firm for both 
an opinion on our financial statements and an opinion on the effectiveness of our 
internal control over financial reporting and on compliance with laws and regulations. 
Our goal is to lead the way in establishing the appropriate level of auditor reporting on 


‘■'Office of Management and Budget, Audit Beqwrcmenls for Federal Finandal Statements, Bulletin 01-02 
(Washington, D.C.: Oct. 16, 2000). 

'®U.S. General Accounting Office, FiscaJ Year 2002 U.S. Government Financial Statements: Sustained 
Leadership and Oversight Needed for Effective Implementation of Financial Management Eefoim, GAO-03- 
572T (Washington, D.C.: Apr. 8, 2003). 
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internal control for federal agencies, programs, and entities receiving significant 
amounts of federal funding. Additionally, three other agencies, the Social Security 
Administration (SSA), General Services Administration (GSA), and the Nuclear 
Regulatory Commission (NRC) voluntarily obtain separate opinions on internal control 
effectiveness from their auditors, which is commendable. 

Also, publicly traded corporations recently were subjected to a requirement to disclose 
management attestations on corporations' internal controls and to obtain an audit 
opinion on those attestations. A final rule issued by the Securities and Exchange 
Commission that took effect in August 2003 and provides guidance for implementation of 
Sections 302, 404, and 906 of the Sarbanes-Oxley Act of 2002,” which requires publicly 
traded companies to establish and maintain an adequate internal control structure and 
procedures for financial reporting and include in the annual report a statement of 
management’s responsibility for and assessment of the effectiveness of those controls 
and procedures in accordance with standards adopted by the Securities and Exchange 
Commission.'* The final rule defines this requirement and requires applicable companies 
to obtain a report in which a registered public accounting firm issues an attestation on 
management’s assessment of the effectiveness of internal controls over financial 
reporting. 

Auditor reporting on internal control is a critical component of monitoring the 
effectiveness of an organization’s accovmtability. GAO strongly believes that this is 
especially important for large, complex, or challenged entities that use taxpayer dollars. 
By giving assurance about internal control, auditors can better serve their clients and 
other financial statement users and better protect the public interest by having a greater 
role in providing assurances of the effectiveness of internal control in deterring 
fraudulent financial reporting, protecting assets, and providing an early warning of 
internal control weaknesses. We believe auditor reporting on internal control is 
appropriate and necessary for publicly traded companies and mqjor public entities alike. 
We also believe that such reporting is appropriate in other cases where management 
assessment and auditor examination and reporting on the effectiveness of internal 
control add value and mitigate risk in a cost-beneficial manner. 

We fully support having DHS, as well as all CFO Act agencies, obtain an opinion on its 
internal control. If DHS is truly committed to becoming a model federal agency, it should 
begin obtaining opinions on internal control as soon as practical and set an example for 
other agencies to follow and in keeping with the actions already taken by SSA, GSA, 

NRC, and GAO. 


"Pub. L. No. 107-204, §§302, 404, 906 1 16 Stat. 745, 777, 789, 806 (July 30, 2002). 

'*The Securities and Exchange Commission approved the Public Company .Accounting Oversight Board’s Auditing 
Standard }imx\h<s:T2, An Audit of Internal Control Over Flnanci^ Reporting Performed in Cozyunction With an Audit of 
Financial Statements, on June 17, 2004. This guidance provides sUmdards and related performance guidance for 
independent audits as they attest to, and report on, management's assessment of the effectiveness of intemaJ control 
over financial reporting under Section 404 of the Sarbanes^xiey Act of 2002. 
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In closing, the American people have increasingly demanded accountability from 
government and the private sector. The Congress has recognized, through legislation 
such as the CFO Act, that the federal government must be held to the highest standards. 
We already know that many of the larger agencies transferred to DHS have a history of 
poor financial management systems and significant internal control weaknesses. These 
known weaknesses provide further evidence that DHS’s systems and financial controls 
should be subject to the CFO Act and thus FFMIA. We also strongly encourage DHS to 
become a model agency and, as soon as practical, obtain an opinion on its internal 
controls and report performance information in its accoimtabUity reports. 

Mr. Chairman, this concludes my statement I would be happy to answer any questions 
you or other Members of the Subcommittee may have at this time. 


Contacts and Acknowledgments 

For information about this statement, please contact McCoy Williams, Director, 

Financial Management and Assurance, at (202) 512-6906, or Casey Keplinger, Assistant 
Director, at (202) 512-9323. You may also reach them by e-mail at williamsml@gao.gov or 
keplingerc@gao.gov. Individuals who made key contributions to this testimony include 
Cary Chappell, Heather Dunahoo, Saurav Prasad, and Scott Wrightson. 
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Appendix I 


Table 1: Improper Payment Estimates Reported in Agency Fiscal Year 2003 
Performance and Accountability Reports. 


^ -f-; 



1. Department of Agriculture 

1 . Food Stamps 

$1,507,000,000 

2. Commodity Loan Programs 

153.000,000 

3. National School Lunch and 
Breakfast 

0 

4. Women, Infants, and Children 

0 

2. Department of Defense 

5. Military Retirement Fund 

33,087,000 

6. Military Health Benefits 

53,484,000 

3. Department of Education 

7. Student Financial Assistance — 
Peli Grants 

Student Financial Assistance — 
non-program specific 

377,500,000 

105,000,000 

8. Title 1 

0 

4. Department of Health and Human 
Services 

9. Medicaid 

0 

10. Medicare 

11,600,000,000 

11. Head Start 

0 

12. Temporary Assistance for 

Needy Families 

0 

13. Foster Care — Title IV-E 

0 

14. State Children’s Insurance 
Program 

0 

15. Child Care and Development 
Fund 

0 

5. Department of Housing and 

Urban Development 

16. Low Income Public Housing 

650,000,000 

17. Section 8 Tenant Based 

1.215,000,000 

18. Section 8 Project Based 

662,000,000 

19. Community Development 

Block Grant (Entitlement 
Grants. States/Small Cities') 

0 

6. Department of Labor 

20. Unemployment Insurance 



|[iilllillllBBS9 


IHHHESSSEES 

7. Department of Treasury 

23. Elamed Income Tax Credit 

10,500,000,000 

8. Department of Transportation 

24. Airport Improvement Program 

14,000,000 

25. Highway Planning and 
Construction 

1,400,000 

26. Federal Transit — Capital 
Investment Grants 

32,000,000 

27. Federal Transit — Formula 
Grants 

64,000,000 
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9. Depaitnient of Veterans Affairs 

28- Compensation 

129,063,000 

29. Dependency and Indemnity 
Compensation 

0 

30. Pei^ion 

250,535,000 

31. Insurance Programs 

261,000 

10. Environmental Protection 

Agency 

32. Clean Water St^e Revolving 
Funds 

.13% 

Reported as a rate, 
no amount 

33. Drinking Water State 

Revolving Funds 

.04% 

Reported as a rate, 
no amount 

11. National Science Foundation 

34. Research and Education 

Grants and Cooperative 
Agreements 

0 

12. Office of Personnel Management 

35. Retirement Program (Civil 
Service Retirement System 
and Federal Employees 
Retirement System) 

177,300,000 

36. Federal Employees Health 
Benefits Program 

28,200,000 

37. Federal Employees Group Life 
Insurance 

448,000 

13. Railroad Retirement Board 

38. Retirement and Survivors 
Benefits 

168,327,370 

39. Railroad Unemployment 
Insurance Benefits 

2,778,000 

14. Small Business Administration 

40. 7(a) Business Loan Program 

13,000,000 

41. 504 Certified Development 
Companies 

None 

42. Disaster Assistance 

0* 

43. Small Business Investment 
Companies 

0“’ 

15. Social Security Administration 

44. Old Age and Survivors’ 

Insurance 

600,000,000 

45. Disability Insurance 

340,000,000 

46 Supplement^ Security Income 
Program 

2,740,000,000 


31 of 46 agency programs 
reported estimated amounts 

$35,654,504,445 


Source Agency fiscal year 2003 Perfomiance and Accountability Reports (data), GAO (analysis) 
Note All “0” indicates that the agency did not report amounts for the program. 


SBA reported improper payment rates and amounts for certain disaster loans; it did not provide a programwide estimate of improper 
payments. 

SBA reported potential improper payment rales and amounts for certain small business investment company transactions; it did not 
provide a program wide estimate of improper payments. 
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Selected GAO Products Related DBS’s Financial Management Challenges 

U.S. General Accounting Office, Department of Homeland Security: Challenges and Steps 
in Establishing Sound Financial Management, GAO-03-1134T (Washington, D.C.; Sept. 10, 
2003). 

U.S. General Accounting Office, Fiscal Year 2002 U.S. Government Financial Statements: 
Sustained Leadership and Oversight Needed for Effective Implementation of Financial 
Management Reform, GAO-03-672T (Washington, D.C.: Apr. 8, 2003). 

U.S. General Accounting Office, Customs Service Modernization: Automated Commercial 
Environment Progressing, but Further Acquisition Management Improvements Needed, 
GAO-03406 (Washington, D.C.: Feb. 28, 2003). 

U.S. General Accounting Office, Transportation Security Administration: Actions and 
Plans to Build a Eesults-Oriented Culture, GAO-03-190 (Washington, D.C.: Jan. 17, 2003). 

U.S. General Accounting Office, High-Risk Series: An Update, GAO-03-119 (Washington, 
D.G.: January 2003). 

U.S. General Accounting Office, Major Management Challenges and Program Risks: 
Federal Emergency Management Agency, GAO-03-113 (Washington, D.C.; January 2003). 

U.S. General Accounting Office, Major Management Challenges and Program Risks: 
Department of the Treasury, GAO-03-109 (Washington, D.C.: January 2003). 

U.S. General Accounting Office, M^jor Management Challenges and Program Risks: 
Department of Justice, GAO-03-105 (Washington, D.C.; January 2003). 

U.S. General Accounting Office, Major Management Challenges and Program Risks: 
Department of Homeland Security, GAO-03-102 (Washington, D.C.: January 2003). 

U.S. General Accounting Office, Financial Management: FFMIA Implementation 
Necessary to Achieve Accountability, GAO-03-31 (Washington, D.C.: Oct. 1, 2002). 

U.S. General Accounting Office, Homeland Security Critical Design and Implementation 
Issues, GAO-02-957T (Washington, D.C.: July 17, 2002). 

U.S. General Accounting Office, A Model of Strategic Human Capital Management, GAO- 
02-373SP (Washington, D.C,: March 2002). 

U.S. General Accounting Office, Executive Guide: Creating Value Through World-class 
Financial Management, GAO/AMID-00-134 (Washington, D.C.: April 2000). 
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RESPONSES TO POST-HEARING QUESTIONS FROM MR. WALKER 


Comptroller General 
of the United States 

United States Government Accountability Office 
Washington, DC 20548 


^ G A O 

Accountability ■ Integrity ' Heliabilily 


September 1, 2004 

The Honorable Peter Fitzgerald 
Chairman 

Subcommittee on Financial Management, the Budget, and International Security 
Committee on Governmental Affairs 
United States Senate 

Subject: Responses to Posihearing Questions Related to GAO's July 8, 2004, 

Testimony on the U.S^ Government’s Consolidated Financial 
Statements for Fiscal Year 2003 

Dear Mr. Chairman: 

On July 8, 2004, 1 testified before your subcommittee at a hearing on our report on the 
U.S. government’s consolidated financial statements for fiscal year 2003.' This letter 
responds to Senator Frank Lautenberg’s subsequent questions related to our 
testimony that he asked us to answer for the record. 

1. Have erroneous payments, which were in excess of $30 billion in fiscal 
year 2001, come down at all since then? 

Improper payments reported in federal agency fiscal year 2003 Performance and 
Accountability Reports (PAR) totaled approximately $36 billion. Requirements set 
out in former section 57 of OMB Circular No. A-11 directed 15 federal departments 
and agencies to report improper payments for 46 programs in their fiscal year 2003 
PARs.^ Collectively, the 46 programs accounted for about $1 trillion in federal 
government spending — not quite half of all annual federal goverrunent expenditures. 
As GAO testified in April 2004," the estimate of nearly $36 billion came from just 31 of 


'GAO, Fiscal Year 2003 U.S. Govemmenl Financial Statements: Sustained Improvement in Federal 
Financial Management Is Crucial to Addressing Our Nation’s Future Fiscal Challenges, GAO-04- 
886T (Washington, D.C.; July 8, 2004). The fiscal year 2003 Financial Report of the United States 
Government, issued by the Department of the Treasury on February 27, 2004, is available through 
GAO’s Web site at www.gao.gov and Treasury’s Web site at www.fms.treas.gov/fr/index.htmi. 

^Section 57 was eliminated from OMB Circular No. A-1 1 and was replaced with OMB’s guidance for 
implementing the Improper Payments Iivformation Act of 2002, Pub. L. No. 1 07-300, 1 16 stat. 2350 
(Nov. 26, 2002). The new guidance expands the reporting requirements to programs not included in 
OMB’s fiscal year 2003 guidance. See OMB Memorandum M-03-I3, Improper Payments Information Act 
of 2002 (^biic Uw No. 107-300) pWay 21, 2003). 

"GAO, Financial Management: Fisc(U Year 2003 Performance and Accountability Reports Provide 
Limited Information on Govemmenlwide Improper Payments, GAO-04-631T (Washington, D.C.: Apr. 
15, 2004). 
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the 46 programs. Essentially, there are federal programs making expenditures of 
over $1 trillion annually that have not yet reported estimated improper payments. 

While specific federal programs, such as the Department of Agriculture’s Food Stamp 
Program, may report success in reducing annual error rates, with over half of the 
annual federal government expenditures not included in the $36 billion estimate, it is 
unlikely that the total govemmentwide estimate that will be reported for fiscal year 
2004 will decrease below $36 biUion. 

2. According to a March GAO report, the federal government’s 2003 
operating results showed a deficit of $665 billion, while the budget results 
showed a $375 billion deficit, and the federal government lacks a method 
to reconcile these results. What are the reasons for this discrepancy? 

In February 2004, we issued our disclaimer of opinion on the consolidated financial 
statements of the U.S. government (CFS) for the fiscal years ended September 30, 
2003 and 2002. In our report we stated that the federal government did not have an 
adequate process to identify and report items needed to reconcile the operating 
results, which for fiscal year 2003 showed a net operating cost of $665 billion, to the 
budget results, which for the same period showed a unified budget deficit of $375 
billion in the Reconciliation of Net Operating Cost and Unified Budget Deficit 
(hereafter referred to as the reconciliation statement). 

The reconciliation statement is expected to explain differences that occur because 
the net operating cost in the consolidated financial statements is prepared on the 
accrual basis in accordance with U.S. generally accepted accounting principles. 

Under accrual accounting, transactions are reported when the event or transaction is 
recognizable under U.S. generally accepted accounting principles rather than when 
cash is received and paid. By contrast, federal budgetary reporting is, with certain 
exceptions, on the cash basis, in accordance with accepted budget concepts and 
policies. In order to reconcile the net operating cost to the unified budget deficit, the 
preparer is required to identify all the items that are (1) components of net operating 
cost and not part of the unified budget deficit, such as depreciation expense, and (2) 
components of the budget deficit and not part of net operating cost, such as the 
acquisition of capital assets. 

We found that Treasury was not able to identify and support all the reconciling items 
needed to adequately prepare the reconciliation statement. As part of our fiscal year 
2002 audit,* we recommended that Treasury, as preparer of the reconciliation 
statement, develop and implement a process that ensures that agencies adequately 
identily and report items needed to reconcile net operating cost and unified budget 
deficit or surplus. 

3. Which agencies are being the most cooperative and making the most 
progress towards implementing financial management reforms? Which 
agencies are being the least cooperative? What lessons are being learned 


’GAO, FinaTicidl Audit: Process for Preparing the Consolidated Financial Statements of the U.S. 
Government Needs Improvement, GAO-04-45 (Washington, D.C.; Oct. 30, 2003). 
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from the most successful agencies that can be applied to less successful 
ones? 

In the area of financial performance, we have continued to point out that the federal 
government has a long way to go to successfully implement the statutory reforms the 
Congress enacted during the 1990s.' A range of financial management system 
weaknesses, poor recordkeeping and documentation, weak internal controls, and 
lack of information have prevented the federal government from having the cost 
information needed to effectively and efficiently manage operations or accurately 
report a large portion of its assets, liabilities, and costs. 

We have not conducted any analysis to determine the level of federal agencies’ 
cooperation toward implementing financial management reforms. However, across 
the federal government, there are a range of financial management improvement 
initiatives under way that, if effectively implemented, will improve the quality of the 
federal government’s financial management and reporting. In this regard federal 
agencies have started to make progress in their efforts to modernize their financial 
management systems and improve financial management performance as called for 
in the President’s Management Agenda (PMA). In identifying improved financial 
performance as one of its five govemmentwide initiatives, the PMA stated that “a 
clean financial audit is a basic prescription for any well-managed organization,” and 
that “most federal agencies that obtain clean audits only do so after making 
extraordinary, labor-intensive assaults on financial records.” Further, the PMA stated 
that without accurate and timely financial information, it is not possible to 
accomplish the President’s agenda to secure the best performance and highest 
measure of accountability for the American people. The PMA uses the Executive 
Branch Management Scorecard to track how well the federal departments and major 
agencies are executing the five govemmentwide management initiatives, including 
financial performance. The scores are intended to indicate how well federal agencies 
have met the standards for success defined by the President's Management Council 
as determined by the Office of Management and Budget (0MB). Federal agencies 
that are considered by 0MB to have successfully met these standards receive a green 
score, indicating that they have the capability to produce timely and accurate 
financial information to manage their operations and plan for the future. As of June 
30, 2004, five agencies had received from 0MB the green PMA scores for financial 
performance-the Department of Education, the Environmental Protection Agency, 
the National Science Foundation, the Social Security Administration, and most 
recently, the Department of Energy (DOE). According to the PMA, DOE has been a 
leader in complying with financial reporting requirements and is now making relevant 
financial information accessible to program managers in the agency. 

Although there have been some successes in implementing financial management 
reform, federal agencies still face a range of challenges. Our July 2004 testimony on 
the CFS for fiscal year 2003 stated that one of the three largest impediments to an 
unqualified opinion continues to be the Department of Defense’s (DOD) serious 
financial management problems, which we have designated as high risk since 1995.“ 


“GAO, Major Management Challenges and Program Risks: A Govemmentwide Perspective, GAO-03- 
95 (Washington, D.C.; January 2003). 

‘GAO-04-886T. 
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DOD faces financial management problems that are pervasive, complex, long- 
standing, and deeply rooted in virtually all business operations throughout the 
department/ These problems preclude DOD from producing accurate, reliable, and 
timely information to make sound decisions and to accurately report on its billions of 
dollars of assets. Overhauling DOD’s financial management operations represents a 
challenge that goes far beyond financial accounting to the very fiber of the 
department’s business operations and management culture. To date, none of the 
military services or major DOD components has passed the test of an independent 
financial audit because of pervasive weaknesses in financial management systems, 
operations, and controls. 

One of the challenges faced by the Department of Health and Human Services in the 
Medicare and Medicaid programs is common to many agencies — the difficulties in 
ensuring that underlying financial management processes, procediures, and 
information are in place for effective program management. Federal agencies need to 
take steps to continuously improve internal controls and underlying financial and 
management information systems to ensure that managers and other decision makers 
have reliable, timely, and useful financial information to ensure accountability; 
measure, control, and manage costs; manage for results; and make timely and fully 
informed decisions about allocating limited resources. 

In September 2003, we reported that meeting the requirements of the Federal 
Financial Management Improvement Act of 1996 (FFMIA) presents longstanding, 
significant challenges that will be attained only through time, investment, and 
sustained emphasis on correcting deficiencies in federal financial management 
systems.* The widespread systems problems facing the federal government need 
sustained management commitment at the highest levels of government. Today, we 
are seeing a strong commitment from the President, the Joint Financial Management 
Improvement Program (JFMIP) Principals, and the secretaries of major federal 
departments, such as the DOD, to ensuring that needed modernization efforts come 
to fruition. This commitment is critical to the success of these efforts that are under 
way, as well as those stm in a formative stage, to achieve the goals of the Chief 
Financial Officers (CFO) Act of 1990 and FFMIA. 

Through the PMA, 0MB has initiatives under way to provide federal agencies with 
keys to future success and best practices from federal agencies that have made 
successful financial management improvements. In August 2004, 0MB reported the 
results of focus groups conducted at several agencies in which managers suggested 
several key factors to their agencies’ continued successful focus on results.* One of 
the key factors identified was to make achieving results a top priority. To do this, 
according to the focus groups, federal agencies should “clearly define success, the 
action plan to achieve success, the person responsible and a due date for each 
required action; and ensure aggressive follow-through.” Federal agencies that have 
made successful financial management improvements have also made their best 


’GAO, Major Management CkaJIenges and Program Risks: Department of Defense, GAO.03-98 
(Washington, D.C.: January 2003). 

*GAO, Financial Management: Sustained Efforts Needed bo Achieve FFMIA Accountability, GAO-03- 
1062 (Washington, D.C.: Sept. 30, 2003). 

’Office of Management and Budget, The Federal Government is Resutts-Oriented: A Report to Federal 
Employees, (Washington, D.C.; August 2004). 


Paget 



264 


practices available for other agencies through the PMA website. For example, the 
Department of Agriculture reported on the barriers to obtaining a clean audit and 
described how it was able to overcome those barriers and obtain its first clean audit 
in December 2002. 

4. According to an October GAO report, six agencies (the National 
Aeronautics and Space Administration (NASA), the General Services 
Administration, the Department of Agriculture, the Department of 
Commerce, the Social Security Administration, and the Department of 
Transportation) aimed to implement core financial management systems 
in 2003 and 2004. Did those agencies meet those targets, or are they on 
track to meet them? 

As we discussed in our September 2003 report on federal agencies’ compliance with 
the FFMIA, 17 CFO Act agencies reported having core financial systems 
implementation efforts under way as of September 30, 2002.'° Core financial systems, 
as defined by the JFMIP include managing general ledger, funding, payments, 
receivables, and certain basic cost functions. Of the 17 agencies with core financial 
systems efforts underway, 3 agencies — the Department of Agriculture, the General 
Services Administration, and the National Aeronautics and Space Administration — 
planned to complete implementation in fiscal year 2003. Three other agencies — ^the 
Social Security Administration, the Department of Conunerce, and the Department of 
Transportation — planned to complete their implementations in fiscal year 2004. The 
remaining agencies had established target dates for implementation ranging from 
fiscal year 2005 through fiscal year 2008. DOD had not yet determined a date for full 
implementation. The 6 agencies that anticipated completing their core financial 
systems implementations in fiscal year 2003 or fiscal year 2004 have publicly reported 
in their PARs, strategic plans, and other documents, such as those highlighting results 
for the PMA, that the target dates were largely achieved. 

However, it is important to note that while these agencies may have publicly reported 
that they have substantially implemented new core financial systems, it is not clear 
whether these newly implemented systems are providing the full capabilities 
envisioned. For example, our work at NASA indicated that although NASA has met 
its core financial modifie’s implementation schedule, the system, as implemented in 
June 2003, does not provide many key external financial reporting capabilities." In 
fact, when NASA announced in June 2003 that the core financial module was fully 
operational at each of its 10 centers, about two-thirds of the financial events or 
transaction types needed to carry out day-to-day financial operations and produce 
external financial reports had not been implemented. Further, as part of its 
implementation strategy, NASA deferred implementation of key core financial 
module capabilities. These deferred capabilities and other problems indicated that 
NASA’s June 2003 core financial module and related systems do not substantially 
comply with the requirements of FFMIA. The results of NASA’s fiscal year 2003 
financial statements audit confirmed that NASA’s financial management problems 
continued. NASA’s independent auditor, Pricewaterhouse Coopers, disclaimed an 


“CtAO-03-1062. 
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opinion on NASA’s fiscal year 2003 financial statements; reported material 
weaknesses in internal controls; and, for the third straight year, concluded that the 
agency’s new financial management system did not substantially comply with any of 
the FFMIA requirements. 

Regarding target dates in general, at a JFMIP-sponsored forum held in June 2003 on 
system implementation success factors, one of the major success factors identified 
was that the project management team should manage the expectations of senior 
management, program managers, and oversight entities so that projects do not 
become date-driven. The participants acknowledged that there are tremendous 
pressures to implement a system “on time” even if the system is not ready. Therefore, 
project managers must be empowered to delay implementation if the system is not 
ready. In addition, it is imperative that senior leaders establish appropriate success 
measures based on performance outcomes and avoid arbitrary deadlines as the 
measure of success. The undue emphasis on meeting dates can lead to date-driven 
failures. 

5. Do we have adequate tools to monitor and control progress on 

implementation of financial management systems in various agencies? 

The Congress and 0MB have powerful tools to monitor and control progress on 
federal agencies’ financial management systems implementation. The Congress 
periodically holds hearings to discuss the status of selected projects, which provide 
Important information for funding decisions. Also, the Congress can rein in projects 
that are not proceeding as envisioned by not appropriating funds for the project. 
Similarly, 0MB has federal agencies provide updates on the status of certain projects 
and uses the budget submission process to obtain more detailed information on a 
project’s status. 

A key monitoring and control activity at the federal agency level is establishment of 
an Information Technology (IT) investment management board. Such executive-level 
boards, made up of business-unit executives, concentrate management’s attention on 
assessing and managing risks and regulating the trade-offs between continuing to 
fund existing operations and developing new performance capabilities. Our review of 
26 major federal agencies’ Investment management practices found that agencies 
generally had IT investment management boards but that no agency had the practices 
associated with oversight of IT investments fully in place. Although some federal 
agencies could not provide an explanation, others cited a variety of reasons for not 
having practices fully in place, including that the chief information officer position 
had been vacant and that the investment management process was being revised. By 
improving their practices, federal agencies can better ensure that they are being 
responsible stewards of the billions of dollars for IT they have been entrusted with 
through the wise investment of these funds. 

However, it should be noted that, as we discussed above regarding the NASA 
financial management system implementation, the monitoring mechanisms that are in 
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place have not always successfully identified implementations that are in trouble. In 
the case of the NASA financial management system implementation, it took a focused 
GAO review to identify the implementation problems. Similarly, GAO recently 
completed two case study projects — the Defense Logistics Agency’s Business 
Systems Modernization program and the Army’s Logistics Modernization Program — 
that are examples of how DOD's lack of control and accountability over business 
systems investments continues to result in the department’s spending hundreds of 
millions of dollars on systems that will not result in integrated corporate solutions to 
long-standing problems. 

In response to a request from the Chairman, Ranking Minority Member, and Vice- 
Chair of the Subcommittee on Government Efficiency and Financial Management, 
House Committee on Government Reform, we plan to review financial management 
systems implementation efforts at selected CFO Act agencies. This will be a multi- 
year effort to assess whether federal agencies that are implementing new financial 
management systems are following best practices, commonly referred to as 
disciplined processes, that can reduce the potential for risks to occur and help 
prevent those that do occur from having any significant adverse impact on the cost, 
timeliness, and performance of the project. Of the six federal agencies that expected 
to complete their core financial systems implementation in fiscal year 2003 or fiscal 
year 2004, we have to date had an opportunity only to review NASA. 

6. Do you think we need to get the top management — I mean the 

secretaries — of problem departments, or all departments, up to the Hill to 
discuss these issues? Would that help implementation? 

It is widely accepted that top management commitment is critical to any systems 
implementation project’s success. Oxa Executive Guide: Creating Value through 
World-class Financial Management'^ highlights the importance of top executives’ 
sustained commitment to improving financial management through both their words 
and actions. To ensure that federal financial management improvement efforts 
succeed and that the President's and the CFO Council’s priorities are achieved, the 
support and involvement of key nonfinancial executives and managers are also 
critical. The commitment starts with the heads of federal agencies establishing 
priorities and setting expectations and continues with the active involvement of 
program and line managers and executives in driving financial improvement 
initiatives. The Standish Group International, Inc.,'’' has identified executive support 
as one the 10 project success factors. 

Congressional hearings and other congressional oversight activity have historically 
served as powerful drivers to stimulate needed change. In the past few months, we 
have testified at hearings regarding NASA’s implementation of a new financial 
management system and DOD’s problems relating to modernizing its business 
systems. Most often, the key federal agency financial official, the CFO for NASA and 
the Comptroller for DOD, have represented their respective agencies at these 


’’GAO, Executive Guide: Creating Value Through World-class Financial Management, GAO/AIMD- 
00-134 (Washington, D.C.: April 2000). 
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hearings. Getting the federal agency heads more closely involved in ensuring that 
these systems implementations are well-planned and -managed and are following 
disciplined processes that minimize risk could provide a needed stimulus for 
achieving project success. This approach could help federal agencies minimize the 
risk related to these financial systems implementations and consequently help 
achieve the goal of implementing financial management systems that produce timely, 
useful, and accurate data for management decisionmaking and financial reporting. At 
the same time, addressing key financial and other management issues with current 
and proposed cabinet officials and agency heads, as appropriate, would also help to 
assure progress in these areas. 

Also, see the response of Greg Kutz, Director, Financial Management and Assurance, 
GAO regarding the involvement of DOD’s top management in financial management 
issues. 

7. Are the project managers we are hiring capable? Do we have sufficient 
personnel in general to succeed in these projects? 

The Standish Group has identified hiring an experienced project manager as one of 
the 10 project success factors from its review of successful systems implementation 
projects in the private sector. With many new financial management systems being 
implemented in the federal government, it is crucial that the federal government has a 
qualified workforce with the right mix of skills to successfully implement financial 
management systems. Our report on effective strategic workforce planning 
highlighted five principles that such a process should address irrespective of the 
context in which planning is done."^ Among the principles are determining the critical 
skills and competencies needed to achieve current and future results and developing 
strategies tailored to address gaps in the number, deployment, and alignment of 
human capital. 

As acknowledged by the Standish Group, a key factor in successfully implementing a 
system is having a well-qualified project manager to lead the effort. At the same time, 
it is very difficult to find all of the skills needed by a project manager implementing a 
financM management system in a single individual. A common cause of project 
failure is assigning underskilled project managers to complex projects. The “ideal” 
competencies and levels of expertise are rare, and some balancing of priorities and 
compromising is necessary in order to choose the best-qualified candidate. It is 
important that project managers have actual project management experience before 
they are selected to implement a financial management system. 

While we have not performed any studies on the project management capacity 
currently available in the federal government, at a JFMIP-sponsored forum on 
successful integration of business management systems held in May 2004, the 
participants noted that federal agencies are losing experienced project managers for 
a variety of reasons and excessively relying on outside contractors because they have 
no other choice. Participants expressed concern that internal staff lack the technical 
expertise needed. Federal agency officials overseeing implementations have 
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expertise in functional requirements, such as government accounting standards, but 
vendors and integrators have little expertise in these areas. This is extremely high 
risk and costly, and greater oversight and close monitoring of contractors is needed. 


Thank you for the opportunity to testify on these important issues. 


Sincerely yours, 



David M. Walker 
Comptroller General 
of the United States 


Enclosure 

cc: The Honorable Daniel K. Akaka 
United States Senate 

The Honorable Frank R. Lautenberg 
United States Senate 


Page 9 



269 



IHE CONTROUt-ER 


RESPONSES TO POST-HEARING QUESTIONS FROM MS. SPRINGER 

EXECUTIVE OFFICE OF THE PRESIDENT 
OFFICE OF MANAGEMENT AND BUDGET 
WASHINGTON. D.C. 20S03 

AUG 3 0 200*1 


The Honorable Daniel K. Akaka 
Ranking Member 

Subcommittee on Financial Management, the Budget, 
and Internationa! Security 
Committee on Governmental Affairs 
United Stales Senate 
Washington, DC 20510 

Dear Senator Akaka: 

I am writing in response to your follow-up questions from the July hearing before 
the Subcommittee on Financial Management, the Budget, and International Security on the 
“Federal Government’s Financial Statement and Accountability of Taxpayer Dollars.” I 
appreciate the opportunity to address your questions. 


/. Currently, the Office of Management and Budget (0MB) is targeting the financial 
management of Department of Defense (DOD) assets and improper payments. For 
the Record, please explicitly outline what steps OMB is taking to fulfill this objective. 

The Administration has taken many steps to improve the management of government 
assets and properties. This past February, the President issued Executive Order 13327, 
“Federal Real Property Asset Management,” which promotes more efficient and effective use 
of Federal real property resources. The order established an interagency Federal Real 
Property Council (FRPC) and created the position of Senior Real Property Officer (SRPO) at 
ail major executive agencies. The Council, which has met several times since the order, is 
working diligently to establish government-wide requirements and performance measures for 
improved real property management. As members of the Council, the SRPOs are working to 
develop and implement agency asset management plans at their agencies to improve the 
overall management of its properties. 

To better ensure that Federal agencies effectively implement the FRPC-issued 
guidelines and requirements, the Administration has added Federal Real Property Asset 
Management as a program initiative to the President’s Management Agenda (PMA). As part 
of this new PMA initiative, DOD and 1 3 other agencies are now evaluated quarterly by OMB 
on enhancements to asset management planning, the accuracy and completeness of their real 
property inventory, and the use of performance metrics in the management decision-making 
process. DOD continues to be an active participant in this initiative. 

Starting in fiscal year (FY) 2001, OMB required agencies to report on programs with 
significant risk of improper payments through Circular A-l 1, Section 57. DOD possessed 
two programs that were subject to this reporting process - military retirement and military 
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health benefits. Under the recently-enacted Improper Payments Information Act and 
subsequent OMB implementing guidance (M-03-13), DOD will continue to report on these 
two programs. DOD will also conduct an annual assessment of their total program inventory 
to identify any additional high risk programs. 

DOD’s military retirement and military health benefits continue to record very low 
annual improper payments rates of approximately 0.10% and 1.36%, respectively. These 
rates, however, can generate millions of dollars in improper payments each year due to the 
large amount of annual outlays. Consequently, DOD is continuing to refine its pre- and post- 
payment audit processes to reduce the error rates to their lowest level feasible. 

DOD has also achieved success in reducing improper pa 5 nnents to contractors through 
its various recovery auditing efforts. For example; 

• Recovery auditing efforts at the Department of Defense have led to an 
identification of more than $16 million in possible recoveries, with 
approximately $14.4 million actually collected; 

• The Defense Logistic Agency is currently collecting approximately $200,000 
each month, representing a total of $ 1 0. 1 million over the past eight years; and 

• The Navy, the Defense Commissary Agency and the Defense Information 
Security Agency are all in the initial phases of their recovery auditing efforts. 
Collectively, they have recovered nearly $200,000, and expect to collect another 
$500,000 in the near future. 

To further ensure that Federal agencies focus the necessary resources and attention 
toward eliminating improper payments, the Administration recently announced a new 
program initiative within the PMA dedicated to this critically important area. Under the 
Eliminating Improper Payments initiative, DOD and 14 other agencies will be evaluated 
quarterly by OMB on improved detection, measurement, and elimination of improper 
payments. This initiative will officially begin in the first quarter of FY 2005. 


2. You note that OMB meets periodically with the DOD Chief Financial Officer and its 
Inspector General to review plans for each area of concern and to monitor progress. 
Given that 22 out of the 24 recommendations made by GAO to strengthen DOD ’s 
financial management in 2001 are still unmet by DOD, can you .share with us what 
progress is resulting from the periodic meetings OMB has had with DOD? 


OMB regularly meets with DOD officials to share program information, status, and 
progress related to financial management initiatives. OMB has also identified specific 
financial management improvement goals through its quarterly scorecard, which tracks how 
well the department is executing the Improving Financial Performance initiative of the PMA. 
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DOD is addressing the difficult task of business transformation through the Business 
Management Modernization Program (BMMP). During the three years since the department 
began this program, OMB and DOD meetings have facilitated progress in building the 
baseline architecture, governance structure and re-engineering methodology that is necessary 
to reach the ultimate goal of streamlining and integrating business processes and systems. 
Through these accomplishments, DOD has set the groundwork for significant further progress 
during the coming year. 

In concert with the BMMP process, OMB will work with the Office of the Secretary 
of Defense to track the progress of DOD’s major components to develop and implement 
Financial Improvement Plans for getting a clean opinion. These plans identify actions that 
address deficiencies and corrective actions necessary to lead to a clean opinion. 

With respect to the GAO recommendations, DOD has already partially addressed 
many open recommendations and has corrected 13 BMMP technical deficiencies with the 
July 3 1 , 2004, release of the Business Enterprise Architecture (BEA) (version 2.2). 


3. Overall, $41 billion in government-wide homeland security funds are spread out 

among 21 agencies, including the Department of Homeland Security (DHS). Of this 
amount, $24 billion is administered by agencies outside of DHS. Is OMB looking to 
consolidate any homeland security functions to better manage these funds within 
DHS? 

The creation of DHS has significantly consolidated government-wide homeland 
security resources. Prior to the creation of DHS, several agencies (Departments of Defense, 
Justice, Health and Human Services, Transportation, and Treasury) each administered 
approximately 10 to 25 percent of Federal homeland security resources. With $41 billion in 
government-wide homeland security funds in FY 2004, DHS will administer close to 60 
percent of the Federal Government’s homeland security resources. Only the Department of 
Defense will administer more than 10 percent. 

The Administration regularly considers options to better align and manage homeland 
security resources, both within DHS and among agencies. When reviewing these options, 
OMB weighs the potential benefits, such as improved policy planning and reduced 
duplication, against their potential costs, such as the consequences in separating a program 
from an agency with related core capabilities. The Administration moves forward with 
proposals when appropriate. 

The Administration is constantly striving to improve performance, to enhance 
operational efficiency, to facilitate coordination, and to reduce overlap and replication in 
homeland security programs. We will continue to consider consolidation as an option when 
deemed appropriate. 
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Thank you again for your questions, and I look forward to continuing to work with 
you and the other members of the Committee on these important issues. 


Sincerely, 



Spfmger 

Controller 
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EXECUTIVE OFFICE OF THE PRESIDENT 
OFFICE OF MANAGEMENT AND BUDGET 
WASHINGTON. D.C. S3503 

AUG 3 0 200^1 


THE CONTROLLER 


The Honorable Frank Lautenberg 
United States Senate 
Washington, DC 20510 

Dear Senator Lautenberg; 

I am writing in response to your follow-up questions from the July 8* hearing before 
the Subcommittee on Financial Management, the Budget, and International Security on the 
“Federal Government’s Financial Statement and Accountability of Taxpayer Dollars.” I 
appreciate the opportunity to address your questions. 


1. Have erroneous payments, which were in excess of $30 billion in FY 2001, come 

down at all since then? 

As of fiscal year (FY) 200 1 , the Office of Management and Budget (0MB) estimated 
that approximately $35 billion in improper payments are made annually. Since that time, 
0MB and the Chief Financial Officer community, with the added tools provided by the 
Improper Payments Information Act (IPIA) of 2002, have taken a hard look at the root causes 
of payment errors, and have begun implementing the required corrective actions. Because 
IPIA mandates a broader look at program payment errors than previously required under 
OMB Circular A- 1 1, Section 57, the dollars reported as paid improperly will most likely 
increase. This does not mean, however, that more errors are being made - but rather that 
more errors are now being reported. 

The FY 2004 Performance and Accountability Reports (PARs), due to be made public 
by November 15, 2004, will provide an updated estimate of improper payments for each 
agency. The PARs will also provide detailed descriptions of agency plans for improving the 
identification and elimination of improper payments going forward. 

Recently, the Administration added Eliminating Improper Payments as a separate 
program initiative to the President’s Management Agenda (PMA). At the major agencies 
where susceptibility to improper payments exists, this initiative will follow progress in 
completing risk assessments, statistical analyses, establishing reduction targets and corrective 
action plans, and demonstrating that it is meeting its improper payment reduction targets. 


2. What kinds of increased flexibility, if any, do federal agencies need in pay scales in 

order to attract quality people to do these jobs? 

All agencies have a number of flexibilities that may be used to recruit high quality 
applicants for positions in general financial management throughout the Federal Government. 
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These include student loan repayment authority, relocation, and recruitment and retention 
bonuses. In addition, full funding of the President’s request for $300 million for the Human 
Capital Performance Fund would allow agencies to better recognize and reward high 
performers. However, agencies’ efforts in these areas are threatened by a proposed across- 
the-board pay increase in excess of the 1.5 percent increase provided for in the President’s 
Budget. If enacted, this increase would have to be absorbed by the agencies and would divert 
resources that agencies would otherwise be able to use for high-priority programs or for more 
targeted recruitment and retention efforts. 


3. How much money is being spent on implementing these initiatives? Is it sufficient? 

What are some of the personnel issues you are facing? 

Department of Defense 

Congress has appropriated $257 million through FY 2004 for the DOD Business 
Management Modernization Program (BMMP) Program Office. DOD plans to obligate all 
appropriated funds by September 30, 2004. 

DOD officials believe that recent cuts in the FY 2005 Defense Appropriations Act to 
its proposed FY 2005 budget for BMMP are excessive and will adversely impact the business 
transformation initiative. DOD officials believe that vital work will be left undone and will 
result in overall program slippage by approximately one year. In his July 8, 2004, letter to the 
Committees on Appropriations, the Deputy Secretary of Defense expressed concern about 
such large cuts to the President’s budget request. The Deputy Secretary specifically pointed 
to the potentially adverse impact on business transformation, and stated his belief that the cuts 
will curtail critical management reforms and may delay achievement of an unqualified audit 
opinion on DOD’s financial statements. 

At the July S"* hearing, subcommittee members and witnesses expressed concern about 
several department position vacancies. For example, the Comptroller position had been 
vacant since April. Since that time, however, Ms. Tina Jonas has been confirmed as the 
Under Secretary of Defense (Comptroller). 

Department of Homeland Security 

DHS has budgeted approximately $146 million for the design, acquisition and 
implementation of the financial systems initiative eMerge^ over a 3-year time frame (FY 
2004-2006). Although DHS has not yet awarded the acquisition and implementation contract 
for eMerge^, this figure is the department’s best estimate and is based on market research of 
initiatives of similar size, scope and complexity. The eMerge^ program office has strived to 
minimize costs by actively managing requirements and by aggressively managing contract 
performance. 
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The eMerge^ initiative is a department-wide efTort, and DHS bureaus have detailed 
subject matter experts to support the requirements development phase. In addition, detailees 
have been requested to support the upcoming conference room pilot phase. Wherever 
possible, DHS has augmented the program office with contract personnel support to ensure 
adequate resources. 


4. How do the financial management initiatives that are part of the President ’s 

Management Agenda mesh, compare, or conflict with the statutory requirements of the 

CFO Act and other legislation. 

The PMA reinforces the Chief Financial Officer’s Act (CFO) of 1990 by functioning 
as a tool for OMB to gauge agency progress on management improvements and ensure that 
agencies initiate corrective actions expeditiously. This is accomplished through the quarterly 
reporting cycle that monitors the key elements of management improvement from the CFO 
Act and other related management legislation. 

The three PMA initiatives related to financial management are: Improved Financial 
Performance, Real Property Asset Management, and Eliminating Improper Payments. These 
initiatives are aligned with, and build upon the foundation of, the CFO Act and other financial 
and management-related laws and regulations. These three initiatives provide an 
accountability framework that ensures increased agency attention to these critically important 
activities. 

The Improved Financial Performance initiative, the major government-wide PMA 
financial management effort, closely mirrors the reporting requirements of the CFO Act. This 
initiative measures agencies on performance in the following areas: financial systems and the 
Federal Financial Managers Financial Improvement Act of 1996, auditor identified material 
weaknesses, the Federal Managers Financial Integrity Act of 1982, financial statements and 
reporting, compliance with laws and regulations (e.g.. Debt Collection Improvement Act, 
Prompt Payment Act), and the Anti-Deficiency Act. The Improved Financial Performance 
scorecard also requires that agencies establish and execute a continuous improvement plan 
whereby agencies demonstrate to OMB how they use financial information in the agency 
decision-making process. 

This year, the PMA added real property asset management as a new program 
initiative, which applies to the largest landholding agencies. This initiative directly aligns 
with Executive Order 13327, “Federal Real Property Asset Management,” which was issued 
to promote the efficient and effective use of Federal real property resources. The order 
created the interagency Federal Real Property Council (FRPC), which is responsible for 
developing guidance to facilitate the success of agency asset management activities. The real 
property scorecard monitors agency progress in complying with FRPC standards when 
preparing an asset management plan, maintaining and reporting on current inventory, and 
tracking activities through performance measures. 
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As discussed earlier, the Eliminating Improper Payments initiative was added to the 
PMA this year. This initiative will follow agency progress in completing risk assessments, 
statistical analyses, establishing reduction targets and corrective action plans, and 
demonstrating that it is meeting its improper payment reduction targets. 


5. According to an October GAO report, six agencies (NASA, GSA, USDA, Commerce, 
SSA, DOT) aimed to implement core financial systems in 2003 and 2004. Did those 
agencies meet those targets, or are they on track to meet them? 

NASA 

NASA reported full implementation of its core financial module as of June 30, 2003. 
Some residual issues include: extensive data conversion; compliance with Federal Financial 
Management Improvement Act; and asset management, including internal controls over 
materials and property, plant, and equipment. 

GSA 

GSA reported the core financial system was implemented in October of 2002. There 
are no significant data clean-up or data conversion issues remaining. 

USDA 


USDA reported the core financial system was implemented on schedule (October 
2002). There are no remaining data clean-up or data conversion issues. 

Commerce 


Department of Commerce reported the core financial system was implemented on 
schedule (October 2003). There are no remaining clean-up or data conversion issues. 

SSA 

Social Security Administration reported the core financial system was implemented on 
schedule (October 2003). There are no remaining clean-up or data conversion issues. 

DOT 

Department of Transportation reported that its core financial system was implemented 
on schedule, with its final agency (FAA) receiving the system in November of 2003. There 
are no remaining data conversion issues, while minor data clean-up is ongoing. 
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Thank you again for your questions, and I look forward to continuing to work with 
you and the other members of the Committee on these important issues. 


Sincerely, 



Lindgi^. Springer 
Controller 
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Answers of Donald Hammond, Treasury Fiscal Assistant Secretary 
to Senator Lautenberg’s QFRs from the 
July 8, 2004 Hearing of the Senate Committee on Government Affairs 
Subcommittee on Financial Management 


Q1 : How do the financial management initiatives that are part of the President’s 
Management Agenda mesh, compare or conflict with the statutory requirements of the 
CFO Act and other legislation? 

Al: The components of the financial management section of the President’s 
Management Agenda (PMA) encompass the key components of the principal financial 
management statutory requirements. The PMA requirements increase the visibility of the 
statutory provisions and reinforce their importance. An agency must not only be in full 
compliance with these provisions in order to be graded “green” but must also perform at 
a higher level with regard to the use of their financial information in managing the 
agency’s programs. 


Q2; According to an October GAO report, six agencies (NASA, OSA, USDA, 
Commerce, SSA, DOT) aimed to implement core financial systems in 2003 and 2004. 
Did those agencies meet those targets, or are they on track to meet them? 

A2: 1 am not familiar with the specific status of these agency efforts. However, 0MB 
monitors the agencies’ activity with regard to the installation of new financial 
management systems and would have current status information. 
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Responses to Questions for the Record Submitted by Senator Daniel K. Akaka 
for Francis E. Reardon, Deputy Inspector General for Auditing, 

Office of the Inspector General for the Department of Defense 


1. Mr. Lanzillotta testified that the DoD relies on nearly 4,000 business systems to 
manage its financial activities which cost $30 billion annually to maintain. He also 
stated that a signifleant portion of these systems are obsolete. 

For the record, how is DoD ensuring that it only invests in business systems that 
effectively and expediently process financial information? Furthermore, what steps 
is DoD taking to consolidate its financial management investments to heighten 
efficiency and savings? 


In July 2001, the Secretary of Defense established the Business Management 
Modernization Program to integrate and transform business operations and financial 
management throughout DoD. A Business Modernization and Systems Integration office 
was also established to provide strategic planning, oversight, and guidance for DoD 
business transformation efforts. Additionally, a governance structure was developed that 
established several oversight committees, established six business domains, and assigned 
responsibility for the business domains. Listed below are the business domains and their 
owners. 

• Accounting and Finance 

Under Secretary of Defense (Comptroller)/Chief Financial Officer 

• Acquisition 

Under Secretary of Defense (Acquisition, Technology, and Logistics) 

• Human Resources Management 

Under Secretary of Defense (Personnel and Readiness) 

• Installations and Environment 

Under Secretary of Defense (Acquisition, Technology, and Logistics) 

• Logistics 

Under Secretary of Defense (Acquisition, Technology, and Logistics) 

• Strategic Planning and Budgeting 

Under Secretary of Defense (Comptroller)/Chief Financial Officer 

The owners of these business domains were delegated implementation authority, 
responsibility, and accountability for their respective business areas. Business domain 
owners are responsible for: 

• leading the business transformation within the business domain, 

• establishing and maintaining a business domain governance process that ensures 
representation of Defense organizations and appropriate Federal agencies, 

• managing its respective portfolio to ensure implementation of and compliance 
with the Business Enterprise Architecture and transition plan, 

• performing system reviews and approving initiative funding as part of portfolio 
management, 

• assisting in the extension of the Business Enterprise Architecture, 

• guiding implementation activities, and 

• representing a specific business domain’s perspective in resolution of cross 
business domain issues 
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Additionally, the Secretary of Defense issued a memorandum in March 2004 that 
establishes policy and assigns responsibilities for managing information technology 
investments as portfolios. See Attachment A for a copy of the memorandum. The 
memorandum states that it is DoD policy to manage information technology investments 
as portfolios. Decisions on what information technology investments to make, modify, or 
terminate shall be based on the Globa! Information Grid Integrated Architecture, mission 
area goals, risk tolerance level, outcome goals, and performance. 

The memorandum specifically requires the Office of the Under Secretary of Defense 
(Comptroller)/Chief Financial Officer to establish policies and procedures to ensure that 
financial, accounting, and other systems are designed, developed, maintained, and used 
effectively by DoD. The policies and procedures also need to ensure that systems 
provide reliable financial data consistently and expeditiously, and support programmatic 
infonnation technology investment decisions consistent with DoD policy. In addition, 
the Office of the Under Secretary of Defense (Comptroller)/Chief Financial Officer is 
responsible for developing and maintaining the DoD Business Enterprise Architecture 
and Business Enterprise Transition Plan in coordination with the Chief Infonnation 
Officer. 

In order to manage information technology as portfolios, the DoD Chief Information 
Officer issued a memorandum in July 2004 to collect data pertaining to certain high 
priority systems for the recently developed DoD Information Technology Portfolio Data 
Repository. See Attachment B for a copy of the memorandum. The Chief Information 
Officer expects the initial collection of 375 systems with 32 data elements to be 
completed by August 2004. A second data call is planned before the end of the calendar 
year, which will be for all DoD systems with planned expenditures of $1 million or more 
in any one year of the Future Years Defense Plan. Currently, there are no DoD 
repositories containing this investment expenditure information. 

The IG DoD and the GAO are continuing their audit coverage of these systems and are 
monitoring information technology developments. 


2. According to the Government Accountability Office (GAO), among the three top 
factors contributing to the significant material weaknesses or deficiencies in the 
government’s consolidated statement is the serious financial management problems 
in DoD. Since 1995, the Department’s financial management has been on GAO’s 
High Risk List and it has failed to develop an enterprise architecture blueprint for 
its business systems even though DoD officials said the blueprint would be in place 
by March 2003. 

On July 12, 2004, the Office of Personnel Management granted DoD direct-hire 
authority to immediately recruit more than 100 experienced auditors. How will the 
use of this authority help DoD obtain an unqualified audit opinion? What 
additional resources or authorities are needed to reach this goal? What training or 
guidance has the Department received from the Office of Personnel and 
Management to use this authority? 

Hiring additional auditors will not guarantee that DoD will receive an unqualified (clean) 
audit opinion on its FY 2007 financial statements. Changes in DoD business and 
financial processes and improvements in its accounting and financial feeder systems are 
more directly related to helping DoD achieve a clean audit opinion. However, as DoD 
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makes improvements, it is absolutely necessary that we have qualified, experienced 
auditors to validate DoD progress in achieving reliable and accurate financial data. 

Direct hire authority will allow us to expeditiously hire experienced financial auditors 
who can quickly identify problem areas, make viable recommendations for 
improvements, and validate progress as DoD moves toward an opinion on its financial 
statements. 

Through their Financial Improvement Plans, DoD has developed a process for obtaining 
an unqualified opinion in FY 2007, DoD strategy is to incrementally audit financial 
statement line items and individual statements as they become ready for audit. The 
Financial Improvement Plans provide schedules of when DoD and its Components plan 
to assert that line items or financial statements are ready for audit. To meet the objective 
of obtaining an unqualified opinion by FY 2007, DoD is already beginning to assert that 
certain line items and financial statements are ready for audit. For example, in FY 2004, 
DoD has asserted that the following line items are ready for audit: appropriations 
received, investments, and the Federal Employees Compensation Act liability. 
Furthermore, the Army and Navy plan to assert that their Fund Balance With Treasury 
account is ready for audit and the Air Force plans to assert that its Statement of 
Budgetary Resources will be ready for audit by the end of FY 2004. Additionally, the 
DoD IG is in the process of issuing contracts to perform reliability assessments of the 
following five key DoD financial systems and the agency that provides automated 
support for DoD systems. Specifically: 

• Database Management Systems 

• Standard Army Finance Infonnation System 

• Defense Property Accounting System 

• Defense Data Reporting System 

• Defense Civilian Payroll System 

• Defense Information Systems Agency 

The DoD IG needs additional financial statement audit staff and support staff to meet the 
demand for its audit services. Increased audit staff is necessary to validate corrective 
actions taken; conduct attestation engagements and financial statement audits; develop 
statements of work; review contract proposals; award contracts to Independent Public 
Accountants; and oversee the contracts. Performing these audit services will let DoD 
financial managers know the extent of progress being made in achieving reliable financial 
data. Furthermore, it will allow financial managers to make the necessary adjustments to 
their Financial Improvement Plans to correct deficiencies identified by the auditors 
during their audit work. 

Therefore, the DoD IG needs to start hiring auditors with financial statement audit 
experience to meet the increasing demand for its audit services and to prepare for the 
FY 2007 financial statement audits. Experienced auditors new to DoD and college 
recruits will need to be trained and given time to obtain a working knowledge of DoD 
business and financial processes, organizational structure, and systems. Specifically, the 
DoD IG will need a significant amount of time to hire and train auditors to audit or 
perform oversight of DoD and its Components financial statements and systems. 

For example, it takes about 4 years to develop a college recruit into a fully trained and 
qualified auditor capable of independently auditing financial statements. 

For FYs 2004 and 2005, the DoD IG will receive additional funding of $5.7 million and 
$33.8 million for auditors and support staff respectively. The DoD IG may request 
additional funding for auditors and support staff in future fiscal years because of changes 
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in accounting and auditing requirements, materia! internal controls weaknesses identified 
during current and future audit work, added financial statement audits, and\or insufficient 
amount of auditors to meet the current auditing requirements and standards. 

On July 12, 2004, the Office of Personnel Management approved our request for direct 
hire authority for GS-05 1 1 auditors at grade levels 1 1 through 1 5. The request was 
approved because the DoD IG has a critical need to fill more than 100 auditor vacancies 
with specialized skills and management experience in auditing financial statements and 
systems. In addition, the DoD IG was given direct hire authority to fill 200 additional 
auditor vacancies at GS- 1 1 and above during the next 3 years. The Office of Personnel 
Management memorandum encourages the DoD IG selecting officials to make 
employment offers to well-qualified applicants with veterans’ preference whenever 
possible. Also, on a periodic basis, the Office of Personnel Management will review the 
DoD IG use of the direct hire authority to ensure that it is being used properly and to 
determine if the continued use of the authority is still supportable. The procedures for 
use of direct hire authority are straightforward, and the DoD IG has used these 
procedures in the past; therefore, special training on the use of direct hire authority is not 
necessary. 

3. For agencies to avoid financial and business mismanagement they must eliminate 
government waste, fraud, and abuse. Key to meeting this goal is providing effective 
whistleblower protection to federal employees who come forward to disclose 
government wrongdoing. What has DoD done to notify employees of their 
whistleblower rights and protections and ensure that employees fee! secure in 
making disclosures to your office. 


The DoD IG has established an effective Hotline program to assist DoD employees and 
other concerned citizens in disclosing fraud, waste, and abuse. The IG Defense Hotline 
receives and processes all disclosures of information made to this agency. The IG 
Defense Hotline also maintains a user-friendly website that provides additional 
information and interactive complaint forms to assist DoD personnel submitting 
complaints. In addition, the !G Defense Hotline publicizes its primary mission of 
encouraging DoD employees to report abuses within DoD by: providing Hotline posters 
to display at DoD components world-wide, publishing Hotline information in military 
and civilian news sources, and briefing headquarters and Component-level employees 
about their duty to report abuses within the Department. As a result of these initiatives, 
the IG Defense Hotline received 1 3,840 disclosures of information in FY 2003, a 16% 
increase in 3 years. 

In July 2004 the IG Defense Hotline sent a memorandum to the Secretaries of the 
Military Departments and directors of other DoD Components, requesting that these 
agencies publicize the Defense Hotline within their agencies “using local newspapers, 
official notices, telephone directories, posters, and other media." The IG Defense Hotline 
distributed this memorandum after members of the Senate Armed Services Committee 
expressed concern, during a hearing on Iraqi prisoner abuses, that “there was no 
opportunity for military service members to report suspected incidents of wrongdoing 
outside their chain of command.” The IG Defense Hotline memorandum also informed 
the Secretaries of the Military Departments and directors of other DoD Components that 
since 1982 the IG Defense Hotline has provided Service members and the general public 
with a safe environment outside the chain of command to report wrongdoing, offering 
both confidentiality and whistleblower protection. 
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Regarding whistleblower rights and protections, the Defense Hotline is required to 
protect, to the greatest extent possible, the identity of individuals who request anonymity 
when making disclosures of fraud, waste, and abuse. Hotline investigators often need to 
contact complainants to obtain additional information or clarify their disclosures, which 
may be necessary for the successful conclusion of an investigation. Although Hotline 
investigators encourage complainants to identify themselves, it is not required. If 
complainants choose to identify themselves, Hotline investigators will not divulge their 
identities to outside agencies without their expressed consent. 

The DoD IG is also responsible for investigating allegations of whistleblower reprisal 
made by military members, non-appropriated fund instrumentality employees, and 
Defense contractor employees under title 1 0, U.S.C. sections 1034, 1587, and 2409, 
respectively. The Directorate for Military Reprisal Investigations uses the IG Defense 
Hotline website, posters, and briefings throughout DoD to publicize whistleblower 
protections. Approximately 600 whistleblower reprisal complaints were submitted to 
DoD IG and Military Department Inspector Generals under these statutes in FY 2003, 
a 33% increase in 3 years. 

The Office of Special Counsel has primary jurisdiction under Title 5 to investigate 
allegations of whistleblower reprisal made by civilian appropriated fund employees. 

The Office of Special Counsel has created an Outreach Program in response to a 
congressional mandate that requires Federal agencies to inform civilian employees of 
their rights and responsibilities under the statutes enforced by the Office of Special 
Counsel. In response to this mandate, the Office of Special Counsel established a 
Certification Pro^am to assist Federal agencies in meeting the statutory obligations, 
which includes displaying posters in all agency EEO and personnel offices that provide 
information about prohibited personnel practices and how to make confidential 
disclosures of abuses to Office of Special Counsel. On December 3 1 , 2002, the DoD IG 
was the first DoD Component to be certified by the Office of Special Counsel as 
Section 2302(c) compliant. 

The DoD IG recently created a Directorate for Civilian Reprisal Investigations to expand 
whistleblower protections for DoD appropriated-fund civilian employees, including 
employees of DoD intelligence agencies that are exempt from the Office of Special 
Counsel whistleblower protection. The jurisdictional authority of the Civilian Reprisal 
Investigations is derived from the Inspector General Act of 1 978. As a practical matter, 
the mission of Civilian Reprisal Investigations includes identifying reprisal complaints 
for investigation that, if substantiated, have the most potential to strengthen the integrity 
of DoD operations. 
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RESPONSES TO POST-HEARING QUESTIONS FROM MR. KUTZ 


M G A O 

^^^^^*Accountabilily • Integfity ♦ ReliabiHty 

United States Government Accountability Office 
Washington, DC 20548 


September 1, 2004 

The Honorable Peter G. Fitzgerald 
Chairman, Subcommittee on Financial Management, 
the Budget, and International Security 
Committee on Governmental Affairs 
United States Senate 

Subject: Responses to Posthearing Questions Related to GAO'sJuJyS, 2004, 

Testimony on the US. Government's Consolidated Financial Statements 
for Fiscal Year 2003 

Dear Mr. Chairman: 

On July 8, 2004, we testified before your Subcommittee at a hearing on our report on 
the U.S. government’s consolidated financial statements for fiscal year 2003.' My 
testimony focused on financial and business transformation efforts at the Department 
of Defense. This letter includes my responses to questions for the record from 
Senators Akaka and Lautenberg. 

Question from Senator Daniel K. Akaka 

You testified that continued weaknesses in the Department of Defense’s 
(DOD) financial management and related business processes has led to a 
$1.2 billion discrepancy between the amount of items shipped and received 
during Operation Iraqi Freedom. 

First, in your view, will the legislation included in the FY05 Defense 
Authorization bill, if fully implemented, prevent the recurrence of this kind 
of problem in the future? Second, since this legislation will take several 
years to implement, what immediate steps should DOD take now to resolve 
financial weaknesses that could pose an imminent threat to public safety and 
mission performance in Iraq? 


' GAO, Fiscal Year 2003 U.S. Government Financial Statements; Sustained Improvement in Federal 
Financial Management Is Crucial to Addressing Our Nation 's Future Fiscal Challenges, GAO-04-886T 
(Washington, D.C.: July 8, 2004). The fiscal year 2003 Financial Report of the United States 
Goverrwrent, issued by the Department of TYeasury on February 27, 2004, is available through GAO’s 
Web site at www.gao.eov and Treasury’s Web site at www.fms.treas.gov/fr/index.html . GAO, 
Department of Defense: Financial and Business Management Transformation Hindered by Long- 
standing Problems (GAO-04-94 IT, July 8, 2004). GAO, Department of Homeland Security: Financial 
Management Challenges July 8, 2004), 
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In December 2003, GAO reported a $1.2 billion discrepancy in Army financial records 
resulting from material shipped from various Department of Defense sources of 
supply to Army units in Kuwait and Iraxj in support of activities for Operation Iraqi 
FYeedom. As of May 2004, the Army estimated that this discrepancy totals 
approximately $1.4 billion, and to date it had only reconciled $50 million, or 3.6 
percent, of the estimated total. This discrepancy represents the difference between 
assets bought by units through the Army Working Capital Fund, and assets recorded 
as received in the supply system by Army units in Kuwait and Iraq. 

The Army provided us with several reasons for why the discrepancy occurred. First, 
CENTCOM decided to move to the Army’s Single Stock Fund (SSF) before the Army 
fully fielded this program, thereby confusing existing accoimting and financial 
controls that SSF was meant to address. Second, the Army’s two primary digital 
supply systems, the Command Commodity Supply System (CCSS) for National Item 
Managers, and the Standard Army Retail Supply Systems (SARSS) for Army units at 
the retail level, are not fully integrated and interoperable. Third, National Item 
Managers decided to “push” assets to units in theater without their knowledge, and 
these items were never properly entered into the supply system. Fourth, the pace of 
OIF and the stress of combat conditions prohibited the precise handling of assets 
upon arrival at supply depots in the theater, and the processing and receipting of 
these assets into SARSS (as normally would occur in a garrison situation). A fifth 
reason, found by GAO through its fieldwork, is that the Army lacked sufficient 
numbers of — and sufficiently trained — supply personnel at supply depots in theater, 
which resulted in assets not being properly managed and receipted into SARSS. 

The Army is taking some actions, which may address additional occurrences of this 
problem in current and future contingency operations. According to Army officials, 
the full fielding of the SSF should remedy the accounting issues that the Army 
encounters when units move from a garrison to a deployed environment. The Army 
is also emphasizing the need for better logistics information technology and 
communications equipment through its “Connect the Logistician" program. 
Additionally, the Army also believes that the interoperability problems encountered 
with the dual use of the CCSS and SARSS will be remedied when the Army replaces 
these systems with the Global Combat Service Support System Army (GCSS-A). 

However, it is not clear yet how the Army plans to address the other conditions 
mentioned above that led to the $1.4 billion discrepancy. Moreover, although the 
Army is in the process of awarding a contract to reconcile this discrepancy, it is not 
yet clear how the Army will account for all of its assets, and in what time frame it 
intends to accomplish the reconciliation. Therefore, given the unknowns in Army 
plans, we cannot at this time determine whether the fiscal year 2005 Defense 
Authorization bill, if fully implemented, will prevent the reoccurrence of this problem 
in the future. 
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Questions from Senator Frank R. Lautenberg 

1. Do you think we need to get the top management — I mean the 
Secretaries — of problem departments, or all departments, up to the 
Hill to discuss these issues? Would that help implementation? 

With regard to the Department of Defense (DOD), we believe that the continued 
involvement and monitoring by congressional committees will be a critical factor in 
ensuring that DOD’s transformation actions are sustained and extended and the 
department achieves its goal of securing the best performance and highest measure 
of accountability for the American people. We have reported and testified that 
Secretary Rumsfeld and other key DOD leaders have demonstrated their commitment 
to the current business transformation efforts. However, as we testified, the long- 
term nature of these efforts requires the development of an executive position 
capable of providing strong and sustained executive leadership over a number of 
years and across administrations. To that end, we have suggested legislative action 
to create a full-time executive level II position for a chief management official who 
would serve as the Principal Under Secretary of Defense for Management. This 
position would provide the sustained attention essential for addressing key 
stewardship responsibilities such as strategic planning, performance and financial 
management, and business systems modernization in an integrated manner. Further, 
congressional monitoring could be greatly enhanced if this position included 
measurable individual goals linked to overall organizational goals. The individual’s 
measurable progress and achievements would be reported to Congress at least 
annually to serve as the basis for more informed oversight. 

2. Are the project managers we are hiring capable? Do we have sufficient 
personnel in general to succeed in these projects? 

With regard to DOD, we have not done any audit work that specifically addressed the 
number or qualifications of personnel assigned to project management. However, as 
we testified, successful reform of DOD’s fundamentally flawed financial and business 
management operations must simultaneously focus on its systems, processes, and 
people. While the success of DOD’s Business Management Modernization Program 
and improved control and accountability of business system investments are critical 
aspects of the department’s transformation efforts, equally important is effective 
project management to implement chosen systems solutions on time, within budget, 
and with the promised capability. In the past, DOD has not demonstrated the ability 
to achieve these goals. For example, as discussed in our recent report (GAO-04-615), 
two logistics systems have experienced cost increases and schedule slippages and did 
not deliver planned system capabilities in their first release. Our analysis indicated 
that many of the operational problems experienced by these two systems can be 
attributed to DOD’s inability to effectively implement the disciplined processes 
necessary to reduce the risks associated with these projects to acceptable levels. 
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3. Are agencies, particularly DOD, cooperating with GAO’s 
recommendations? 

With regard to DOD, we have found that department officials generally agree with us 
on the facts and findings included in our reports on financial management and 
business transformation issues. In most cases, DOD has taken a proactive approach 
to addressing our recommendations and has made encouraging progress in 
addressing specific challenges. For example, in a series of reports and testimonies 
beginning in 2001, we highlighted pervasive weaknesses in DOD’s overall control 
environment and specific controls over its multibillion-dollar purchase and 
individually billed travel card programs. DOD has taken action to implement many of 
the about 200 recommendations we have made to improve program operations and 
has substantially lowered its vulnerabilities by reducing the number of purchase and 
travel cards by over 900,000 and avoiding costs of nearly $200 million. While DOD 
has made good progress in limited areas, we have not yet seen similar results for 
some of our more broad and far-reaching recommendations. Specifically, we recently 
reported (GAO-04-731R) that since our last review, and after about 3 years of effort 
and over $203 million in reported obUgations, we have not yet seen significant change 
in the content of DOD’s business enterprise architecture or in DOD’s approach to 
investing bilhons of dollars annually in existing and new systems. As we testified, 
few actions have been taken to address the recommendations we made in our 
previous reports, which were aimed at improving DOD’s plans for developing the 
next version of the architecture and implementing the institutional means for 
selecting and controlling both planned and ongoing business systems investments. 

To date, DOD has not yet addressed 22 of our 24 recommendations in this area. 

4. DOD has a “PART” score (under the President’s Management Agenda) 
of “green” for progress, meaning that it is progressing well in 
improving its financial management. Do you agree with this 
assessment? 

We note that as of June 30, 2004, the Executive Branch Management Scorecard 
downgraded DOD’s progress in the area of financial performance from “green” to 
“yellow." However, “red” — meaning that initiatives are in serious jeopardy and the 
agency is unlikely to realize objectives absent significant management intervention — 
may be a more accurate assessment of DOD’s current progress. As we testified, 
DOD’s substantial long-standing business management systems and related problems 
adversely affect the economy, efficiency, and effectiveness of its operations, and have 
resulted in a lack of adequate accountability across all major business areas. These 
problems have left the department vulnerable to billions of dollars of fraud, waste, 
and abuse annually, at a time of increasing fiscal constraint. DOD is still in the very 
early stages of a departmentwide reform that will take many years to accomplish. As 
stated previously, we have not seen significant change in the content of DOD’s 
architecture or in its approach to investing billions of dollars annually in business 
systems. If DOD is unable to address the underlying causes that have resulted in the 
failure of previous broad-based reform efforts, improvements will remain marginal, 
confined to narrowly defined incremental improvements. 
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5. GAO has raised concerns about information security. Specifically, 
what is being done to protect personal information from disclosure? Is 
classified information at risk here? 

Our detailed answer to this question is included in the response of McCoy Williams, 
Director, Financial Management and Assurance, GAO. 


Thank you for the opportunity to testify on these important issues. Please contact me 
at (202) 512-9095 or kutzg@gao.gov if you or you staff have any further questions. 


Sincgrely yours. 



Gregory D. Kutz 
Director 

Financial Management and Assurance 


cc: The Honorable Daniel K. Akaka 
United States Senate 

The Honorable Frank R. Lautenberg 
United States Senate 
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Questions for the Record 
Senator Daniel K. Akaka 

Subcommittee on Financial Management, the Budget, and International Security 
“The Federal Government’s Financial Statement and Accountability of Taxpayer 
Dollars at the Departments of Defense and Homeland Security” 

July 8, 2004 

Question for Andrevy Maner. Chief Financial Officer of the Department of 
Homeland Security: 


1 . The hearing concluded with discussion about Department of Homeland Security 
(DHS) officials allegedly using grant funds to cover unauthorized expenses. You 
reported that DHS is in the process of incorporating grant management into its eMerge^ 
Program. Once fully implemented, this initiative is intended to enhance the 
accountability of DHS operations and financial management. 

In the interim, what financial management tools is DHS applying to foster transparency 
and accountability of its grant program? 

Response: 

DHS has undertaken several proactive initiatives to improve and foster transparency and 
accountability of its grant programs. Under the Chief Procurement Officer, there exists a 
Grant Policy and Oversight office with responsibility to set Department policy and 
conduct grant oversight. In addition, on March 9, 2004, DHS established a Grants 
Council with representatives from all DHS grant-making components and representatives 
from the CFO and CPO’s office to provide advice on grants policies and procedures. In 
conjunction with the work of the Grant Council, DHS is currently developing and rolling 
out standardized grants policies and procedures that will enable better grants 
administration and oversight. In addition, DHS convened on March 15, 2004 a task force 
on State & Local Homeland Security funding, which made several constructive 
recommendations to improve transparency in the grants area. 

Many other routine protections are in place today to ensure proper use of grants funds. 

For example, DHS receives regular progress reports and financial reports when grants are 
issued. According to OMB Circular A-133, if a grantee or sub-grantee spends more than 
$500K in any fiscal year, an independent audit must be submitted to a government-wide 
clearing house. The Department monitors submission of these audits. In addition, DHS 
officials from ODP, FEMA and TSA, for example, make selected site visits to grantees to 
conduct on site programmatic and financial reviews. 

DHS has many other efforts underway to further improve accountability of its grants 
programs. ODP is actively engaged in improving its programmatic and financial review 
processes, which includes the development of a more effective grant monitoring protocol. 
In addition, at the direction of Secretary Ridge, DHS and ODP are jointly developing a 
plan that will (1) migrate ODP off the DOJ general ledger system and onto the DHS 
general ledger system and (2) migrate ail other adminstrative and support related 
functions from DOJ to DHS to enhance ODP’s accountability and oversight. 

With the launch of eMerge^ in FY 2005, DHS will have in-house control of grants 
solicitation, awards, disbursement, monitoring, administration and financial management, 
ensuring greater transparency under a single organization with world class systems. 
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RESPONSES TO POST-HEARING QUESTIONS FROM MR. ERVIN 

1. For agencies to avoid (inancial and business mismanagement they must eliminate 
government svaste, fraud, and abuse. Key to meeting this goal is providing effective 
whistleblower protection to federal employees who come forward to disclose government 
wrongdoing. What steps has the Department of Homeland Security taken to notify 
employees of their whistleblower rights and protections and ensure that employees feel 
secure in making disclosures to your office? 

Answer : 

Shortly after the department’s creation, at our request, the Secretary issued an interim 
Management Directive (MD) generally describing the role of the Office of Inspector General 
(OIG) and the responsibility of employees to cooperate with OIG investigations. However, the 
interim MD covered only “headquarters operations,” and we found that some components in the 
field were actively discouraging employees from reporting allegations to OIG, and, instead 
requiring employees to report allegations only to the department’s internal affairs offices (lA). 
For the next year and a half, we repeatedly urged that the MD be finalized, expanded to cover the 
entirety of the department, clarified to give employees the option of reporting allegations either 
to OlG or to lA, and strengthened to emphasize OlG’s statutory investigative primacy vis-a-vis 
lA with regard to allegations of criminal misconduct and senous non-criminal misconduct. (We 
referred to this issue in two semiannual reports to Congress, as you may recall.) A so revised MD 
was finally issued this past June, and a copy placed on the department’s website (A copy is 
attached for your information.) 

Around the time that the revised MD was issued, the Commission of Customs and Border 
Protection (CBP) and the Assistant Secretary for Immigration and Customs Enforcement created 
a “joint intake center (JIC)” to unify procedures for reporting allegations of misconduct in those 
bureaus. The CBP portion of the department website that announces the formation of the JIC 
references the revised MD and provides a link to it. In addition, employees are advised that 
federal laws and regulations prohibit retaliation against employees for reporting misconduct. 

While the revised MD has been placed on the department’s website and referred to elsewhere 
therein, we question whether most employees are aware of it, as we find it unlikely that 
employees make a practice of regularly reviewing the website for new management directives or 
memoranda that may pertain to them So as to be certain that employees know of their right to 
make allegations to OIG and to do so without fear of retaliation, and that employees know of 
their responsibility to cooperate with an OlG investigation if they are a subject or witness, we 
have urged for two months now that the Secretary (or some other high level management 
official) disseminate the MD to all employees, with a message indicating his support for it and 
his expectation that employees will abide by it. While unsuccessful in this regard to date, based 
on a conversation yesterday with the department’s General Counsel, we remain hopeful that 
these steps will be taken. 

In the absence of wide dissemination of the MD by the department, we have done our best to 
advise department employees of their rights by: (a) widely distributing throughout DHS facilities 
nationwide an OIG hotline poster which specifically advises employees that they may make 
complaints to OIG anonymously and confidentially, and (b) distributing the MD where and when 
we can. 

We would welcome congressional efforts to ensure that DHS employees are advised of their 
right to complain to OIG without fear of retaliation, as well as efforts to ensure that lA 
cooperates with OIG by promptly referring allegations of criminal misconduct and serious 
misconduct to OIG for our investigative consideration, as the applicable statutory provisions and 
the MD require. 
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Dcpartmeni of Hemtiand Security 
MaBBgenient Deceive System 
MD Number: 0810.1 


THE OFFICE OF 
INSPECTOR GENERAL 


1. Purpose 

This directive establishes Department of Homeland Security (DHS) policy regarding the 
Office of Inspector General (OIG) Any prior Management Directive and any instruction 
or agreement of any kind issued by or entered into by any DHS official or component 
that is inconsistent in any respect with this directive is hereby superseded to the extent 
it is inconsistent with this directive. 

2. Scope 

This directive applies to all DHS organizational elements (OEs), Including all 
employees, contractors, and grantees. 

3. Authorities 

A. ThelnspeclorGeneralActof 1978, as amended 

B. The Homeland Security Act of 2002, as amended, codified in Title 6. US Code 

4. Definitions 

OE Offices - As used in this Management Directive, the term OE offices include all 
Organizational Element offices of internal affairs, inspections, audits or Professional 
Responsibility. This term also includes the DHS Office of Security 

DHS Organizational Element - As used in this directive, the term DHS Organizational 
Element (OE) shall have the meaning given to the term DHS Organizational Element in 
DHS MD 0010.1, Management Directives System and DHS Announcements. This 
includes Elements such as the Bureau of Customs and Border Protection, the United 
States Coast Guard, the Federal Emergency Management Agency, etc. It also includes 
entities that report to DHS Organizational Elements, such as National Laboratories. 
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5. Responsibilities 

A. The heads of DHS Onaniiational Eloments shall; 

1 . promptly advise the OIG of allegations of misconduct in accordance with 
the procedures described in Appendix A. and when they become aware of 
any audit, inspection or investigative work being performed or 
contemplated within their offices by or on behalf of an OIG from outside 
DHS, the General Accounting Office, or any other law enforcement 
authority, unless restricted by law; 

2. ensure that, upon request, OIG personnel are provided with adequate and 
appropriate office space, equipment, computer support services, 
temporary clerical support and other services to effectively accomplish 
their mission; 

3. provide prompt access for auditors, inspectors, investigators, and other 
personnel authorized by the OIG to any files, records, reports, or other 
information that may be requested either orally or in writing; 

4. assure the widest possible dissemination of this directive within their OEs. 
They may issue further instructions as necessary to implement this policy. 
Any such further instructions shall not conflict with this MO and shall be 
provided to the OIG immediately upon issuance; 

5. assist in arranging private interviews by auditors, inspectors, investigators, 
and other officers authorized by the OIG with staff members and other 
appropriate persons; 

6. advise the OIG when providing classified or sensitive information to the 
OIG to ensure proper handling. 

B DHS employees shall report suspicions of violations of law or regulation to the 

DHS Office of Inspector General or the appropriate OE offices, and will likewise; 

1. cooperate fully by disclosing complete and accurate information pertaining 
to matters under investigation or review; 

2. inform the investigating entity of any other areas or activities they believe 
require special attention; 

3. not conceal information or obstnjct audits, inspections, investigations, or 
other official inquiries; 
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4. be subject to criminal prosecution and disciplinary action, up to and 
including removal, for knowingly and willfully furnishing false or misleading 
information to investigating officials; and 

5. be subject to disciplinary action for refusing to provide documents or 
information or to answer questions posed by investigating officials or to 
provide a signed sworn statement if requested by the OIG, unless 
questioned as the subject of an investigation that can lead to criminal 
prosecution. 


6. Policy and Procedures 

A. The OIG, while organizationally a component of the DHS, operates independent 
of the OHS and all offices within it. The OIG reports to the Secretary. Under 
circumstances specified by statute, the Secretary, upon written notification to the 
OIG which then must be transmitted to Congress, can circumscribe the OlG's 
access to certain types of sensitive information and exercise of audit, 
investigative, or other authority. The DHS Inspector General is the head of the 
OIG. 

The OIG is authorized, among other things, to: 

1. administer oaths, 

2. initiate, conduct, supenrise and coordinate audits, investigations, 
inspections and other reviews relating to the programs and operations of 
the DHS, 

3. inform the Secretary, Deputy Secretary, and the Congress fully and 
currently about any problems and deficiencies relating to the 
administration of any DHS program or operation and the need for. and 
progress of. corrective action; 

4. review and comment on existing and proposed legislation and regulations 
relating to DHS programs, operations, and personnel, 

5. distribute final audit and inspection reports to appropriate authorizing and 
oversight committees of the Congress, to all headquarters and field 
officials responsible for taking corrective action on matters covered by the 
reports and to Secretarial officers, office heads, and other officials who 
have an official interest in the subject matter of the report; 

8. receive and investigate complaints or information from employees, 

contractors, and other individuals concerning the possible existence of 
criminal or other misconduct constituting a violation of law, rules, or 
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regulations, a cause for suspension or debannent, mismanagement, gross 
waste of funds, abuse of authority, or a substantial and specific danger to 
the public health and safety, and report expeditiously to the Attorney 
General whenever the Inspector General has reasonable grounds to 
believe there has been a violation of Federal criminal law; 

7 protect the identity of any complainant or anyone who provides information 
to the OIG, unless the OIG determines that disclosure of the identify 
during the course of the investigafton is unavoidable. 


Further, the OIG shall: 

8, follow up on report recommendations to ensure that corrective actions 
have been completed and are effective; 

9, prepare a semiannual report to the Secretary and the Congress, 
summarizing OIG audit and investigative activities within DHS. Section 
5(a) of the Inspector General Act of 1978, as amended, requires this 
report. 


B Allegations received by the OIG or OE offices shall be retained or referred in 
accordance with Appendix A of this MD. The only exception to this requirement 
is that the OIG and the United States Secret Service will adhere to the terms of 
the Memorandum of Understanding entered into between those two entities on 
December 8, 2003, and as may be amended from time to time. 

C. Standards . Audits shall be conducted consistent with the standards issued by 
the Comptroller General of the United States. Inspections and investigations shall 
be conducted consistent with the quality standards issued by the President's 
Council on Integrity and Efficiency (PCIE). 

D. Questions or Concerns . Any questions or concerns regarding this directive 
should be addressed to the OIG 
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MD 0810.1 
APPENDIX A 

The categories of misconduct identified below shall be referred to the OIG. Such 
referrals shall be transmitted by the OE offices immediately upon receipt of the 
allegation, and no investigation shall be conducted by the OE offices prior to referral 
unless failure to do so would pose an imminent threat to human life, health or safety, or 
result in the irretrievable loss or destruction of critical evidence or witness testimony. In 
such extraordinary situations, the OIG will be contacted as soon as practical, and all 
information and evidence collected by the OE office shall then be provided to the OIG 
as part of the OE referral to the OIG. The OIG will accept and retain all such allegations 
for investigation subsumed under this exigent circumstance exception. 

All allegations of criminal misconduct against a DUS employee; 

All allegations of misconduct against employees at the GS-1 5, GM-15 
level or higher, or against employees in the OE offices; 

All allegations of serious, noncriminal misconduct against a law 
enforcement officer. "Serious, noncriminal misconducT is conduct that, if 
proved, would constitute perjury or material dishonesty, warrant 
suspension as discipline for a first offense, or result in loss of law 
enforcement authority. For purposes of this directive, a "law enforcement 
officer” is defined as any individual who is authorized to carry a weapon, 
make arrests, or conduct searches; 

All instances regarding discharge of a firearm that results in death or 
personal injury or otherwise warrants referral to the Civil Rights Criminal 
Division of the Department of Justice; 

All allegations of fraud by contractors, grantees or other individuals or 
entities receiving DHS funds or otherwise engaged in the operation of 
DHS programs or operations; 

All allegations of visa fraud by DHS employees working in the visa 
issuance process. 

In addition, the OIG will Investigate allegations against individuals or entities that 
do not fit into the categories identified above if the allegations reflect systemic violations, 
such as abuses of civil rights, civil liberties, or racial and ethnic profiling, serious 
management problems within the department, or otherwise represent a serious danger 
to public health and safety. 
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With regard to categories not specified above, the OE offices will initiate the 
investigation upon receipt of the allegation, and shall notify within five business days the 
OIG's Office of Investigations of such allegations. The OIG shall notify the OE offices if 
the OIG intends to assume control over or become involved in such an investigation, but 
absent such notification, the OE office shall maintain full responsibility for these 
investigations. 

Any allegations received by the OIG that do not come within the categories 
specified above, or that the OIG determines not to investigate, will be referred within five 
business days of receipt of the allegation by the OIG to the appropriate OE office along 
with any confidentiality protections deemed necessary by the OIG. 


The OE offices shall provide monthly reports to the OIG on all open 
investigations. In addition, upon request, the OE offices shall provide the OIG with a 
complete copy of the Report of Investigation, including all exhibits, at the completion of 
the investigation. Similarly, the OIG shall provide the OE offices, upon request, with a 
complete copy of any Report of Investigation relating to its OE, including all exhibits, at 
the completion of the investigation The OIG shall have the right to request more 
frequent or detailed reports on any investigations and to reassert at any time exclusive 
authority or other involvement over any matter within its jurisdiction. 


2. Earlier tbis year, the Federal Emergency Management Agency (FEMA) discovered that 
it had Dot been reporting or tracking procurement items used by its disaster field offices 
and FEMA cootiuues to struggle to improve its disaster logistics mauagement system. 
FEMA estimates the total value of its disaster equipment to be worth SlOO million. What is 
FEMA doing to ensure that its previously procured resources are fully accounted for and 
utilized in the event of a disaster instead of purchasing duplicate items? 

Answer : 

FEMA launched a new Logistics Information Management System (LIMS HI) in May 2003 that 
consolidates information from 1 1 different servers onto 1 server in a web-based system. The new 
system allows Accountable Property Officers (APOs) to update the system for inventory 
transfers automatically and to better manage stock reorders. The system will provide visibility of 
available assets to reduce the potential of purchasing duplicate items and also allow better 
tracking of accountable property purchased during disaster operations. 
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RESPONSES TO POST-HEARING QUESTIONS FROM MR. WJLUAMS 

i 

^ G A O 

■ Inlegnty ■ Reliability 

United States Government Accountability Office 
Washington, DC 20548 


September 1, 2004 

The Honorable Peter G. Fitzgerald 
Chairman, Subcommittee on Financial Management, 
the Budget, and International Security 
Committee on Governmental Affairs 
United States Senate 

Subject: Responses to Posthearing Questions Related to GAO’sJulyS, 2004, 

Testimony on the U.S. Government ’s Consolidated Financial Statements 
for Fiscal Year 2003 

Deal’ Mr. Chairman; 

On July 8, 2004, we testified before your Subcommittee at a hearing on our report on 
the U.S. government’s consolidated fmancial statements for fiscal year 2003.’ My 
testimony focused on financial management challenges at the Department of 
Homeland Security. This letter includes my responses to questions for the record 
from Senator Lautenberg. 

Questions from Senator Frank R. Lautenberg 

1. Do you think we need to get the top management — I mean the 
Secretaries— of problem departments, or all departments, up to the 
Hill to discuss these issues? Would that help implementation? 

At the Department of Homeland Security, the importance of creating strong financial 
management is particularly challenging because it was so recently created through 
the consolidation and merging of 22 diverse agencies, each with their own fmancial 
management systems, processes, and in some case deficiencies. We previously 
reported* on several steps DHS might take in establishing sound fmancial 


’GAO, Fiscal Year 2003 U.S. Government Financial Statements: Sustained Improvement in Federal 
Financial Management Is Crucial to Addressing Our Nation ’s Future Fiscal Challenges, GAO-04-886T 
(Washington, D.C.: July 8, 2004), The fiscal year 2003 Financial Report of the United States 
Government, issued by the Department of Treasury on February 27, 2004, is available through GAO’s 
Web site at www. gao.gov and Treasury's Web site at vvww.fms.treas.gov/fr/index.html . GAO, 
Department of Defense: Financial and Business Management Transformation Hindered by 
lA/ngsCiwding Problems, GAO-04-941T (Washington, D.C.: July 8, 2004). GAO, Department of Homeland 
Security: Financial Management Challenges, GAO-04-945T (Washington, D.C.: July 8, 2004). 


“GAO, Department of Homeland Security: Challenges and Steps in Establishing Sound Financial 
Management, GAO-03-1134T (Washington, D.C.: September 10, 2003). 
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management, one of which was establishing financial management as an entity wide 
priority through various steps such as providing clear, strong, executive leadership. 
While this step is logically applicable to DHS management, oversight and strong 
leadership by the Congress would only provide greater support for DHS as it 
continues to establish its financial management environment. Historically, 
Congressional hearings and other congressional oversight activity have served as 
powerful drivers to stimulate needed change and such oversight could be helpful as 
DHS continues in its transformation. 

Further, the Congress has the opportunity to solidify the importance of financial 
management at DHS by passing legislation that would make the department subject 
to the Chief Financial Officers Act of 1990 (CFO Act),“ as amended, and related 
legislation. As discussed in my testimony, the CFO Act designates executive branch 
officials responsible for the development and maintenance of integrated accounting 
and financial management systems that provide for complete, reliable, and timely 
financial information and that, among other things, facilitate the systematic 
measurement of agency performance. We have seen unprecedented progress in 
improving federal financial management since the passage of the CFO Act and we 
believe the CFO Act should be amended to include DHS. 

2. Are the project managers we are hiring capable? Do we have sufficient 
personnel in general to succeed in these projects? 

We have not done any audit work at DHS to specifically address the qualifications or 
sufficiency of persormel. However, in a recent report,* we discussed the importance 
of DHS ensuring commitment and extensive involvement from top management as it 
develops its integrated financial enterprise solution. We noted in that report that 
projects similar to the one DHS has undertaken have proven challenging and costly 
for other federal agencies and have been unsuccessful in producing an effective 
financial management system, capable of providing the information needed by 
management. 

3. Are agencies, particularly DHS, cooperating with GAO’s 
recommendations? 

As you know, DHS was formed on March 1, 2003 — about eighteen months ago — 
through the merger of a wide array of agencies, each with its own unique operations 
and background. Since its formation, we have been actively engaged in reviewing the 
department’s operations and activities and, as appropriate, making recommendations 
to the department based on our work; and determining whether DHS has 
implemented previously issued recommendations made to its legacy components. A 
recent product we issued provides some information on the status of 
recommendations implementation at DHS.‘ This product reviewed 325 


’Pub. L. No. 101-576, 104 Stat. 2838 (Nov. 15, 1990). 

’GAO, Financial Management: Department of Homeland Security Faces Significant Financial 
Management Challenges, GAO-04-774 (Washington, D.C.: July 19, 2004). 

’GAO, Status of Key Recommendations GAO Has Made to DHS and Its legacy Agencies, GA04)4-865R 
(Washington, D.C.: July 2, 2004). 
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recommendations made in our unclassified and limited official use reports issued to 
DHS and its 22 legacy agencies between March 1, 1997, and March 1, 2004. We 
prioritized them according to the greatest risk and identified 104 key 
recommendations' that reflect actions we believe should be taken either to aid in 
securing the nation’s homeland or to swiftly and appropriately respond to future 
terrorist attacks. Based on information provided by DHS on actions taken to 
implement key recommendations, we assessed the status of each recommendation. 

Of the 104 key recommendations made to DHS, 40 have been implemented. DHS is 
currently in the process of addressing another 63 key recommendations and 1 key 
recommendation was closed although action taken by one of DBS’s legacy agencies 
did not fully address the intent of the recommendation prior to closure. 'While this 
review did not assess how well DHS is responding to all of our recommendations, it 
does provide a general assessment of their response to our recommendations related 
to securing the homeland. DHS’s response rate to more back-office related 
recommendations, including those related to financial management issues, is not 
necessarily similar or dissimilar to the results reported in this product. 

4. DHS has “PART” scores (under the President’s Management Agenda) 
of “green” for progress, meaning that they are progressing well in 
improving their financial management. Do you agree with this 
assessment? 

As of June 30, 2004, the Executive Branch Management Scorecard indicated DHS’s 
progress in the area of financial performance as “green”— indicating that 
implementation is proceeding according to plans. The current status of DHS’s 
performance related to improved financial performance is “red” — indicating that the 
agency has any one of a number of serious flaws based on the criteria outlined in the 
President’s Management Agenda for improved financial performance. Examples of 
criteria for obtaining a “red” status include agencies that; do not meet financial 
reporting deadlines, get a disclaimer of opinion on its annual financial statements, or 
are in material non-compliance with laws or regulations. Generally, we agree with 
these assessments. However, DHS is still relatively early in its integration process and 
is faced with substantial challenges in the area of financial management. The 
department inherited component agencies with 30 reportable internal control 
conditions' that had been identified in prior component financial audits. Of the 30 
reportable conditions, 18 were so severe they were considered material weaknesses. 
These weaknesses include insufficient internal controls or processes to reliably 
report financial information such as revenue, accounts receivable, and accounts 
payable; significant system security deficiencies; financial systems that required 
extensive manual processes to prepare financial statements; and incomplete policies 
and procedures necessary to complete basic financial management activities. DHS 


’We believe that the implementation of these recommendations is key to the agency’s ability to 
effectively fulfill its homeland security mission. 

’Under standards issued by the American Institute of Certified Public Accountants, “reportable 
conditions” are matters coming to the auditors’ attention relating to significant deficiencies in the 
design or operation of internal controls that, in the auditors’ judgment, could adversely affect the 
department’s ability to record, process, summarize, and report financial data consistent with the 
assertions of management in the financial statements. 


Page 3 



300 


has taken action to resolve 9 of the 30 weaknesses it inherited but significant 
weaknesses still exist and could severely impede DHS’s ability to produce relevant 
and timely information for decision makers. Further, DHS is in the early stages of 
acquiring a financial enterprise solution to consolidate and integrate the department’s 
financial accounting and reporting systems. This project began in August 2003 and is 
expected to be completed in 2006 at an estimated cost of approximately $146 million. 
Other agencies have failed in attempts to develop financial management systems with 
few diverse operations. An effective strategic management framework, sustained 
management oversight, and user acceptance of the efforts, among other things, will 
be key to DHS’s success in this endeavor. 

While the challenges facing DHS are substantial, the department has taken 
commendable actions in the area of financial management. For example, though it 
could have applied for a waiver, DHS underwent a financial statement audit for the 7- 
month period from March 1, 2003 to September 30, 2003, and received a qualified 
opinion from its independent auditors on its consolidated balance sheet as of 
September 30, 2003, and the related statement of custodial activity for the 7 months 
ending September 30, 2003. Auditors were unable to opine on the consolidated 
statements of net costs and changes in net position, combined statement of budgetary 
resources, and consolidated statement of financing. Obtaining an independent audit 
for its first year of operations was an important step as the department works toward 
obtaining an unqualified or “clean” audit opinion on its financial statements — an 
Important factor in the President’s Management Agenda. 

5. GAO has raised concerns about information security. Specifically, 
what is being done to protect personal information from disclosure? Is 
classified information at risk here? 

Federal information security law, policy, and guidance require that agencies’ 
information security programs include the protection of personal information. In 
particultu, the Federal Information Security Management Act of 2002 (FISMA)* 
defines the term “information security” as protecting information and information 
systems from unauthorized access, use, disclosure, disruption, modification, or 
destruction to provide integrity, confidentiality, and availability. Confidentiality 
specifically includes preserving authorized restrictions on access and disclosure, 
including means for protecting personal privacy and proprietary information. 

To help improve federal information security, FISMA requires each agency, including 
agencies with national security systems,' to develop, document, and implement an 


•pub. L No. 107-347, title HI, 116 Stat 2899, 2946 (Dec. 17, 2002). 

'As currently defined in FISMA, the term “national security system" means any information system 
(including any telecommunications system) used or operated by an agency or by a contractor of an 
agency, or other organization on behalf of an agency (1) the function, operation, or use of which 
involves intelligence activities, cryptologic activities related to national security, command and control 
of military forces, equipment that is an integral part of a weapon or weapons system, or is critical to 
the direct fulfillment of military or intelligence missions (excluding systems used for routine 
administrative and business applications); or (2) is protected at ail times by procedures established for 
information that have been specifically authorized under criteria established by an executive order or 
an act of Congress to be kept classified in the interest of national defense or foreign policy. 


Page 4 



301 


agencywide information security program to provide information security for the 
information and information systems that support the operations and assets of the 
agency, including those provided or managed by another agency, contractor, or other 
source. Such a program, which addresses both national security and other systems, is 
to include 

• periodic assessments of the risk and magnitude of harm that could result from the 
unauthorized access, use, disclosure, disruption, modification, or destruction of 
information or information systems; 

• risk-based policies and procedures that cost-effectively reduce information 
security risks to an acceptable level and ensure that information security is 
addressed throughout the life cycle of each information system; 

• periodic testing and evaluation of the effectiveness of information security 
policies, procedures, and practices, performed with a frequency depending on 
risk, but no less than annually, and that includes testing of management, 
operational, and technical controls for every system identified in the agency’s 
required inventory of m«uor information systems; 

• a process for planning, implementing, evaluating, and documenting remedial 
action to address any deficiencies in the information security policies, 
procedures, and practices of the agency; and 

• procedures for detecting, reporting, and responding to security incidents. 

MSMA also mandates that each agency have an annual independent evaluation of its 
information security program and practices, including control testing and compliance 
assessment. Such evaluations are to be performed by the agency inspector general or 
an independent external auditor except that evaluations for national security systems 
are to be performed only by an entity designated by the agency head. Further, FISMA 
requires each agency to report annually to the Office of Management and Budget 
(0MB), selected congressional committees, and the Comptroller General on the 
adequacy of information security policies, procedures, and practices, and compliance 
with FISMA’s requirements. In addition, agency heads are required to annually report 
the results of their independent evaluations to 0MB, 0MB is also required to submit a 
report to the Congress no later than March 1 of each year on agency compliance with 
FISMA’s requirements, including a summary of findings of agencies’ independent 
evaluations. 

0MB has provided FISMA reporting instructions that include performance measures 
to help agencies show whether they have implemented the required agencywide 
information security program and the effectiveness of their information security 
policies, procedures, and practices. And based on agencies’ FISMA reporting for 
fiscal year 2003, both OMB'° and GAO" reported that agencies had made progress in 
implementing the act’s requirements as indicated by selected performance measures, 
which included such measures as the numbers of agency systems that have been 
assessed for risk and the numbers that have been authorized for processing after 


‘"Office of Management and Budget, FY 2003 Report to Congress on the Federal Government 
Information Management, March 1, 2004. 

"GAO, Information Security: Continued Efforts Needed to Sustain Progress in Implementing Statutory 
Requirements, GAOA)4483T (Washington, D.C.; Mar. 16, 2004). 
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certification and accreditation.'^ However, individual agency progress indicated by 
these measures varied widely. For example, for fiscal year 2003, DOD reported 
performance measurement data for a sample of its systems, including both national 
security and sensitive but unclassified systems, that showed more than half these 
systems met all of the selected performance measures except one — security controls 
tested and evaluated. Further, its reported percentages for these measures exceeded 
overall average percentages for 24 large agencies (which include both DOD and DHS) 
for five of the seven measures. For DHS, however, fiscal year 2003 performance data 
reported by the department for its non-national security systems showed that less 
than half its systems met these selected measures and all were less than the 24- 
agency average percentages. Table 1 summarizes the data reported for fiscal year 
2003 by DOD, DHS, and by the 24 large agencies. 

Table 1: Summary of Fiscal Year 2003 FI5MA Performance Measurement Data Reported by DOD, DHS, 

and 24 Large Federal Agencies 

Reported percentage of total systems meeting 
performance measure 


Performance measure 

DOD 

(sample) 

DHS 

Average for 24 agencies 

Assessed for risk and assigned a level of risk 

91 

42 

78 

Information technology seojrity plan is up-to-date 

88 

45 

73 

Processing authorized following certification/ 
accreditation 

80 

42 

62 

Security control costs integrated into system life cycle 

64 

44 

77 

Security controls tested and evaluated in the last year 

42 

19 

64 

Contingency plan documented 

79 

36 

68 

Contingency plan tested 

51 

13 

48 


Source: OMB’s FY 2003 Report to Congress on Federal GovernmenI Information Security Management. 


0MB monitors agency performance by requiring agencies to provide quarterly 
updates on this key subset of performance measures. Further, the nesct annual 
reports (for fiscal year 2004) that agencies must submit to the Congress are due to 
0MB by October 6, 2004. These annual reports should provide updated information 
on agency progress in implementing FISMA’s information security requirements. 


CerUGcation is the comprehensive evaluation of the technical and nontechnical security controls of 
an IT system that provides the necessary information to a management official to formally declare that 
an IT system is approved to operate at an acceptable level of risk. This management approval, or 
accreditation, is the authorization of an IT system to process, store, or transmit information that 
provides a form of quality control and challenges managers and technical staff to find the best fit for 
security, given technical constraints, operational constraints, and mission requirements. The 
accreditation decision is based on the implementation of an agreed-upon set of management, 
operational, and technical controls, and by accrediting the system, the management office accepts the 
risk associated with it. Agencies are required to reaccredit their systems prior to a significant change 
in processing, but at least every 3 years (more often where there is a high risk and potential magnitude 
of harm). 
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Thank you for the opportunity to testily on these important issues. Please contact me 
at (202) 512-6906 or williamsmKa’gao.gov if you or you staff have any further 
questions. 


Sincerely yours, 

McCoy Williams 
Director 

Financial Management and Assurance 

cc; The Honorable Daniel K. Akaka 
United States Senate 

The Honorable Frank R. Lautenberg 
United States Senate 
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INSPECTOR GENERAL 
DEPARTMENT OF DEFENSE 
400 ARMY NAVY DRIVE 
ARLINGTON. VJRGINtA 22202-4704 


December i 0, 2003 


MEMORANDUM FOR UNDER SECRETARY OF DEFENSE 

(COMPTROLLERyCIITEF FINANCIAL OFFICER 


SUBJECT: Independent Auditor’s Report on the Department of Defense Fiscal 
Year 2003 Agency-Wide Principal Financial Statements 
(Report No. D-2004-036) 


The Chief Financial Officers (CFO) Act of 1990, as amended, requires the Inspector 
General of the Department of Defense to audit the accompanying DoD Consolidated 
Balance Sheet as of September 30, 2003 and 2002. the related Consolidated Statement of 
Net Cost, the Consolidated Statement of Changes in Net Position, the Combined 
Statement of Bud getary Resources, Ibe Combined Statement of Financing, and the 
Statement of Custodial Activity for the fiscal years then ended. The financial statements 
are the rwponsibilily of DoD management. DoD is also responsible for implementing 
effective internal control and for complying with laws and regulations. In addition to our 
disclaimer of opinion on the financial statements, we are including the required reports on 
internal control and compliance with laws and regulations. 

Disclaimer of Opinion on the Financial Statemenrs 

The Under Secretary of Defense (Comptrollcr)/Chicf Financial Officer acknowledged to 
us that (I) DoD financial niaruagement systems do not substaniially comply with Federal 
financial management systems requirements, generally accepted accounting principles, 
and the U.S. Government Standard General Ledger at the transaction level and (2) DoD 
financial management and feeder systems cannot provide adequate evidence to support 
various material amounts on the financial statements. Therefore, we did not perform 
auditing procedures to determine if material amounts on the financial statements were 
fairly presented. In addition, other auditing procedures were not performed because 
Section 1008(d) of the FY 2002 National Defense Authorization Act requires the 
Inspector General of the Department of Defense to perform only the audit procedures 
required by generally accepted government auditing standards that are consistent with 
representations made by DoD management.' DoD has also acknowledged, and prior 
audits have identified, the material weaknesses listed in the Summary of Internal Control. 
These material weaknesses also affect the reliability of other information contained in the 
annual financial statements, much of which is taken from the same data sources as the 
principal financial statements.^ These deficiencies would have precluded an audit 


We perfonned audit work on the U.S. Army Corps of Engineers account balances during PY 2003 because 
management as.serted that U>cir financial statements were ready for audit. In addition, we performed audit 
work on the DoD Environmental Liabriity account balance because managcrneiit asserted that the account 
balance wus ready for audit. 

“The annual ftaancial statements iitclude tlie principal financial statements, management discussion and 
analysis, consolidating and combining financial statements. Required Supplementary Stewardship 
Information, Required Supplementary Information, and Other Accompanying Information. 

A regular Statenicnl and Accoum of the Receipts and Expenditures oj all public Monev 
shall be published from time to time, -t'onsrilution of the United Stales, .Article 1. Section 
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opinion, rhcrelbro. \\c are unable to express, ami \\o do ni'l exi^ress. an opinion on liie 
lliiaiicia! siatcnicnts and ihe acet>inpiinyjnu inforinahon. 


Summary of Internal Control 

in planning our audil. s\x- ro^^i^.lelecl Dol) inicinai contmi oxer llnancia! rcporlinsi and 
coinpltancc. W c tiid u> dctcrtnmc our pu>ccdiirc.s Ibr auditing the llnancial 
viaicincriis and (o eonjpi\ with Office of Management and lUidgci guidance but not to 
cxprcNN an opinion on inlcrnal eonirol. Accordingly, we dt> not express an opinion on 
inlcrna! et>nirol o\er finaneial reporting and compliance ix.-eausc previously idenliiled 
icpo! table conditions, ail of uhicli arc malcrial, contlmie«.l to exi^i in llic folUiu ing aieus: 

• financial inantmcincnt systems: 

• I bind lialancc with IrccJMiry: 

• hnentors; 

• Operating Maieruils and Supplies; 

• I’roperU. Plant, and liquipmcnt (PPAil V. 

• Ci<.>\ crnnicm-l'umished Material and Contractor- Acquired Material; 

• I .ri\ ironmontal Liabilities: 

• iniragoN ernmontal eliminaluMis and other aceoimling etili ics: 

• Statetneni ofNci Cost; and 

• Statcineni of I'inancing. 

A tn^tlcrial s^eakness is a condili<m that precludes the cniiiv ‘s internal control from 
pi O', iding rea.sonable assurance that niisslatcnicnis. losses, or nonconiplianee lltai are 
nialei’ial in lekilion to the fmaneial statements uonld be pre\ ented or delected on a litnelv 
basts, Our iitlental control work would not ncccssaiily disclose all nuucrial \scaknesses. 
See the Altachmcnl for additional details on niatenal inlcrnal control weaknesses. 

Summary of Compliance wilh Laws and Regulaiions 

Our work (o (.iclciniine compliance with selected pio\ isiotts ol appiicable laws and 

regulations rclate<.l to llnancial rcporiing was limilct,l because managemem 

acknow ledgeJ. and prior autlits confirm, that instances of lumcomplianee continue to 

exist 1 he I aider Secretary of Defense (( oiupi roller i C'liicI' l inancitil Ofileer 

acknow ledgeJ to us that lioD fmaneial inanagement ■'> stems do not comply substanlialls 

with fedeial financial munagemeni sv-vtcin rcquiienicins, generally accepted accounting 

principles, and tlic I fS, Cio'. cinmeni Standard (lencral i.edgerat the transaction level 


IlcjX)! tal'k' i.i>nJitioa.s ate tnaltcrs coming lo the auditor's attention Ih.ii in hi,< or her jiidcniL'nl. should he 
comnumii..ii.sl to management hccau'c iiic> represent significant dctKicucios tn the vlesign tir o|s rat h'H 
«*i iiucni.i! soiiuol, whicii uJ\erscl’. utTcci the orgaiu/aiion's .d'lluv t(' mmate, record, pro^e"-' and 
rep* 'I i fmaix .a! daui Ci'n'-!’'!cm wiih iIk .isscritons of iiuinagenient in Im.mcial stutenvents. 

I ic^^ii.Uii Siali'Dic'ii! cuhi Iccoii/U of //V Jit’cci/iis <tfhf lixpcOf/ifuri/.s o/d/^ public Monev 
s/hi/I !'• published ircun (une lo lime Cbiistitifiion of ihc t lulcd Siutcs. Anicic I, Section h 
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Our work supports DoD conclusions and confirms that unconeclcd instances of 
noncompliance continue to exist related lo other provisions of laws and regulations. 

Ill order for DoD to comply with statutory reporting requirements and applicable 
financial management systems requirements, the Undersecretary of Defense 
(ComptroHcr)/Chief Financial Officer is developing a DoD-wide Business Entciprise 
Architecture. It is unlikely that DoD will be able to fully comply with the statutory 
reporting requirements until the architecture is fully developed and implemented. See the 
Attachment for additional details on compliance with laws ;uid regulaliotis. 

We caution that other noncompliancc may have occurred and not been detected. Further, 
the results of our limited procedures may not have been sufficient for other puqioscs. 

Our objective was not to express an opinion on noncompliance with applicable laws and 
regulations. 

Management Responsibility 

Management is responsible for; 

• preparing the financial slateincnls in conformity with generally accepted 
accounting principles; 

• establishing, maintaining, and assessing internal control to provide reasonable 
assurance that the broad control objectives of section 3512, title 3 1 , United Stales 
Code, which incorporates the reporting requirements of the Federal Managers’ 
Financial Integrity Act (FMFIA) of 1982, are met; 

• ensuring that DoD financial management systems substantially comply with 
Federal Financial Management Improvement Act (FFMIA) of 1996 requirements; 
and 

• complying with applicable laws and regulations. 



Maul J. Granetlo, CPA 
Director 

Defense Financial Auditing 
Sendee 

Attachment 
As slated 


f ' S/cUcnicfil tuni . fcr<.n/iu •>! 'he Rc( cipls oni! ExiU'nthiiii cs (>f dll jmhHc Mohl-y 

s/n/if I'c fraffi fi/nc (n urn-. -. < imslitutuni of die I *niled Suite-'. .Ai'Uelc i. Scetiori 
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